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FOREWORD

This technical manual provides maintenance personnel with an overview of Doppler Meteorological
Radar WSR-88D Open Systems RPG Group. The acronym “RPG” is still applicable to the Open
Systems Radar Product Generation function. This manual describes the purpose, structure, and
functions of the RPG and discusses the operating and maintenance concepts. It consists of seven
chapters, a glossary, and an index.

Chapter 1 — General Information. This chapter describes the purpose, structure,
capabilities, and itemization of the RPG.

Chapter 2 - Not Used.
Chapter 3 — Not Used.

Chapter 4 — Operations. This chapter describes the RPG Group operations, procedures
controls and indicators.

Chapter 5 — Theory of Operations. This chapter describes the functional operation of
the RPG Group.

Chapter 6 — Maintenance. This chapter provides RPG on-site maintenance activities as
well as a description of the RPG site maintenance concept.

Chapter 7 — Reference Data. This chapter provides interface diagrams, interconnection
cabling diagrams, cable wiring data and power distribution diagrams for the RPG
Group.

Index
Glossary

This manual is one of a family of technical manuals which provide various levels of description,
operation, maintenance, and logistics information on the WSR—-88D. Refer to TO 31-1-141, Basic
Electronic Technology and Testing Practices, for any basic electronic technology or testing practice
that is not fully described in these documents. The WSR-88D technical manual family is defined
and discussed in the System Manual, National Weather Service Engineering Handbook (NWS EHB)
6-500, Section 1-4.

The format of this technical manual is as follows:

¢ Since sections represent the major content divisions of the chapter or appendix, they
are formatted as physically—separate standalone elements.

* Sections are numbered as subdivisions of the chapter or appendix. The section
numbering system consists of two digits separated by a hyphen. The first digit
indicates the chapter or appendix, the second digit indicates the section. Thus,
Section 4-2 represents the second section of Chapter 4.

xxxiii



NWS EHB 6-525

XXXiV

Paragraph numbering is by section rather than by chapter. The basic numbering
system consists of three digits, where the first two digits identify the section

Section number
‘ IiParagraph number

4.2.1

A decimal paragraph number system is used to identify paragraph subordination

Primary Paragraph
First-Subordinate Paragraph
Second-Subordinate Paragraph
Third-Subordinate Paragraph
Fourth-Subordinate Paragraph

l— Fifth-Subordinate Paragraph

421111111

Tables and figures are numbered consecutively within a chapter. The basic
numbering system consists of two parts: the first part identifies the chapter and the
last part identifies the table/figure.

Chapter number
‘ IiTable/Figmre number

3.2

Pages are numbered by chapter or appendix. The number consists of two digits
separated by a hyphen. The first digit identifies the chapter or appendix. The
second digit identifies the page, table, or figure.

Foldout figures are grouped at the end of each chapter. The prefix FO is added to
all foldout figure numbers to identify them as foldouts.
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SAFETY SUMMARY

1. GENERAL SAFETY INSTRUCTIONS.

This manual describes physical and chemical processes which may cause injury or death to
personnel, or damage to equipment if not properly followed. This safety summary includes general
safety precautions and instructions that must be understood and applied during operation and
maintenance to ensure personnel safety and protection of equipment. Prior to performing any task,
the WARNINGs, CAUTIONSs, and NOTEs included in that task shall be reviewed and understood.

2.  WARNINGS, CAUTIONS, AND NOTES.

WARNINGs and CAUTIONS are used in this manual to highlight operating or maintenance
procedures, practices, conditions, or statements which are considered essential to protection of
personnel (WARNING) or equipment (CAUTION). WARNINGs and CAUTIONs immediately
precede the step or procedure to which they apply. WARNINGs and CAUTIONSs consist of four
parts: heading (WARNING or CAUTION), a statement of the hazard, minimum precautions, and
possible result if disregarded. NOTEs are used in this manual to highlight operating or maintenance
procedures, practices, conditions, or statements which are not essential to protection of personnel or
equipment. NOTEs may precede or follow the step or procedure, depending upon the information to
be highlighted. The headings used and their definitions are as follows.

WARNING |

Highlights an essential operating or maintenance procedure,
practice, condition, statement, etc., which if not strictly observed,
could result in injury to, or death of, personnel or long term health
hazards.

CAUTION

Highlights an essential operating or maintenance procedure,
practice, condition, statement, etc., which if not strictly observed,
could result in damage to, or destruction of, equipment or loss of
mission effectiveness.

NOTE

Highlights an essential operating or maintenance procedure,
condition, or statement.

3.  GENERAL SAFETY PRECAUTIONS.

The following safety precautions shall be observed while performing procedures in this manual.

e ELECTRICAL

Dangerous voltages are present at system connectors. Ensure power is OFF prior to connecting
or disconnecting cables.

XXXV
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e ELECTRONIC

Do not wear metal frame glasses, rings, watches, or other metal jewelry while working on elec-
tronic equipment.

e HIGH VOLTAGE (POWER ON)

Avoid contact with high voltage in the equipment, and do not remove safety guards, panels, or
covers in the high voltage area. Severe injury or DEATH may occur upon contact with or in
the proximity of high voltages due to electrical shock.

e KEEP AWAY FROM LIVE CIRCUITS

Maintenance personnel must at all times observe all safety regulations. Do not replace compo-
nents or make adjustments inside the equipment with the high voltage supply turned on. Under
certain conditions, dangerous potentials may exist when the power control is in the off position
due to charges retained by capacitors. To avoid casualties, always remove power, discharge
and ground circuit before touching it.

e DO NOT SERVICE OR ADJUST ALONE

Under no circumstances should any person reach into or enter an enclosure for the purpose of
servicing or adjusting the equipment except in the presence of someone who is capable of ren-
dering aid.

e  RESUSCITATION

Personnel working with or near high voltage should be familiar with modern methods of CPR.
Such information may be obtained from the Red Cross or Heart Association. This knowledge
may save a life.

e DO NOT WEAR JEWELRY

Personnel performing maintenance on equipment are not to wear metal frame glasses, watches,
rings, necklaces, bracelets, or other jewelry at any time. Electrical arcing can occur when me-
tallic objects are in the proximity of voltage potentials. Jewelry can become entangled or
otherwise restrict movement causing severe personal injury.

e  CLEANING SOLVENTS (GENERAL)

Wear protective clothing, safety goggles, and gloves when using toxic cleaning solvents. Re-
peated and prolonged contact may cause skin and eye irritation. Flush skin and eyes with wa-
ter. Remove clothing saturated with cleaning solvent.

e  CLEANING SOLVENTS (INHALATION)

Use cleaning solvents only in a well-ventilated area. Avoid inhalation of cleaning solvents.
Asphyxiation or DEATH may occur from prolonged exposure to fumes.

e PERFORM WORK EFFICIENTLY

When working in areas designated as hazardous, perform work using the proper safety proce-
dures. Be thoroughly familiar with the procedures required for the task before entering the
area.
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SECURE ALL MATERIAL WHEN NOT IN USE

Secure all tools, chassis, and covers before operating equipment.

DO NOT USE METAL TOOLS NEAR EXPOSED PARTS

Do not use brushes, brooms, or other tools that have exposed metal parts within four feet of any
electrical equipment having exposed current—carrying parts.

FALLING SNOW/ICE

Snow and/or ice may accumulate on the radome and/or tower during inclement weather. This
accumulation may fall from the radome/tower onto the shelters and walkways below. Be aware
of this condition during the winter months.

SPECIFIC SAFETY PRECAUTIONS.

ELECTRICAL SHOCK HAZARDS

Prime power voltages and high voltages within cabinets can cause DEATH or severe injury.
These voltages are contained in the generator area, the Radar Data Acquisition (RDA) area and
Antenna area. Warning signs and labels are located on the guards and barriers to alert person-
nel of the potential hazard. DO NOT DISREGARD THESE WARNINGS. Ensure that safety
interlocks, barriers and guards are not bypassed.

In the RPG, the CRT has extremely high voltages present that can cause DEATH or severe in-
jury. Warning labels and interlocks are present to prevent electrical shock. DO NOT BYPASS
INTERLOCKS.

MAJOR EQUIPMENT DAMAGE

Mismatching electrical connectors in the RPG can cause major equipment damage. Therefore,
ensure that the connector keys/color coding is followed when reconnecting connectors during
maintenance.

REMOVAL OF TOOLS

Remove all tools and dropped hardware such as locknuts, washers, screws, etc., from equip-
ment prior to restoring power to any WSR-88D equipment.

xxxvii/(xxxviii blank)
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CHAPTER 1
GENERAL INFORMATION

Section 1.1. Introduction

NOTE

This chapter and its corresponding sections refer to the Radar
Product Generation Processor/Communications Assembly as
UD?70. Unless otherwise specified, for Federal Aviation
Administration (FAA) redundant systems, this information also
applies to Radar Product Generation Processor/Communications
Assembly UD170.

1.1.1 GENERAL.
This chapter is organized into sections as follows:
e Section 1.1 - Introduction
¢ Section 1.2 — Equipment Description
e Section 1.3 — Software Description

e Section 1.4 — Reference Data

Section 1.1 provides an introduction to the RPG Group and the Master System Control Function
(MSCF) Group and describes the equipment’s purpose, capabilities, physical dimensions, and power
requirements. Section 1.2 describes the individual equipment items which makes up the RPG Group
and the MSCF Group. Section 1.3 describes the software programs used in the RPG Group and
MSCF Group. Section 1.4 identifies the reference data required for the RPG Group and the MSCF
Group.

1.1.2 RPG GROUP EQUIPMENT.

The RPG group primarily consists of the RPG Processor/Communications Assembly (RPGPCA),
Wideband Communication Links, and Product Distribution Network and Point—to—Point Links.
Wideband Communication Links connect the RDA (Radar Data Acquisition) to the RPG.
Narrowband Communication Links provide point—to—point communication links from the RPG to
product users. Inter—network connections to the Router provide communications from RPG to
associated users. For NWS redundant systems, the RPG group also includes a Remote RDA
Maintenance Terminal. The major components of the RPGPCA and their purpose are discussed in
paragraph 1.1.3. Table 1-1 lists the RPG Group Unit designators. Figure 1-1 shows the RPG and
MSCEF equipment relationships.
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1.1.2.1 RPG Functionality. The RPG receives base data from the RDA Group and processes
the data using stored algorithms to develop a set of derived meteorological products. The resulting
product set, including the base products, is made available for distribution to the users.

The product distribution (e.g., principal users) fall into two categories: associated and
non-associated. Associated users have full-time dedicated connections to one or more RPGs.
Non-associated users have on—demand dial access to RPGs according to their operational need.
User types are summarized in NWS EHB 6-500, paragraph 1-1.2.3 and Tables 3-1 and 3-2.

The RPG is also capable of distributing RDA digital-format base data to base data users via an
optional Base Data Distribution Server (BDDS) processor. The RPG functional group includes all
the hardware and software required for real-time generation, storage, and distribution of products
for operational use. It also includes the hardware and software required for system remote control,
status monitoring and error detection, product archiving, and hydro—meteorological data processing.

1.1.2.2 Wideband Communications Links. (See Figure 1-2.) A wideband communications
link is used to exchange base data and radar status and control data between an RDA and its
associated RPG group. Depending on the distance and local requirements, the wideband
communications links between particular sites may be a Direct Wire link (for distances up to 400 ft.)
or a Microwave Line of Sight (MLOS) link (for distances from 0.6 through 24 miles). Two types of
T1 carrier systems may also be used, private T1 and telephone company (TELCO) T1. Private T1 is
used when the link distance is less than 3,000 feet. In a TELCO T1 system, the telephone
company’s facilities are used as the medium for the digital pulse stream. An RDA Channel Service
Unit (CSU) and an RDA/RPG Gateway at the RPG are used to hook into the telephone system.
TELCO T1 provides communications for unlimited distances. It is used when it is available and
economically feasible. Refer to the Wideband Communications Group Maintenance Manual (NWS
EHB 6-545) for additional information on wideband communications links.

1.1.23 Product Distribution Users.

1.1.2.3.1 Narrowband Links. Narrowband communications links are used between the RPG
and product users for product requests and distribution. External user systems may have full time
connections to multiple RPGs. Some user systems may also support on—demand dial access to
RPGs in remote locations. The narrowband communications links are modem—based point—to—point
(analog) serial data lines. The links are either directly interconnected within the RPG facility or
utilize transmission over dedicated or dial-up commercial telephone lines for external data
distribution. Refer to Table 1-2 for the RPG narrowband communications interfaces.

1.1.2.3.2 Network Connections. External user systems may inter—network with the RPG. If the
RPG and user system are collocated the systems may have LAN inter—network connections. If the
RPG and user system are remote, the systems may have WAN inter—network connections.

1.1.2.4 Remote Monitoring Subsystems (FAA Only). A link is provided between each RPG
and the Remote Monitoring Subsystem (RMS). The RMS has links with the applications and
operating system functionality of the RPG processor.

1-2



NWS EHB 6-525

Table 1-1. RPG Group Unit Designations

Reference Official Common
Designation Nomenclature Name
Remote RDA Maintenance Terminal* N/A
UD32 Terminal (Alphanumeric), Dual A/B Switch, Remote RDA Terminal

Statistical Multiplexer (STATMUX), Dial-Port
Modem (MOdulate/DEModulate)

RPG Processor/Communications Assembly RPGPCA

UD70/UD170 The RPGPCA includes all equipment in the RPGPCA
2-bay equipment cabinet (RPG and BDDS
processors, Local Area Network (LAN) Switch,
Router, RDA/RPG Gateway, Uninterruptible
Power Source (UPS), Power Administrator, and
miscellaneous Narrowband Communication
equipment).

*  NWS redundant systems only.
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Figure 1-1. RPG and MSCF Group Equipment Relationship
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Table 1-2. RPG Narrowband Communications Interfaces

External RPGOP_50 Class 1 Class 2 Class 4 RPGOP_90
Connection

Line Type Serial Serial Serial Serial LAN

Protocols X.25 X.250r PPP  X.25 or PPP X.25 TCP/IP/
Ethernet

Timing Sync Sync or Sync or Sync or N/A

Async Async Async
Duplex Type Full Full Full Full Half
Data Rate, 33.6/56 4.8/14.4 4.8/14.4 4.8/14.4 10000

bits per second
(BPS) x 1000)

Data Link ITU ITU ITU ITU IEEE10.2 RFC

Physical RS-449 RS-232 RS-232 RS-232 FIA568-B

Line 4—-Wire 4—Wire 2—-Wire 4—-Wire CAT 5
Leased Leased Switched Leased

1.1.2.5 Remote RDA Maintenance Terminal. For NWS redundant systems, the Remote RDA
Maintenance Terminal is used for program control and switching of channels. It connects to NWS
channel 1 RDA, UD105. The terminal consists of CPU UD32A9, Monitor UD32A10, Keyboard
UD32A11, and Mouse UD32A13, Dual A/B Switch UD32A2, STATMUX UD32A3, and Dial-line
Modem UD32A4. A corresponding dial-line Modem and STATMUX are housed in UD105,
enabling the Remote RDA Maintenance Terminal to communicate with both NWS channels via a
narrowband line. The Dual A/B Switch is used to switch the application and system console port of
either channel to the Terminal.

1.1.2.6 Redundant Systems. In addition to WSR—-88D systems that contain one RPG and one
RDA, there are also two types of redundant systems: NWS and FAA. They are called NWS
redundant systems and FAA redundant systems after the agencies that use them.

1.1.2.6.1 NWS Redundant System. The NWS redundant system contains one RPG, two RDAs,
and a switch which sends either RDA’s information to the RPG. Selection between the two channels
and control of the system is performed at a Remote RDA Maintenance Terminal, which contains a
monitor and keyboard.
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1.1.2.6.2 FAA Redundant System. The FAA redundant system contains two RPGs, each
connected to a corresponding RDA. Each RPG is referred to as a channel. Channel 1 contains the
RPGPCA UD170. Channel 2 contains the RPGPCA UD70. The FAA redundant system also
contains a relay box that switches either RPG’s information to associated and non—associated users
via narrowband communication lines. Selection between the two channels, data entry, and program
control for the system is performed at a Distant MSCF. The RPGs in FAA Redundant Systems are
monitored and controlled by a RMS.

1.1.2.7 Embedded Consoler Server (ECS). Hardwired serial interface for console port access
to most RPG components is provided by an eight port serial card installed in the RPG Processor
UD70A7. Refer to Section 5.4 for a detailed description.

1.1.3 RPGPCA EQUIPMENT PURPOSE.

Each component of the RPGPCA has a unique and specific purpose. A list of these components
with an explanation of their purpose and capabilities are listed below. These components are
normally found within the RPGPCA cabinets.

1.1.3.1 BDDS Processor UD70A1. The BDDS receives a retransmission of the wideband data
from the RPG processor and converts it to a unique, secure format for retransmission to the optional
BDDS users.

1.1.3.2 Router UD70A2. The Router provides external access into the RPG LAN. It receives
a Transmission Control Protocol/ Internet Protocol (TCP/IP) feed from the LAN Switch. All NWS
sites have an ethernet connection between the Router and the AWIPS LAN. With this capability, the
Router provides the LAN-to—LAN inter—network connection to AWIPS. For the Department of
Defense (DoD) and FAA systems, the Router allows the MSCEF to access both the RPG LAN Switch
and the Power Administrator through a PPP modem link or a TCP/IP frame relay link. For the FAA
system, it also allows the MSCF to access both Channel 1 and Channel 2 RPG LAN Switch and the
Power Administrator. All RPG routers have PPP user connections for external systems to
inter—network via serial analog modem links.

1.1.3.3 Keyboard, Video, Mouse (KVM) Switch UD70A3. The KVM Switch allows the RPG
processor and the BDDS processor to share one keyboard, monitor (video), and mouse within the
RPGPCA cabinet. The user toggles between the two processors using the KVM Switch.

1.1.34 17-Inch Monitor UD70A4, Keyboard UD70AS5, and Mouse UD70A6. The monitor,
keyboard, and mouse provides the user with the tools for successful interaction with the RPG and
BDDS processors.

1.1.3.5 RPG Processor UD70A7. The RPGPCA has an RPG processor which provides product
generation, local storage, distribution control, and archiving of selected products and derived data.

It controls the RDA operating modes and monitoring of the operational status of the overall
WSR-88D system. It provides the graphical Human Computer Interface (HCI) for system control
and monitoring. It also provides a retransmission of the wideband data to the BDDS. The RPG
processor includes a processor, monitor, keyboard, and mouse. The RPG processor exercises remote
control of the RDA as controlled from the MSCF.
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1.1.3.6 Storage Device UD70A8 and UD70A9. The RPGPCA has a storage device which can
be used for creating back—up copies of system software. The storage device is directly connected to
the RPG processor in the RPGPCA. A second Storage Device UD70A9 is an optional expansion
component and will not be installed at all sites.

1.1.3.7 Power Administrator UD70A10. The American Power Conversion (APC) Power
Administrator provides for individual control of AC power to selected devices (eight maximum).
This allows a selected device to be powered off and on remotely; thus, achieving a remote reset
capability for the device.

1.1.3.8 UPS UD70A11. Critical RPGPCA components are powered from an UPS. The UPS
provides the uninterrupted AC power for the Power Administrator and other selected devices in the
RPGPCA cabinet. In addition, the UPS is set to automatically shut down the RPG and BDDS
processors in the event of an extended power failure.

1.1.39 RDA/RPG Gateway UD70A12. The Polycom RDA/RPG Gateway (UD70A12) is a
protocol translator that provides the gateway between the RDA and RPG with its built-in
CSU/DSU. The RDA/RPG Gateway’s primary purpose is to provide the protocol translation for the
wideband T1 DSX-1 data to TCP/IP format which is used internally on the RPG’s LAN
components.

1.1.3.10 LAN Switch UD70A13. The LAN Switch provides the ethernet TCP/IP network
backbone for the RPG system. The NWS LAN switch also provides a TCP/IP Virtual LAN (VLAN)
backbone for up to four physical BDDS LAN connections. Almost all RPGPCA components
communicate with each other using the TCP/IP, and the LAN Switch provides the central
interconnectivity point for these devices.

1.1.3.11 Dedicated/Dial Modem Rack Assembly UD70A14. The Dedicated/Dial Modem Rack
Assembly is comprised of analog modems or modem—type devices for narrowband link product
distributions. Modem slots are grouped together and designated as either dial or dedicated user
slots. The Dedicated/Dial Modem Rack Assembly receives RS—-232 data for narrowband
transmission either from X.25 communication servers or from PPP serial ports on the router. DoD
and FAA systems have either a modem or a frame relay link designated for their Distant MSCEF.

1.1.3.12 Communication Server UD70A15, UD70A16, and UD70A17. The Performance
Technologies Incorporated (PTI) Multi-Protocol Server (MPS) 800 Communication Servers perform
the protocol conversion from TCP/IP to X.25 for each user and then sends the data over RS-232
serial connections to the Dedicated/Dial Modems for distribution to users.

1.1.3.13 RMS Power Administrators UD70/170A28 and UD70/170A29. FAA Redundant
Systems have additional Power Administrators. These two Power Administrators in each channel
are controlled through the FAA RMS and allow remote power off/on reset of the individual
components.

1.1.3.14 Relay Box UD31. Only FAA Redundant Systems have the Relay Box. The relay box
contains up to 60 relays that are used to switch narrowband communication lines from Channel 1 or
Channel 2 to associated and non—associated users. The relay box is not located within the RPGPCA
but mounted on the RDA shelter wall.
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1.1.4 MSCF GROUP EQUIPMENT.

The MSCF Group major components are the MSCF Workstation (UD71) and the Printer
Workstation (UD79). The MSCF Workstation equipment consists of the MSCF Terminal Suite,
Surge Suppressor, and a Backup Storage Device. DoD and FAA Systems will have either a
Dedicated Port Modem or a Frame Relay Hub Router (UD75) as part of their MSCF Group. The
Printer Workstation (UD79) consists of a Color Printer and Stand and is normally found adjacent to
the MSCF Workstation. Paragraph 1.1.5 discusses the MSCF Group equipment. Table 1-3 lists the
MSCF Group Unit Designators and Figure 1-1 shows the RPG and MSCF Group relationships.

Table 1-3. MSCF Group Unit Designations

Reference Official Common
Designation Nomenclature Name

MSCF Workstation MSCF
UD71 Terminal Suite (Processor, Monitor, Keyboard, =~ MSCF Terminal

and Mouse), Backup Storage Device, Surge
Suppressor, and Dedicated Port Modem*

Frame Relay Hub Router Hub Router
UD75 2600 Series Router MSCF Router
Printer Workstation Printer
UD79 Color Printer MSCEF Printer

*  For some FAA and DoD MSCFs.

1.1.5 MSCF GROUP EQUIPMENT PURPOSE.

The MSCEF is the man/machine interface that allows the operator and maintenance technician to
interact with the RPG processor operating system, application graphics, and maintenance programs.
The applications functionality specifically designed to provide the graphical control interface to the
RPG processor is called the HCI. The HCI is discussed in further detail in the NWS EHB 6-526 for
operators and in Section 4.7 of the NWS EHB 6-525 for maintenance technicians. The MSCF
provides control over the RPG processing functions by permitting the selection of products to be
routinely generated and a product subset to be archived. It also provides the interface to access the
operating system, initialize the RPG processor, and perform first level analysis of system
malfunctions.

The MSCF Workstation is comprised of a terminal suite containing a MSCF processor UD71A1, a
21-inch Monitor UD71A2, Keyboard UD71A3, and Mouse UD71A4. The MSCF Workstation is
also comprised of a Backup Storage Device UD71A6, Surge Suppressor UD71E1, and either a
Dedicated stand—alone Modem UD71AS or a Frame Relay Hub Router UD75 for FAA and DoD
sites. The Printer Workstation is normally found close to the MSCF Workstation.
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1.1.5.1 Local MSCFE. NWS systems will have a Local MSCF Workstation. A MSCEF is
normally collocated with the associated user that supports editing of the RCM function. Thus, with
NWS systems, the MSCF is located locally (within the same building) with the RPGPCA. The
Local MSCEF has a direct TCP/IP path to the Router in the RPGPCA. The Router provides a serial
(out of bandwidth) connection to the Power Administrator and a direct TCP/IP (in bandwidth)
connection to the LAN Switch.

1.1.5.2 Distant MSCFE. DoD and FAA systems will have a Distant MSCF. The Distant MSCF
may be miles from the RPGPCA. A Distant MSCF is connected to the RPGPCA via a narrowband
communications link using a 33.6 Kilobits (Kbits)/sec Ddedicated—port modems or CSU/DSU
modules at both the MSCF Workstation (in the Frame Relay Hub Router UD75) and RPGPCA (in
the router UD70A2). When the MSCEF is distant, the following configurations exist.

¢ DoD Collocated RDA/RPG without Frame Relay: For DoD systems, the MSCF is
considered to be distant from the RPG Processor because the RPG is collocated with
the RDA and usually miles away from the MSCF. The distant MSCF is linked to
the RPG via a dedicated modem at both the MSCF and RPG. The majority of the
DoD systems have the MSCF at NWS sites.

e DoD Collocated RDA/RPG with Frame Relay: For DoD systems, the MSCF is
considered to be distant from the RPG Processor because the RPG is collocated with
the RDA and usually miles away from the MSCF. The distant MSCEF is linked to
the RPG via a frame relay circuit with a frame relay hub router at a NWS site.

e FAA Collocated RDA/RPG without Frame Relay: For FAA systems, the MSCF is
considered to be distant from the RPG Processor because the RPG is collocated with
the RDA usually miles away from the MSCF. The distant MSCEF is linked to the
RPG via a dedicated modem at both the MSCF and RPG. The majority of the FAA
systems have the MSCF at NWS sites.

e FAA Collocated RDA/RPG with Frame Relay: For FAA systems, the MSCF is
considered to be distant from the RPG Processor because the RPG is collocated with
the RDA usually miles away from the MSCF. The distant MSCEF is linked to the
RPG via a frame relay circuit with a frame relay hub router at a NWS site.

1.1.5.3 Frame Relay Hub Router. Most, but not all, DoD and FAA sites will use frame relay
service. Frame relay service is not used at all sites because it cannot be obtained at every location.
Where frame relay service is used, the Frame Relay Hub Router UD75 supports frame relay circuits
that have replaced X.25 dedicated analog circuits. The replacement occurred because analog circuits
were being overdriven. These circuits are used to send radar products (RPS data) to AWIPS and to
control and command DoD and FAA radars (MSCF data). Frame relay service also supports One
Time Requests (OTR) from DoD and FAA radars via the AWIPS WAN. Frame relay service
equipment consists of the Frame Relay Hub Router UD75 located at the NWS Weather Offices
controlling DoD and FAA radars and a CSU/DSU module installed in all RPG Routers.
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1.1.6 LEADING PARTICULARS.

The following lists the leading particulars and the tables where they can be found:

RPG Group Equipment Physical Dimensions — Table 1-4
MSCF Group Equipment Physical Dimensions — Table 1-5
RPG Group Power Requirements — Table 1-6

MSCF Group Power Requirements — Table 1-7

RPG Narrowband Communications Interfaces — Table 1-2

Wideband Communications Characteristics/Interface — Refer to NWS EHB 6-545.

Table 1-4. RPG Group Equipment Physical Dimensions

Equipment Height Width Depth Weight
Nomenclature (Inches) (Inches) (Inches) (Pounds)
RPG Processor/Communications Assembly 79.00 48.00 32.00 1000.0
UD70
BDDS (Sun Ultra 5) UD70A1* 4.31 17.17 16.69 22.4
Router (Cisco 3640) UD70A2 3.44 17.50 15.80 30.0
KVM Switch (Raritan SMX18) UD70A3* 1.75 17.00 10.50 6.1
17-Inch Monitor (Sun) UD70A4 16.26 16.61 17.05 21.0
Processor (Sun Ultra 10) UD70A7 15.75 6.93 16.54 27.0
Storage Device (Iomega Jaz) UD70AS and 1.50 5.33 8.00 2.0
UD70A9*
Power Administrator Unit, (APC 2.125 17.00 6.50 6.5
MasterSwitch) UD70A10
UPS (APC Smart UPS) UD70A11 3.50 19.00 18.00 63.0
RDA/RPG Gateway (Polycom) UD70A12 1.75 17.50 6.50 3.0
LAN Switch (Cisco 2924) UD70A13 3.46 17.50 12.00 13.8
Dedicated/Dial Modem Rack Assembly
(Codex 326X) UD70A14
Dual Dial Modems UD70A14A1-A4** 0.75 8.00 14.50 1.5
Dedicated Modems UD70A14A5-A21** 0.75 8.00 14.50 1.5
Communication Server (PTI MPS 800) 1.55 16.80 10.45 9.8
UD70A15/A16/A17
Channel Service Unit (CSU) UD70A18 1.72 6.80 10.50 2.0

*  Location and/or equipment is dependent upon station configuration.
**  Maximum modems, not included with every configuration.
“*% Used in NWS redundant systems only.
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Table 1-4. RPG Group Equipment Physical Dimensions— Continued

Equipment Height Width Depth Weight
Nomenclature (Inches) (Inches) (Inches) (Pounds)
Short Haul Modem UD70A19* 0.80 2.10 2.70 04
RS232/RS422 Converter UD70A20* 2.10 8.80 11.50 2.0

(NWS System Only)

RMS Power Administrator (Baytech) 1.72 16.73 6.17 4.25
UD70/170A28, A29 (FAA Systems Only)

Relay Box Power Supply UD70PS1 (FAA 5.00 10.50 3.75 8.0
System Only)

Relay Box UD31 23.90 23.10 9.50 14.0
CPU UD32A9 4.5 17.0 17.0 22.0
Monitor UD32A10 16.0 16.0 17.0 21.0
Dual A/B Switch UD32A2 3.50 6.00 6.30 2.0
STATMUX UD32A3 3.50 17.20 16.50 9.0
Dedicated Port Modem UD32A4 2.39 6.70 9.60 2.0

*  Location and/or equipment is dependent upon station configuration.
#*  Maximum modems, not included with every configuration.
##*% Used in NWS redundant systems only.

Table 1-5. MSCF Group Equipment Physical Dimensions

Equipment Height Width Depth Weight
Nomenclature (Inches) (Inches) (Inches) (Pounds)
MSCF Workstation UD71
MSCEF Processor (Sun Ultra 5) UD71A1 4.31 17.17 16.69 22.4
21-Inch Monitor (Sun) UD71A2 19.78 19.70 18.76 68.25
Keyboard (Sun) UD71A3 2.00 20.50 7.00 2.0
Mouse (Sun) UD71A4 0.75 2.50 3.50 <10
MSCEF Dedicated Port Modem (Codex) 2.39 6.70 9.60 2.0
UD71A5*
Backup Storage Device (Iomega Jaz) 1.50 5.33 8.00 2.0
UD71A6
Surge Suppressor UD71E1 * * * *
MSCEF Table UD71MP1 30.00 48.00 24.00 80.0

MSCF Group Router UD75*

*  Location and/or equipment is dependent upon station configuration.
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Table 1-5. MSCF Group Equipment Physical Dimensions

Equipment Height Width Depth Weight
Nomenclature (Inches) (Inches) (Inches) (Pounds)
Frame Relay Hub Router UD75 3.44 17.5 15.8 10.24
Printer Workstation UD79*
MSCEF Color Printer (Xerox/Tektronix 18.30 20.00 19.70 94.0
Phaser 750) UD79A1
Printer Stand UD79MP1 27.00 24.00 30.00 20.0

* Location and/or equipment is dependent upon station configuration.

Table 1-6. RPG Group Equipment Power Requirements

Equipment Voltage Power
Nomenclature (VAC) Hertz Phase (Watts)
RPG Processor/Communications 208 60 3
Assembly UD70
BDDS (Sun Ultra 5) UD70A1* 120 60 1 200 (max)
Router (Cisco 3640) UD70A2 120 60 1 140 (max)
KVM Switch (Raritan SMX18) 120 60 1 23 (max)
UD70A3*
Maintenance Terminal 17-Inch Moni- 120 60 1 100 (avg.)
tor (Sun) UD70A4
Maintenance Terminal Processor (Sun 120 60 1 250 (avg.)
Ultra 10) UD70A7
Storage Device (Iomega Jaz) UD70AS8 120 60 1 60 (avg.)
and UD70A9*
Power Administration Unit (APC 120 60 1 ok
MasterSwitch) UD70A10
UPS (APC UPS) UD70A11 120 60 1 950 (max)***
RDA/RPG Gateway (Polycom) 120 60 1 120 (max)
UD70A12
LAN Switch (Cisco 2924) UD70A13 120 60 1 100 (avg.)
Dedicated/Dial Modem Rack 120 60 1 15 (avg.)

Assembly UD70A14 (Codex 326x)

*  Location and/or equipment is dependent upon station configuration.

#*  Used in NWS redundant systems only.

“*% Power draw is dependent upon number of systems it is supporting.
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Table 1-6. RPG Group Equipment Power Requirements—- Continued

Equipment Voltage Power
Nomenclature (VACO) Hertz Phase (Watts)
Communication Server (PTI MPS 120 60 1 120 (max)
800) UD70A15/A16/A17
RMS Power Control (Baytech) 120 60 1 ek
UD70/170A28, A29 (FAA Systems
Only)
Relay Box Power Supply UD170PS1 120 60 1 515 (max)
(FAA Systems Only)
Remote RDA Maintenance Terminal
UD32**
CPU UD32A9 120 60 1 200
Monitor UD32A10 120 60 1 100
Dual A/B Switch UD32A2 N/A N/A N/A N/A
STATMUX UD32A3 120 60 1 30 (avg.)
Dedicated Port Modem UD32A4 120 60 1 15 (avg.)
*  Location and/or equipment is dependent upon station configuration.
#*  Used in NWS redundant systems only.
##% Power draw is dependent upon number of systems it is supporting.
Table 1-7. MSCF Group Equipment Power Requirements
Equipment Voltage Power
Nomenclature (VACO) Hertz Phase (Watts)
MSCF Workstation UD71
MSCEF Processor (Sun Ultra 5) 120 60 1 200 (avg.)
UD71A1
21-Inch Monitor (Sun) UD71A2 120 60 160 (max)
MSCEF Dedicated Port Modem 120 60 15 (avg.)
UD71A5*
Backup Storage Device (Iomega Jaz) 120 60 1 60 (avg.)
UD71A6
Surge Suppressor UD71E1 120 60 1 ek
MSCF Group Router UD75

*  DoD and FAA sites only.
**% Power draw is dependent upon number of systems it is supporting.
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Table 1-7. MSCF Group Equipment Power Requirements

Equipment Voltage Power
Nomenclature (VACO) Hertz Phase (Watts)
Frame Relay Hub Router UD75 120 60 1 72 (max)
Printer Workstation UD79
MSCEF Color Printer (Xerox/Tektronix 120 60 1 115 (avg.)
Phaser 750) UD79A1

*  DoD and FAA sites only.
##% Power draw is dependent upon number of systems it is supporting.
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Section 1.2. Equipment Description

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

1.21 RPG GROUP EQUIPMENT SUPPLIED.

Refer to NWS EHB 6-501, Illustrated Parts Breakdown (IPB) for the component listing for the RPG
Group.

1.2.2 RPG EQUIPMENT DESCRIPTION.

The RPG Group major subgroup is the RPGPCA UD70. The Remote RDA Maintenance Terminal
is grouped as UD32. This section lists and describes the major components which makes up the
RPG Group. The RPGPCA equipment is shown in Figure 1-3.

1.2.2.1 RPG Processor/Communications Assembly UD70. The RPGPCA UD70 (Figure 1-3)

provides the computation, storage, and data entry resources necessary to support on—line Product
Generation and off-line execution of RPG Test software.

The RPGPCA components are listed as follows:
e BDDS

e Router

* KVM Switch

¢ RPG Processor

e Storage Device

e Power Administrator

e UPS

¢ RDA/RPG Gateway

e LAN Switch

¢ Communication Servers
* Channel Service Unit

e Narrowband Communications Equipment
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1.2.2.1.1 Sun Ultra 5 BDDS Processor. The BDDS processor (UD70A1) is a Sun Ultra 5
workstation (UD70A1). It is a uniprocessor system that uses, at a minimum, an UltraSPARC 400
Megahertz (MHz) Processor. The BDDS processor has at least 256 Megabytes (MB) of Random
Access Memory (RAM). The standard diskette drive (floppy) supports standard 3.5-inch diskettes.
A Compact Disk — Read Only Memory (CD-ROM) drive is included. The hard drive for the system
has a 9.1 Gigabyte (GB) (minimum) formatted capacity. The BDDS processor is installed at NWS
and DoD sites and shares a Sun 17-inch color monitor, keyboard, and mouse (via a KVM Switch)
with the RPG processor.

1.2.2.1.2 Cisco Router. The Cisco Router (UD70A2) is a multifunctional platform that
combines access and inter—network services to the RPG LAN. The standard components include a
100-MHz IDT R4700 Reduced Instruction Set Computer (RISC) Processor, 2 PCMCIA slots,
high—speed console and auxiliary ports, and 64 MB of Dynamic Random Access Memory (DRAM).
For NWS systems, the Router inter—connects two LAN systems (RPG and AWIPS). For DoD and
FAA systems, the Router provides a RS—-232 serial PPP LAN bridge or a frame relay TCP/IP bridge
to the Distant MSCF. The Router also provides WAN access to external users via the RS-232 serial
PPP ports.

1.2.2.1.3 Raritan KVM Switch. The KVM Switch (UD70A3) allows control of up to 8 Sun
processors from a single keyboard, mouse, and monitor. The KVM Switch uses the keyboard to
toggle between channels; thus, selection to a different Sun processor is made easily. The KVM
Switch is located in the RPGPCA, at NWS and DoD sites, to toggle between the RPG processor and
the BDDS processor.

1.2.2.1.4 Sun Ultra 10 RPG Processor. The RPG processor is a Sun Ultra 10 workstation
(UD70A7). It’s a uniprocessor system using, at a minimum, an UltraSPARC 440 MHz processor.
The RPG processor has a minimum of 256 MB of RAM. The diskette drive (floppy) uses standard
3.5-inch diskettes. A CD-ROM drive is included. The primary hard drive has a 9.1 GB (minimum)
formatted capacity. An optional (slave) hard drive may also be installed. The remainder of the
workstation consists of a Sun 17-inch color monitor, keyboard, and mouse.

1.2.2.1.5 Iomega JAZ Storage Device. The lomega Jaz Storage Device (UD70A8 and
UD70A9) is a portable external storage device which uses disks for data storage. Each lomega Jaz
disk has the capacity to store 2 GB (2002 MB) of data. This component is used to create software
backups for the RPG system.

1.2.2.1.6 APC Power Administrator. The APC Power Administrator (UD70A10) provides for
individual control of Alternating Current (AC) power to selected devices (eight maximum). This
individual control allows a selected device to be powered off and on remotely, thus achieving a
remote reset capability for the device. The Power Administrator has 8, 120-VAC, 15-Amp power
receptacles and a 15-Amp circuit breaker.

1.2.2.1.7 APC UPS. An APC SmartUPS 1400 (UD70A11) provides the uninterrupted AC
power for the Power Administrator and other selected devices in the RPGPCA (UD70). It has a
maximum load of 950 watts or 1400 Volt Amps (VA) (950 W * 1.4). It has six outlet receptacles for
components to utilize the UPS. Its runtime is dependent on the VA load utilizing the UPS; the
runtime ranges from 7.4 minutes at full load to 21 minutes at half load. Recharge time to return UPS
to 90% from 50% is 1 to 2 hours. The UPS comes with Powerchute software which allows the
system administrator to monitor the UPS performance.
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1.2.2.1.8 Polycom RDA/RPG Gateway. A Polycom protocol translator provides the gateway
between the RDA and RPG. The T1 DSX-1 formatted wideband data from the RDA enters (via the
cabinet I/O entrance panel) and is connected directly to the Wide Area Network (WAN) B interface
of the RDA/RPG Gateway (UD70A12) on an RJ-48 phone-type jack for DoD and FAA systems.
For NWS systems, the data first passes through CSU UD70A18. The WAN A port on the
RDA/RPG Gateway is not used.

1.2.2.1.9 Cisco LAN Switch. The Cisco 2924 LAN Switch (UD70A13) is the backbone of the
RPG system. This LAN Switch provides 24 switchable 10BaseT or 100BaseT RJ-45 jacks. The
switch is a self-contained unit with an integrated power supply and 4 MB of internal memory. The
switch provides autosensing for switching between 100 Mbps and 10 Mbps, and also provides
autonegotiation of half duplex and full duplex operation.

1.2.2.1.10 PTI Communication Servers. The PTI MPS800 (UD70A15, UD70A16, and
UD70A17) is a serial data communications server. It connects to the LAN Switch through a TCP/IP
Ethernet interface and provides X.25 point—-to—point connectivity via its serial ports. In the
RPGPCA, three Communication Servers are used and each can serve as many as eight separate X.25
communications links. Each Communication Server utilizes a Motorola MPC860T Power PC as the
main processor/communications controller and a Motorola MC68360 as a slave
processor/communications controller. Each Communication Server has 16 MB of main memory, 1
MB of Synchronous Static Random Access Memory (SSRAM), 1 MB of applications flash memory,
and 512 kilobytes (KB) of boot flash memory.

1.2.2.1.11  Verilink 2100 CSU (NWS Only). The T1 DSX-1 formatted wideband data enters into
the RPGPCA CSU (UD70A18) from the RDA (via the cabinet I/O entrance panel) and then the data
is forwarded on to the RDA/RPG Gateway UD70A12. The CSU is responsible for providing the
proper electrical interface to the T1 circuit and for shaping and regenerating the signal. The CSU
supports a loopback test from a remote end and a test switch is provided to activate a loopback test
from the local end.

1.2.2.1.12  Narrowband Communication Equipment. The RPG Narrowband Equipment consists
of Type I and II modems and an RS—-422/RS-232 converter. The Type I and II modems allow
narrowband communication between the RPG processor and product distribution users. The
RS-232/RS-422 converters allow the RPG to communicate with a collocated user without using a
telephone link (uses RS—449 physical standard DB-37). In the Distant MSCF configuration, the
MSCEF terminal is linked to the RPG via dedicated—port modems or a CSU/DSU modules in the
RPG Router if frame relay service is implemented. The Local MSCF does not use the leased
telecommunications service.

1.2.2.2 FAA Unique Equipment. FAA systems have the following unique equipment:

e RMS Power Administrators

¢ Relay Box
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Figure 1-3. RPG Processor/Communications Assembly Cabinet UD70 (Front View)
(Sheet 1 of 2)
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Figure 1-3. RPG Processor/Communications Assembly Cabinet UD70 (Rear View)

(Sheet 2 of 2)
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1.2.2.2.1 Baytech RMS Power Administrators. The RMS Power Administrators (UD70A28
and UD70A29) are only provided in FAA RPGPCAs. Two are installed in each RPG channel and
they provide individual control of AC power to selected devices (four maximum on each
administrator). This allows a device to be powered off and on remotely. Each RMS Power
Administrator has four 115 VAC outlet receptacles (15 Amp per receptacle), provides network
access (Telnet), and has a EIA232 port for local access. However, unlike the APC Power
Administrator, the RMS Power Administrators are not controlled through the LAN or a serial
connection to the MSCF processor. Rather, they are controlled through a serial RS-232 connection
from the FAA RMS.

1.2.2.2.2 Relay Box. The relay box (UD31) is used only with FAA systems. It is mounted on a
wall in the RDA shelter. It contains two relay driver circuits and 60 relays, some of which are not
used. The relays switch narrowband communication lines from/to associated and non—associated
users to either the Channel 1 or Channel 2 RPG. The relays are controlled by the RPG processors in
each RPG channel.

1.2.2.3 Remote RDA Maintenance Terminal (UD32). The Remote RDA Maintenance
Terminal UD32 with RDA/RPG Remote Access Terminal (RRRAT) equipment) is used by NWS

Redundant sites only and has the following components:
¢ RRRAT terminal
¢ RRRAT PC with internal modem, keyboard, and mouse

Communication with the two RDA channels is accomplished via the PC dial modem for RRRAT.

1.2.3 MSCF GROUP EQUIPMENT SUPPLIED.
Refer to the IPB (NWS EHB 6-501) for the component listing for the MSCF Group.

The MSCF Group major subgroups are the MSCF Workstation (UD71) and the Printer Workstation
(UD79). This section lists and describes the major components which makes up the MSCF Group
(See Figure 1-5).
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Figure 1-4. Remote RDA Maintenance Terminal UD32 (NWS Redundant) Component
Location
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1.2.4 MSCF GROUP EQUIPMENT DESCRIPTION.

1.24.1 MSCEF Group. Each RPG system is provided with MSCF Group equipment that
provides an operator interface from which control and monitoring functions are carried out. The
Printer and MSCF Workstations are typically found adjacent to each other.

The MSCF Workstation major components are listed as follows:
e  MSCEF Terminal Suite (Processor, Monitor, Keyboard, and Mouse)
e MSCF Dedicated—port Modem (DoD and FAA only)
e Frame Relay Hub Router (DoD and FAA only)
e Backup Storage Device
¢ Surge Suppressor
The Printer Workstation major components are listed as follows:
¢ Color Printer
¢ Printer Stand

1.2.4.1.1 Sun Ultra 5 MSCF Terminal Suite. The MSCF Terminal Suite consists of a processor
UD71A1, monitor UD71A2, keyboard UD71A3, and mouse UD71A4. The MSCF processor is a
Sun Ultra 5 workstation. It is a uniprocessor system that uses, as a minimum, an UltraSPARC 400
MHz Processor and 256 MB of RAM. The standard diskette drive (floppy) supports standard
3.5-inch diskettes. A CD-ROM drive is included. The hard drive for the system has a 9.1 GB
(minimum) formatted capacity. The monitor for the MSCF Workstation is a Sun 21 inch color
monitor. The MSCF Workstation (See Figure 1-5) in operation includes the MSCF Terminal Suite
(which supports the operator interface that is necessary to implement the RPG and RDA control and
status monitoring functions), a backup storage device, surge suppressor, and the MSCF table. The
MSCEF Terminal Suite resides on the MSCEF table.

1.2.4.1.2 DoD AND FAA MSCEF Distant MSCF Communications. The Distant MSCF for DoD
and FAA systems communicates via a dedicated narrowband line using dedicated—port modems or
CSU/DSU router modules at both the Distant MSCF Workstation and the RPG.

1.2.4.1.3 NWS Local MSCF Communications. The Local MSCF f NWS systems is located in
the same building with the RPG. It has a direct TCP/IP link to the Router in the RPG. From the
Router, a TCP/IP (in bandwidth) connection goes to the LAN Switch, while a serial
(out—of-bandwidth) connection goes to the Power Administrator. The TCP/IP link from the Local
MSCEF to the Router provides the user an operator—interface from which control and monitoring
functions are carried out.
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1.2.4.1.4 Xerox/Tektronix Phaser 750 MSCF Color Printer. The MSCF Color Printer
(UD79A1) is a laser printer that comes standard with 32 MB of memory. The resolution is a
maximum 1200 dpi resolution (600 dpi for color resolution). Printing speed is 5 ppm with color
printing, 16 ppm with black printing. There are four (4) toner cartridges, black, cyan, magenta, and
yellow. The black cartridge has a 6,000 page capacity, while the remaining color cartridges have a
5,000 page capacity. High capacity cartridges are available. The high capacity black cartridge has a
12,000 page capacity, while the remaining high capacity color cartridges have a 10,000 page
capacity.
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Section 1.3. Software Description

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

1.3.1 RPG GROUP SOFTWARE.

The RPG Group software controls and monitors the operational equipment, maintains the
operator/machine interface, and runs the hydrometeorological applications. It consists of Program
Software, Solaris Operating System Software, and Software Support Tools. The RPG Group
software consists of the following three separate Computer Program Configuration Items (CPCls)
that identify computer program software used within the WSR-88D system:

e RPG Software Program (CPCI 03)
e RPG Solaris Operating System Software (CPCI 11)
* RPG Software Support Tools (CPCI 23)

1.3.2 RPG SOFTWARE PROGRAM (CPCI 03).

This CPCI provides an operator interactive computer program in a multiprocessing environment.
However, it is possible to perform RPG functions in either a fully—automated or a manually aided
mode. The RPG processes radar data to generate products containing information on related
meteorological phenomenon. These products can then be stored, archived, and distributed to the
users of the WSR-88D. The RPG software program is divided into the following five tasks:

* Acquire Radar Data
* Generate Products

¢ Distribution Products
¢ Control System

1.3.2.1 Acquire Radar Data. This function interfaces with the RDA via a bi—directional
wideband link to receive base data and to transmit RDA control information. In addition, it provides
for the distribution of base data to optional base data users.

1.3.2.2 Generate Products. This function converts base data into meteorological products
consisting of base, derived, and alphanumeric products.

1.3.2.3 Distribute Products. This function distributes products to associated and
non-associated users, and provides for the on—line storage and archiving of these products.

1.3.2.4 Control System. This function performs system control tasks including RDA control,
RPG processing control, system control, WSR—88D Status monitoring, and error detection.
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1.3.25 CPCI 03 Interface Requirements. This CPCI functionally interfaces with operational
position hardware, operational CPClIs, WSR-88D System interfaces, and support CPClIs.

1.3.2.5.1 Hardware Interfaces. The RPG software program runs in a Sun Ultra 10 Processor
and peripherals. The hardware interfaces consist of RPG processor(s), mass storage, display
terminal, backup storage, and communications equipment.

1.3.25.2 Operational Computer Program Interfaces. The RPG software program interfaces
with the CPCI 01 Radar Data Acquisition Status and Control (RDASC) program, the CPCI 04
product display program, and the operating system software program.

1.3.3 RPG SOLARIS OPERATING SYSTEM SOFTWARE (CPCI 11).

CPCI 11 includes the UNIX Operating System Software that is available from SUN Microsystems.
This software also includes router, antivirus, and communication server software. The UNIX OS is
responsible for managing the system environment, scheduling tasks, and providing file management
memory allocation services. The antivirus software is designed to work with the UNIX OS.

1.3.4 RPG SOFTWARE SUPPORT TOOLS (CPCI 23).

The software in this CPCI includes software developed by the Radar Operations Center (ROC) and
third party Commercial-Off-The Shelf (COTS) software. An example of this software is the
load/start scripts.
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Section 1.4 Reference Data

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

1.4.1 GLOSSARY OF TERMS.

The glossary of terms is contained at the end of this manual.

1.4.2 EQUIPMENT SUPPLIED.

The equipment that composes the RPG Group is contained in Table 1-2 of the System Manual,
NWS EHB 6-500.

1.4.3 STANDARD TOOLS.

The listing of standard tools required for the RPG Group maintenance is contained in Table 1-26 of
the System Manual, NWS EHB 6-500.

1.4.4 STANDARD TEST EQUIPMENT.

The listing of standard test equipment required for the RPG Group maintenance is contained in
Table 1-27 of the System Manual, NWS EHB 6-500.

[.4.5 SPECIAL PURPOSE TOOLS AND FIXTURES]

The listing of special tools and fixtures required for RPG Group maintenance is contained in Table
1-28 of the System Manual, NWS EHB 6-500.

1.4.6 CONSUMABLES/EXPENDABLES.

The listing of consumables/expendables required for RPG Group maintenance is contained in Table
1-29 of the System Manual, NWS EHB 6-500.

1-28



NWS EHB 6-525

CHAPTER 2
NOT USED

2-1/(2-2 blank)



NWS EHB 6-525

CHAPTER 3
NOT USED

3-1/(3-2 blank)



NWS EHB 6-525

CHAPTER 4
OPERATIONS

Section 4.1. Introduction

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

4.1.1 GENERAL.

Chapter 4 contains brief descriptions of the RPG Group operations, procedures, and controls and
indicators to provide the maintenance technician with an understanding of the overall operations and
tasks performed in the RPG. Functional descriptions and procedures are provided as an aid in
performing fault isolation and troubleshooting. Refer to Chapter 6 for fault isolation procedures
when a failure occurs.

4.1.2 CHAPTER ORGANIZATION.

Chapter 4 is organized into nine sections as follows:

¢ Section 4.1 Introduction

e Section 4.2 MSCF

e Section 4.3 UNIX Operating System

¢ Section 4.4 Controls and Indicators

e Section 4.5 Startup and Shutdown Procedures

¢ Section 4.6 Unique Operating System Requirements/Programs

e Section 4.7 Unique MSCF Human Computer Interface Requirements
e Section 4.8 Off-Line Diagnostic Tests

¢ Section 4.9 Emergency/Recovery Operations.

A description of each section is provided in the following paragraphs.

4.1.2.1 Section 4.1, Introduction. This section provides descriptions of the Chapter 4 sections.
4.1.2.2 Section 4.2, MSCEF. This section provides an overview of the makeup and use of the
MSCF.

4.1.2.3 Section 4.3, UNIX Operating System. This section discusses the UNIX OS, provides a
synopsis of some of the basic UNIX commands, and discusses methods for accessing on—line help in
usage of the UNIX OS.
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4.1.24 Section 4.4, Controls and Indicators. This section provides figures and tables for use in
the identification, location, and description of the RPG Group equipment controls and indicators.

4.1.2.5 Section 4.5, Startup and Shutdown Procedures. This section provides a comprehensive
set of instructions for bringing the RPG Group to a fully operational state and to a complete
shutdown for maintenance purposes.

4.1.2.6 Section 4.6, Unique Operating System Requirements/Programs. This section provides
detailed instructions for UNIX based processes (programs) that must be initiated from a command
line input (terminal window). These programs deal with software loading, software backup, system
reboot, and other possible system administration type functions which may be required on a periodic
basis. The majority of these actions are scheduled and will normally be performed by a System
Administrator. However, some of these actions may be necessary to troubleshoot/correct system
anomalies and could be performed by any operator/maintainer.

4.1.2.7 Section 4.7, Unique MSCF Human Computer Interface Requirements. The MSCF HCI
is a Graphical User Interface (GUI) utilizing standard “point and click” manipulation. It is
self—explanatory in many cases and detailed on-line help is available. This section will discuss
aspects of the HCI which are most important to the maintainer. This includes RDA/RPG control,
system restart actions, and collection of status/alarm information.

4.1.2.8 Section 4.8, Off—Line Diagnostics Tests. This section provides detailed instructions for
running any off-line diagnostics, whether it be for the processor, or one of the RPG communication
peripherals. This includes procedures for loopback testing on the communication servers.

4.1.29 Section 4.9, Emergency/Recovery Procedures. This section provides guidance for
restoring the RPG Group to normal operation.
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Section 4.2. Master System Control Function

NOTES

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this also applies to RPGPCA UD170.

Command entries and mouse selections are shown in bold type.
Variable names are shown in a unique font (e.g., variable_name).
Within a command string entry, the variable placeholders are not
bold type; however, all portions of the command that are entered
exactly as shown are in bold type. The variable placeholder within
the command string must be replaced with a name, address, etc.
unique to each system. The user is told how to formulate the entry,
or directed where to find this information. Since the keyboard in
use may have either an “Enter” key or a “Return” key, the end of
the command line is delineated with a <CR>. Unless stated
otherwise, each command line shown must be “entered” to be
processed. Also, directory names/paths shown outside of a
command example are italicized for clarity purposes.

For mouse selections, the word “click” is a standard single click of
the left mouse button. The word “drag” is a standard left mouse
click and hold while moving the mouse pointer at the same time.
Dragging can be used to move a window, highlight text, or make a
menu selection. The symbol P is used to indicate subsequent left
clicks through sub—menu selections. When a right, middle, or
double—click is required, it is specifically indicated.

4.2.1 INTRODUCTION.

The MSCF hardware consist of a Sun Microsystems Ultra 5 computer, an external Jaz disk drive,
color printer, and a 21-inch monitor with a keyboard and mouse. DoD and FAA MSCF hardware
includes a Frame Relay Hub Router. The MSCEF is connected to the RPG processor in a variety of
different configurations and is used to control the WSR—-88D system including mode selection,
modification of RPG adaptation data, setting of product generation list, control of communications
lines, archive functions, monitoring of RPG and RDA status, alarm, and performance data, and
performing maintenance functions. The software used to exercise this control is the RPG HCI. The
Jaz disk is used for MSCF software backups. This section describes the various MSCF
configurations, the terminal display, and some unique keyboard and mouse functions.
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4.2.2 MSCF CONFIGURATIONS.

To meet the unique needs of the various WSR-88D field sites, there are two different configurations
of the MSCEF called Local and Distant. Each contains a device in the RPG cabinet called a Router
which also provides out—of-bandwidth communications to the MasterSwitch for power control. The
following paragraphs describe each configuration.

4221 Local MSCE. The Local MSCF configuration is a cable connection from the RPG
Router to the MSCF processor located locally within the same building. This is a typical NWS
configuration. From the RPG Router, a serial connection to the MasterSwitch provides power
control of each device.

42272 Distant MSCEFE. The Distant MSCF configuration is a connection from the RPG Router
to the MSCEF processor through dedicated modems or CSU/DSU router modules dedicated for frame
relay service when the MSCEF is located in another building some distance away from the RPG. This
is a typical DoD and FAA configuration. Most, but not all, DoD and FAA sites will use frame relay
service. Where frame relay service is used, the Frame Relay Hub Router UD75 supports frame relay
circuits that have replaced X.25 dedicated analog circuits that were being overdriven. These circuits
are used to send radar products (RPS data) to AWIPS and to control and command DoD and FAA
radars (MSCF data). Frame relay service also supports One Time Requests (OTR) from DoD and
FAA radars via the AWIPS WAN. Frame relay service equipment consists of the Frame Relay Hub
Router UD75 located at the NWS Weather Offices controlling DoD and FAA radars and a
CSU/DSU module installed in all RPG Routers. From the RPG Router, a serial connection to the
MasterSwitch provides power control of each device.

4.2.3 DISPLAY.

The RPG Applications Software and other graphical applications are displayed on the MSCF
terminal in a format that is used universally by many different computer vendors called the Common
Desktop Environment (CDE). This section contains descriptions of these various displays.

4231 CDE. CDE is a GUI that was designed to make using UNIX easier. It automatically
starts at boot up and is configured to run in a multi—user, networked environment. To help organize
and manage work, CDE provides windows, workspaces, controls, menus, and the Front Panel.

423.1.1 Windows. Windows contain software applications and are framed with controls that
allow the user to move them, re—size them, or place them in other workspaces.

4.23.1.2 Workspaces. Workspaces are the areas of the screen where the windows are placed.

4.23.1.3 Controls. Controls enable object manipulation, typing of information, or choice
selection. A detailed description of the RPG HCI window controls is found in paragraph 4.2.3.2.9.

423.1.4 Menus. Menus contain commands that are used to manage windows and operate
applications including the customized Workspace Menu which is described in paragraph 4.2.3.2.10.

4.23.1.5 Front Panel. The Front Panel is a small horizontal window at the bottom of the
display in every workspace that contains a collection of controls representing frequently used
applications. See Figure 4-1.
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Figure 4-1. CDE Front Panel
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The Front Panel can be customized, but by default contains the controls listed below. The following
terms are used to describe the functions of the Front Panel controls:

Indicator: What the image of the control represents.

Click: What happens when the control is clicked on once with the left mouse button.
Drop: What happens when a file or folder is dragged and dropped onto the control.
A What happens when the Up Arrow above the control is clicked.

Indicator: Represents the presence of the EPSS program on the system.

dzuj EPSS (Electronic Performance Support System)
T
~=ls (Click: Starts the EPSS.

Clock

Indicator: Displays the current GMT time.

Click: Starts the default web browser.

A : Displays the Links pop—up window with the following selections

e  Web Browser
e Personal Bookmarks
* Find Web Page

Calendar

Apt Indicator: Displays the current date.

e Click: Starts the Calendar application. If the Calendar application is already running,
£  it’s window is raised to the top of the window stack.

Drop: Schedules the dropped appointment on the correct date in the calendar.
A : Displays the Cards pop-up window with the following selections

e Current Date
¢ Find Card
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Files
Click: Opens a File Manager view of the home folder.
Drop: Opens a File Manager view of the dropped folder.

A : Displays the Files pop-up window with the following selections
¢ Home Folder
¢ Removable Media Manager
¢ Open Floppy
e Properties.. . .
e Encryption. ..
¢ Compress File
e Archive
¢ Find File

Applications (Text Editor)

This control position is reserved for a personal application of the users choice. A per-
sonal application can be placed here by first installing the application’s icon into the
Personal Applications subpanel, and then using the control’s popup menu to place that
icon on the front panel.

Click: Starts the application that is represented by the icon on the front panel. The
icon displayed and discussed here is the Text Editor.

Drop: Opens the dropped file in a new Text Editor window.

A : Displays the Applications pop-up window with the following selections
e Text Note
e Text Editor
¢ Voice Note
* Applications
Mail
Indicator: Indicates the arrival of new mail.

Click: Starts the Mail box. If Mail is already running, its window is raised to the top
of the window stack.

Drop: Opens the dropped file’s contents in the Mailer’s Compose window.

A : Displays the Mail pop-up window with the following selections

e Mail
¢ Suggestion Box
Lock

Click: Locks the workstation, preventing unauthorized input.
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Workspace Switch

m Indicator: Indicates which workspace is currently being displayed.
Click: Displays other workspaces or allows the user to rename the

I

m
—_—
—
—
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S

Lo e ved
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current workspace.

Progress Indicator

Indicator: Spins when the system is running an action.
Click: Opensthe Action: Go... window.

Exit

Click: Logs the user out of the current session.
Printer

Click: Opens the Printer Jobs window which displays the status of the default
printer, and lets the user cancel print jobs on that printer.

Drop: Prints the dropped file on the default printer.

A : Displays the Personal Printers pop-up window with the following
selections

¢ Default
e Print Manger

Desktop Controls
Click: Starts the Application Manager — Desktop Controls window. If
the Application Manager is already running, its window is raised to the top of the win-
dow stack.
A : Displays the Tools pop—up window with the following selections

¢ Desktop Controls

¢ CDE Error Log

¢ Customize Workspace Menu

¢ Add Item to Menu

¢ Find Process

* Hotkey Editor
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Performance Meter

Indicator: Indicates the amount of activity on the Central Processing Unit (CPU) and the
system disk.

CAU DISE  Cjick: Opens the Performance Meter window.

A : Displays the Hosts pop—up window with the following selections
e Performance
¢ This Host

¢ System Info

e Console
¢ Find Host
Help Manager

Click: Opens a Help Viewer displaying the top level of help information.

A : Displays the He1lp pop—up window with the following selections
e Help Manager
* SunSolve Online
¢ Solaris Support
¢ Information
¢ Desktop Introduction
* Front Panel Help
¢ On Item Help
¢ AnswerBook2
Trash Can

E Indicator: Looks full if it contains deleted files or folders.

Click: Opens the Trash Can window. If the Trash Can window is already
opened, it is raised to the top of the window stack.

Drop: Moves the dropped file or folder to the Trash can.

A : Displays the Trash pop—up window with the following selections
e Trash
¢ Empty Trash Can
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Up Arrows

Indicator: Indicates that the Front Panel control immediately below the Up Arrow has
an expandable Subpanel pop—up window.

Click: Opens the Subpanel pop—up window of the Front Panel control immediately
below the arrow and displays it immediately above the arrow. The Up and Down Ar-
rows alternately occupy the same space on the Front Panel. Once an Up Arrow is
clicked it becomes a Down Arrow, and once a Down Arrow is clicked it becomes an
Up Arrow.

Down Arrows

Indicator: Indicates that the Front Panel control immediately below the Down Arrow
has an expanded Subpanel pop—up window displayed immediately above the arrow.

—I Click: Closes the Subpanel pop—up window of the Front Panel control immediately
below the arrow. The Up and Down Arrows alternately occupy the same space on the
Front Panel. Once a Down Arrow is clicked it becomes an Up Arrow, and once an Up
Arrow is clicked it becomes a Down Arrow.

Minimize Button

- Click: Minimizes the Front Panel making it an icon that is labeled with the name of
-= the current workspace.

Window Menu Button
- Click: Displays the Window Menu of controls that are available for the Front Panel.

= The items in this Window Menu are used to control the Front Panel.

———= 0 Move Handles (Located at both sides of the Front Panel)

Click: On either handle and hold down the mouse button to drag the Front Panel and
move it to a new location and then release the mouse button.

For more information about the CDE Front Panel, Subpanels, or Controls, click on the Help
Manager’s up arrow on the Front Panel and then click on Front Panel Help on the Subpanel.

4232 Graphical RPG Applications Software. The RPG Applications Software contains a
GUI to make the operation of the system easier for the user. It provides windows, icons, buttons,
indicators, color—coding, warning_popups, password protection, controls, and the Workspace Menu.
The RPG Application Software process that provides these tools to the user is called the RPG HCIL.

42321 RPG Human-Computer Interface. The RPG HCI runs within the RPG Applications
Software and interfaces the user to the RPG computer system. The RPG HCI is what actually
displays the RPG Status/Control window, commonly called the RPG Main Menu, see Figure 4-2.
This window gives the user an overall graphical representation of the current status of the system
and provides links to other windows.
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42322 Windows. Windows are smaller framed areas within the workspace display that
contain different RPG Applications Software menus and are opened when the user clicks on the
appropriate icon or button. A window’s name is displayed in the title bar at the top of the window.
Multiple windows can be opened at the same time, but only one window at a time can be active.
When a window is active, or ready for use, it comes to the foreground or the top of the window stack
to become fully visible, and it’s frame is highlighted in a different color than an inactive window. To
change the active window from one window to another, simply click anywhere within an inactive
window. However, to avoid making an unwanted selection at the same time, it is suggested to click
somewhere in the inactive window that does not contain any buttons or icons, like the title bar.

42323 Icons. In an RPG HCI window, icons are small graphical representations, or pictures
that either symbolize other windows or individual components of the WSR-88D system. Some
RPG HCI windows can be minimized which essentially turns them into icons and places them to the
left side of the screen and gives them a label of RPG HCI with the title of the window displayed
within the icon. A good example of the use of icons in the RPG Applications Software is on the
RPG HCI Main Menu, see Figure 4-2. The Tower, Radome, RDA, and RPG icons simply represent
the existence of these components in the WSR—-88D configuration, and clicking on any of these
icons doesn’t do anything. However, on the right hand side of the window is an area called
Applications that contains several icons that symbolize other windows that are used frequently in the
everyday operations and maintenance of the system, and clicking on any of these icons opens up its
associated window.

42324 Buttons. Buttons are contained within the RPG HCI windows and are used to either
execute commands or select different configuration options. They are typically labeled with the
name of the associated command or configuration option. Throughout the RPG HCI windows,
several different types or styles of buttons are present. Generally speaking, clicking on a button
executes a command.

42325 Indicators. An indicator is used to simply display information and it offers no further
functionality to the user. A few examples of where indicators are used in the RPG HCI windows are
the Volume Coverage Pattern (VCP) elevation angle display, the antenna azimuth position display,
the system status line (directly above the radome) on the RPG Status/Control window, and the RDA
status information that is displayed in the bottom portion of the RDA Control window. Clicking on
an indicator doesn’t cause anything to happen.

4.2.3.2.6 Color—coding. Different colors are used throughout the various windows of the RPG
HCI to indicate different categories, deltas, selections, and statuses, along with the traditional use
associated with meteorological data. Within some windows, the same item may have the capability
of being displayed in two or more different colors. This makes it much easier for the user to see
when a change has occurred within a window as opposed to simply changing some text. For
example, on the RPG Status/Control window, see Figure 4-2, there is a Status Area near the lower
right hand corner of the window that includes a line called Precip Cat. Depending on the category of
precipitation detected by the radar, this line can display the word NONE in green, LIGHT in yellow,
or SIG in red. More specifics of color-coding and how it is used in the RPG HCI are included in the
detailed descriptions of each individual window that can be found in Section 4.7.
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4.23.2.7 Warning popups. Any time the user clicks on an RPG HCI button that represents a
command that will make a change to the system, prior to that command being executed or that
change being implemented, a warning_popup window appears. See Figure 4-3. This window
essentially serves to remind the user of the selection that was just made, and inform the user how the
system will change. When appropriate, it will also inform the user when the change will not take
effect until the beginning of the next volume scan. Some of these warning_ popup windows require
the user to decide whether to continue with the change or cancel the selection entirely by clicking on
a Yes or No button to answer the question “Do you want to continue?”. In this type of
warning_popup window, the Yes button is outlined by default which means that it can be selected
by simply pressing the <CR> key. The No button can either be clicked on to be selected, or the user
can press the <Tab> key to move the outline over to the No button and then press the <CR> key.
When the No button is selected, the warning_popup window disappears, and the user is returned to
the previous window without the system executing any commands or implementing any changes.
When the Yes button is selected, the warning_popup window disappears and the previously selected
command is then executed or the previously selected change is then implemented. Another type of
warning_popup window that is used simply requires the user to click on a Continue button to
proceed with the command or change. Once the user makes a selection within a warning_popup
window, that window closes automatically.

wWatnin d_popLUp

You are about to disable the Auto PRF function.
Do vou want to continue?

Figure 4-3. Warning_popup Window

4.2.3.2.8 Level of Change Authority (LOCA) Password Protection. Some RPG HCI windows

contain adaptable parameters that are password protected. When one of these windows is opened it
has a button in the upper right hand corner that contains a graphic of a black lock in the locked
position. Clicking on the lock button opens up the Password Window. See Figure 4-4. In the
middle of the Password window is an area entitled LOCA that contains a selection of the level of
users that are permitted to edit the associated window. The possible selections are as follows:

* Agency (NWS, DoD, FAA)
« ROC

* URC (Unit Radar Committee)
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Clicking on any of these selections does two things. First, the selection becomes active as indicated
by the button filling in and the selection becoming outlined. Second, it changes the display of the
adaptable parameters data within the associated window. All of the numbers that are now
highlighted are the adaptable parameters that the selected LOCA can obtain permission to change.
To actually obtain permission to make any changes in those areas, the user must click on the
Password field and then enter the correct, case sensitive, password for that LOCA and press <CR>.
If an incorrect password is entered, a warning_popup window appears that informs the user that an
invalid password has been entered. Once the Continue button in the warning_popup window has
been clicked on, the user is then returned to the Password window where the Password field is
highlighted and ready for input. When the correct password is entered, the Password window closes
and the user is returned to the associated window where the adaptable parameters that can be
changed are now highlighted in blue. Also, the lock button now contains a graphic of a red lock in
the unlocked position along with the LOCA that unlocked it. Once a window is unlocked, the
adaptable parameters within that window can be modified and saved. To lock the window back, the
user may either click on the lock button again, or simply close the window. When that window is
opened again, it is locked by default, and it contains all of the changes that were previously saved.

I AgQency R OC _JORC

Elsswcrd : |

Figure 4-4. Password Window

4.2.3.2.8.1 LOCA Password Change. Clicking on the Passwords button in the HCI Properties
Manager window opens up the Change Passwords window. See Figure 4-5. This window is used to
change the LOCA passwords that unlock the RPG HCI windows containing site specific adaptation
data allowing the data to be changed by authorized personnel. The LOCAs, also called Users, are
listed below and each has a different password and permission level.

* Agency (NWS, DoD, FAA)
e ROC
e URC
User—generated passwords are required to have the following characteristics:

* Be at least eight characters in length.

e Passwords must contain at least one of each of the following: uppercase, lowercase, number,
and special character.
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¢ Six characters of a password may only occur once.

¢ No null or blank characters may be used.

e No consecutive numbers or letters.

e Users should not use a passwords that is the same as the USERID or user’s name.

e Must not be related to any easily identifiable personal information (such as birthdays, names,
etc.) or words that appear in the directory, project names, or other acronyms.

e May not be a password that was used within the previous nine password changes.

e Differ from the old password by at least three characters.

The maximum password length allowed when changing passwords with the HCI Properties Manager
is 16 characters. To change any of these passwords, simply click on a LOCA to select it, enter the
old password in the Old Password field, enter the new, case sensitive, password in the New
Password field, and then enter the new password again in the Verify New Password field. A
warning_popup window appears that states “The password has been changed!”. Clicking on the
Continue button then closes the warning_popup window. Clicking on the Close button closes the
Change Passwords window.

Change Passwords

Select User (LOCA)

_Agency _JROC I URC

0ld Password:

Hew Password:

VYerify Hew Password:

Figure 4-5. Change Passwords Window

42329 Controls. All of the RPG HCI windows, including those that may have been
minimized into icons, contain controls that allow the user to manipulate them in a variety of ways.
Some controls are also imbedded within the window frame for easier use with the mouse. All
controls are listed and described below, but not all of them are available in every RPG HCI window.
Clicking (left or right) on the Window Menu Button in the upper left hand corner of the RPG HCI
window frame, or icon if the RPG HCI window has been minimized, displays a menu of controls
that are available for that specific window or icon. The right click can be done anywhere on the
window frame or icon and does not turn an inactive window or icon into an active one. See

Figure 4-6, RPG HCI Window Menu Controls. Controls that are greyed—out can only be selected
under certain conditions and are not currently available. Changes made to RPG HCI windows using
these controls are temporary and only last until the window is closed. Any time an RPG HCI
window is opened, it uses a set of default control settings.
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Restore — Restores a window to its previous size and location if it had been
maximized. This also restores an icon back to a window of its previous size and
location. This appears greyed—out if the window is not maximized or minimized.
The same functionality exists by either double—clicking on an icon, or by clicking
on the Maximize Button a second time.

Move - This places a mouse pointer in the center of the window or icon, and then
by moving that pointer with the mouse, it allows the user to move the window or
icon to another location on the same workspace display. A thin outline of the
window or icon frame is displayed to assist the user until it is placed in its new
location by clicking on the left or right mouse button. The same functionality exists
by either dragging the title bar of a window or by dragging anywhere on an icon.

Size — For the RPG HCI windows that allow it, this places a mouse pointer in the
center of the window, and then by using the mouse to move the pointer outside the
frame of the window, it allows the user to change the size of the window. A thin
outline of the new window frame is displayed to assist the user until it is placed in
its new position by clicking on the left or right mouse button. The same
functionality exists by dragging any of the four corners or four sides of the window
frame. This is greyed—out if the window is minimized. However, many of the RPG
HCI windows have fixed sizes and do not allow this type of control even when this
doesn’t appear greyed out. In addition, some of the RPG HCI windows that do
allow this do not resize the text within the window to fit the new frame size. So, if
the user makes an RPG HCI window smaller, then some of the text may not be
displayed. Except for the RPG HCI windows that do fully support this type of
control, like the RPG Status/Control window, it is better that the user doesn’t change
the size of any RPG HCI windows.

Minimize — For the RPG HCI windows that allow it, this turns the window into an
icon. The icon is placed on the left side of the screen and given a label of RPG HCI
with the specific name of the RPG HCI window displayed within the icon. This is
greyed—out if the window has already been minimized. The same functionality
exists by clicking on the Minimize Button which is the second button from the right
in the upper right hand corner of the window frame. To restore the window to its
previous size and location, the user can either double—click on the icon, or select
Restore from the icon’s RPG HCI Window Menu.

Maximize — For the RPG HCI windows that allow it, this enlarges the window or
icon to its greatest programmable size. This is greyed—out if the window has
already been maximized. Some RPG HCI windows can be enlarged to fill the entire
size of the terminal display while others have a fixed size and can not be enlarged.
The same functionality exists by clicking on the Maximize Button in the upper right
hand corner of the window frame. To restore the window to its previous size, either
click on the Maximize Button again, or select Restore from the RPG HCI Window
Menu.
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6.

10.

Lower — If other windows or icons are on the workspace, this moves them to the
background, or lowers them to the bottom of the window stack. This does not cause
an active window or icon to became inactive. To bring the window or icon back to
the foreground, or raise it to the top of the window stack, simply click anywhere on
its frame or title bar. Similar functionality exists by simply clicking anywhere on or
inside the frame of another window or icon. However, this action moves the newly
selected window or icon to the top of the window stack and makes it active. The
previously active window or icon does not drop all the way down to the bottom of
the window stack, but just one level directly underneath the newly active window.

Occupy Workspace... — Allows the user to select the workspace(s) in which an icon
or window is displayed. Clicking on it opens up the Occupy Workspace dialog box,
See Figure 4-7, which is described below. Only one dialog box can be opened at a
time. Attempting to open a second one automatically closes the first one.

a. Window:/Icon: — Displays the name of the window or icon that the Occupy
Workspace dialog box originated from and applies to.

b. Workspaces: — Lists the name(s) of the available workspace(s) from which the
user may select. When the Occupy Workspace dialog box initially opens, the
name(s) that are already highlighted indicate the name(s) of the workspace(s)
where the window or icon is already being displayed. To select a single
workspace, simply click on its name and it becomes highlighted if it wasn’t
already, and if other workspace names were already highlighted they become
unhighlighted. To select more than one workspace, either click and drag the
mouse over contiguous workspace names, or hold down the <Ctrl> key while
clicking on discontiguous workspace names.

c. All Workspaces — When clicked on once, a check mark is placed in the box and
all of the workspace names become highlighted indicating that the window or
icon will be displayed in all workspaces. The same functionality exists by
selecting Occupy All Workspaces from the RPG HCI Window Menu. When
clicked on again, the check mark is removed from the box, and only the top
name on the list is highlighted.

d. OK - Applies the currently selected workspace settings and closes the dialog
box.

e. Cancel — Restores the previous workspace settings and closes the dialog box.

f. Help - Displays the Occupy Workspace Dialog Box help topic within the
Workspace Manager — Help window.

Occupy All Workspaces — Displays the window or icon in all workspaces.

Unoccupy Workspace — Removes the window or icon from the current workspace.
This is greyed—out if the window or icon is only present in the current workspace.

Close — Closes the window or icon, removing it from the workspace. The same
functionality exists by double—clicking on the Window Menu Button in the upper
left hand corner of the window frame.



NWS EHB 6-525

Figure 4-6. RPG HCI Window Menu Controls

Occupy wWorkspace

Figure 4-7. Occupy Workspace Dialog Box
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4.23.2.10  Workspace Menu. The Workspace Menu is a list of items described below that are
used to manage the workspace and also contains submenus which are used for starting applications
and other workspace functions, some of which can also be invoked from the Front Panel or its
subpanels. The Workspace Menu, See Figure 4-8, is available in all workspaces, and is opened by
right clicking anywhere on the workspace background. An arrow next to a menu item indicates that
the item has a submenu. To open a menu item’s submenu, simply click on the arrow. Clicking on
any Workspace Menu or submenu item selects the item and closes the Workspace Menu. To close
the Workspace Menu without selecting an item, move the mouse pointer anywhere off of the menu
and click. The Workspace Menu can be customized to better fit the needs of the user.

1. Applications — Displays a submenu from which all available desktop applications
can be started.

2. Cards - Displays a submenu from which the Address Manager can be started. The
same functionality exists by clicking on the Calendar P> Find Card control on the
CDE Front Panel.

3. Files — Displays a submenu from which the File Manager and other file
applications can be started. Similar functionality exists by clicking on the File
Manager control’s up arrow on the CDE Front Panel.

4. Folders — Displays a submenu from which which all available folder applications
can be started. The same functionality can be found in the File Manager and the
Trash Can subpanels on the CDE Front Panel.

5. Help - Displays a submenu from which several help applications can be started.
Similar functionality exists by clicking on the Help Manager control’s up arrow on
the CDE Front Panel.

6. Hosts — Displays a submenu from which all available hosts applications can be
started. Similar functionality exists by clicking on the Performance Meter control’s
up arrow on the CDE Front Panel.

7. Links — Displays a submenu from which several web applications can be started.
Similar functionality exists by clicking on the Clock control’s up arrow on the CDE
Front Panel.

8. Mail - Displays a submenu from which all available mail applications can be
started. The same functionality can be found by clicking on the Mailer control’s up
arrow on the CDE Front Panel.

9. Tools — Displays a submenu from which all available tools applications can be
started. Similar functionality exists by clicking on the Style Manager control’s up
arrow on the CDE Front Panel.

10. Windows - Displays a submenu from which all available window controls can be
accessed.

11. Add Item to Menu — Begins the process of adding an item to the Workspace Menu.
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12. Customize Menu - Begins the process of customizing the Workspace Menu.

13. Lock Display — Prevents input from the keyboard or mouse until the display is
unlocked with an authorized password. The same functionality exists by clicking
on the Lock control on the CDE Front Panel.

14. Suspend System — Begins the process of suspending the system.

15. Log out — Begins the log out process. The same functionality exists by clicking on
the EXIT control on the CDE Front Panel.

warkspace Menu

Applications
Cards

Files

Folders

Help

Hosts

Links

Mail

Tools

Wwindows .
sg Add Item to Menu...
ig Customize Menu...
T Lock Display

™ Suspend Sustem...
(gl Log out...

Figure 4-8. Workspace Menu

4233 Other Graphical Applications. In addition to the RPG Applications Software HCI,
several other graphical applications are available in the CDE. These applications are commonly
used by the maintenance technician, system operator, and system administrator to configure,
administer, and monitor specific components of the system, as well as to provide answers to some of
the more common questions regarding Solaris. This section contains information about Admintool,
AnswerBook2, Netscape, (for LAN Switch, Router, and the APC MasterSwitch), and PowerChute
PLUS. The following paragraphs include a general explanation of each of these applications, along
with a brief description of how to start and stop each one, but do not include the details of how to
operate or interpret their displays.

4.233.1 Admintool. Admintool is a GUI available only to the system administrator that was
designed to make system management easier. It is standard with all Solaris systems and is used to
add, delete, or modify user accounts, groups, hosts, printers, serial ports, and software. It makes the
appropriate changes to the system’s files automatically verses manually. To start Admintool, the
system administrator enters admintool&<CR> from the # prompt. The & directs it to run in the
background keeping the window that it was started from available for use. A new window appears
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on the screen with the default title of Admintool: Users. To stop Admintool, either click File
pExit from the Admintool window, double—click on the Window Menu Button in the upper left
hand corner of the Admintool window frame, or click on the Window Menu Button p-Close
selection. On-line help is provided by clicking on the Help selection within the Admintool window.

42332 AnswerBook2. The AnswerBook2 GUI is an on-line library of information about the
Solaris OS. It is available to all users and is helpful for finding answers to questions that might not
be in the man pages or the Help Manager. It can be started to run either with its own navigator or on
the Netscape network browser. To start AnswerBook2 with its own navigator, right click anywhere
on the workspace background to display the Workspace Menu. Then click on Programs p>
AnswerBook... A new window appears on the screen with the title of AnswerBook Navigator
v3.6.1 build_21. To stop the AnswerBook Navigator, either click on the Window Menu Button
p>Close selection, or double—click on the Window Menu Button in the upper left hand corner of
the AnswerBook Navigator window. To start AnswerBook2 on the Netscape network browser, click
on the CDE Front Panel up arrow immediately above the Help Manager icon to open the Help
Manager Subpanel, then click on the AnswerBook2 selection. A new window appears on the screen
with the title of Netscape: AnswerBook2: Personal Library. To stop AnswerBook?2 in Netscape,
either click File pExit from within the Netscape: AnswerBook2: window, double—click on the
Window Menu Button in the upper left hand corner of the Netscape: AnswerBook2: window, or
click on the Window Menu Button pClose selection. On-line help is provided for AnswerBook?2
when using Netscape by clicking on the ? (Help) selection within the Netscape: AnswerBook?2:
window.

42333 Netscape. The Netscape GUI is the RPG’s default network browser. It is available to
all users and is used primarily to assist in configuring the LAN Switch, Router, and the APC
MasterSwitch. To start the Netscape graphic display, simply click on the CDE Front Panel clock
icon. A new window appears on the screen with the name Netscape: (Home Page Name) on the
title bar. To stop Netscape, click File p-Exit from within the Netscape: window, double—click on
the Window Menu Button in the upper left hand corner of the Netscape: window frame, or click on
the Window Menu Button p-Close selection. On-line help is provided for Netscape by clicking on
the Help selection within the Netscape: window near the upper right hand corner.

42334 PowerChute PLUS. The PowerChute PLUS GUI is only available to the system
administrator and is used to monitor the performance of the RPG’s Smart UPS. To start it, the
system administrator simply enters /usr/lib/powerchute/xpowerchute&<CR> from the #
prompt. The & directs it to run in the background keeping the window that it was started from
available for use. A new window appears with the title of PowerChute PLUS. Then, within that
window, another window appears with the name Monitor Server. In the Monitor Server window,
either select the desired Smart UPS and then click on the OK button, or double—click on the desired
Smart UPS. Next, within the Monitor Server window, another window appears with the name
Password. In the Password window, enter the appropriate password and click on the OK button. To
stop PowerChute PLUS, click System Pp-Exit from within the PowerChute PLUS window,
double—click on the Window Menu Button in the upper left hand corner of the PowerChute PLUS
window frame, or click on the Window Menu Button ppClose selection. On-line help is provided
for PowerChute PLUS by clicking on the Help selection within the PowerChute PLUS window.
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4234 Terminal Access Only. Systems that have access to the RPG LAN can enter it remotely
with the UNIX commands ssh or sftp. These commands provide secure terminal, or command line,
type access to the RPG but do not emulate the RPG HCI or any other graphical applications. Telnet
and ftp server support is disabled as of B6.0 in the processors, routers, and LAN switches per
WSR-88D security policy. Each host will refuse connection from telnet and ftp clients. Each host
can still initiate ftp or telnet as the client side of a session.

4.2.4 KEYBOARD.

The MSCEF keyboard is a product of Sun Microsystems and all UNIX systems must have a keyboard
installed in order for the system to boot up at all. In the WSR-88D RPG configuration, the MSCF
processor always has its own keyboard, mouse, and terminal, while the RPG processor also has its
own keyboard, mouse, and terminal unless there is a BDDS installed on the system. In that
configuration, the RPG processor and the BDDS processor share the same keyboard, mouse, and
terminal. Some keys provide unique functions when they are used simultaneously with another key.
The following paragraphs list and describe some of the more helpful combination keyboard entries.
Some of these keyboard combinations apply only to the boot terminal while others apply to the boot
terminal as well as a non—-boot terminal.

4241 Boot Terminal Keyboard Functions. A system’s boot terminal is the terminal that is
directly connected to that system’s mother board video port. The MSCF boot terminal is the
21-inch monitor that sets with the MSCF processor. Some of the unique keyboard entries that are
only available at the boot terminal use the Stop key and are listed below. To execute these functions
hold down the Stop key and then press the other key.

Stop Characters Purpose

Stop-A system abort command, takes the user to the “ok” prompt

Stop-N available only during power up, sets the systems Non—Volatile Random
Access Memory (NVRAM) parameters to the original default settings.
(Press the keys down before powering on the system, and continue to
hold them down until the system banner displays on the terminal.)

| WARNING |

The Stop—A key combination should only be used as a final resort
to get the system down to the “ok” prompt. Whenever possible,
the system administrator should perform an orderly shutdown IAW
the procedures in paragraph 4.6.2, Table 4-41. The reason is that
these keyboard entries do not sync the contents of memory to the
disk drive, so the file system could become corrupted.
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4242 Non-Boot Terminal Keyboard Functions. A non—boot terminal connects to a system
through some means other than a direct connection to the graphics card. It may be some type of
connection provided by the LAN like a telnet, or ftp. Control characters are very helpful for
performing specific tasks on both the boot and non-boot terminal. A list of control characters and
their functions is given below. To enter a control character, hold down the Control key and then
press the other key. While on the Sun keyboard the word control is actually spelled out as Control, it
is very common on other commercial keyboards to see the word abbreviated as either Ctrl or CTRL.
This manual uses the abbreviation of <Ctrl> when describing a Control keyboard entry. The
Control key is represented on the screen by the caret (*) symbol, such as S for <Ctrl> S.

Control Characters Purpose

<Ctrl> S Stops output to the screen

<Ctrl> Q Resumes output to the screen

<Citrl> C Stops the current command or function
<Ctrl> D Indicates end—of-file or logout

<Ctrl> W Erases the current word

Another key that provides unique functions at the boot or non—-boot terminal is the ! (exclamation
point) key. Using this key along with the history command enables the user to repeat any previously
entered commands exactly as they were entered with a minimum of keystrokes. Both the history
command and the unique ! (exclamation point) key function are available only on regular RPG
system user accounts and are not available on the system administrator (root) account. Entering
history<CR> displays a list of the last 20 commands that were entered in that window. On the left
hand side of the list is the line number that the command was entered on. From this point, to repeat
any of the commands that appear on the history list, simply enter the exclamation point, the line
number from the history list, followed by a carriage return. For example, to repeat the command
that appears on line 26 of the history list, enter 126<CR>. To simply repeat the last command that
was entered, enter two exclamation points followed by a carriage return (!!<CR>).

Another key that provides unique functions at the boot or non—-boot terminal is the Q key. This key
provides an especially helpful function when it is used in association with the more command and
when viewing the man pages. Pressing the Q key returns the user to the system prompt when there
are still more pages of text available to be viewed. This prevents the user from having to scroll

through unwanted pages of text just to get to the end of the material and back to the system prompt.

4.2.5 MOUSE.

The MSCF mouse is a product of Sun Microsystems and has three buttons. In the WSR-88D RPG
configuration, the MSCF processor always has its own keyboard, mouse, and terminal. The RPG
processor only has its own keyboard, mouse, and terminal if a BDDS is not installed on the system.
In that configuration, the RPG and the BDDS processors share the same keyboard, mouse, and
terminals. The Front Panel’s on-line Help Manager refers to the mouse buttons as one, two, and
three, where this manual refers to the same buttons as left, middle, and right respectively. Each
button can be used in the standard click, double—click, or drag functions. The mouse’s orientation
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can be changed from right—handed to left—handed by using the Front Panel’s Style Manager. The
following paragraphs refer to the buttons as they are oriented for right—handed use and describe the
most common, unique, and helpful functions available for each mouse button.

4.25.1 Left Mouse Button. The most commonly used button on the mouse is the left button.
The types of tasks that can be done by clicking the left mouse button include the following:

¢ Select a window or an icon, making it active.
* Choose a button or a hyperlink within a window or a control on the Front Panel.
¢ Choose an item within a menu.
The types of tasks that can be done by double—clicking the left mouse button include the following:
¢ Restore a minimized icon into a window.
* C(Close a window. (On the upper left hand corner of the window frame.)
The types of tasks that can be done by dragging the left mouse button include the following:
* Move a window or an icon.
e Highlight text.
e Make a menu selection.
¢ Drag a slider within a window’s scroll bar to scroll through its contents.

4252 Middle Mouse Button. The types of tasks that can be done by clicking on the middle
mouse button include the following:

* Once a text string or a command has been highlighted by dragging over it, click on
the middle mouse button to copy and paste it to the end of the current line.

4253 Right Mouse Button. The types of tasks that can be done by clicking on the right
mouse button include the following:

*  Open the Window Control Menu (On an icon or anywhere on a window frame.)
* Open the Workspace Menu (Anywhere on the workspace background.)

e Open a CDE Front Panel or Subpanel control’s popup menu. (On the control on the
CDE Front Panel or Subpanel.)
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Section 4.3. UNIX Operating System

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

43.1 INTRODUCTION.

The UNIX Operating System (OS) used by the RPG processor is a Posix compliant, System
V-based 64 bit OS. At the pure OS level, the RPG runs the Sun OS 5.7 release. At the user level,
the OS is called Solaris 8 and conforms to all X/Open UNIX 95 standards. The OS uses CDE as its
graphical interface which was established for the X/Open standards. CDE creates a desktop
environment that looks the same across all UNIX vendor—unique platforms. This section discusses
the basic concepts of the UNIX operating system, different user and login modes, use of the CDE,
and different help programs available. It discusses many of the common UNIX and CDE OS-level
utilities/programs available, the UNIX file system, and provide command syntax and examples for
most of the commonly used UNIX commands.

NOTE

The CDE is available only while using a normal console
connection (i.e., the direct graphics interface connection) or some
type of X-windows emulator package (e.g., “Exceed”) from a
remote location.

This section is intended to be a brief introduction to the UNIX OS
and is not intended to cover all knowledge areas that would be
covered in an introductory UNIX course. In all cases, formal
training in UNIX (agency level and/or commercial) is desired to
achieve an overall working level knowledge of the UNIX
operating systems.

43.1.1 Initialization of the UNIX OS. When the processor is powered on, it automatically
boots the UNIX OS. This also happens when a system reboot or init sequence is commanded
(discussed below). The boot sequence will check/initialize all hardware, check/mount the necessary
file systems, start necessary support services (printing, network functions, etc.) and bring the system
to the normal or commanded INIT level. See Table 4-1 for an example of a normal boot sequence.
The processor will also initialize to the point that a CDE Login screen, as seen in Figure 4-9, is
displayed.
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Figure 4-9. CDE Login Screen
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Table 4-1. Example Boot Sequence

Sun Ultra 5/10 UPA/PCI (UltraSPARC-I1Ii 440MHz), Keyboard Present
OpenBoot 3.19, 256 MB (50 ns) memory installed, Serial #11603303.
Ethernet address 8:0:20:b1:d:67, Host ID: 80b10d67.

Initializing Memory
Initializing Memory

Boot device: /pci@1f,0/pci@1,1/ide@3/disk@0,0:a File and args:

SunOS Release 5.7 Version Generic_106541-08 64-bit [UNIX(R) System V Release 4.0]
Copyright (c) 1983-1999, Sun Microsystems, Inc.

NOTICE: MAGMA PCI DRIVER 5.1 for MAGMA 4 PCI DMA SLRS Instance 0
NOTICE: hboard offset is 0x110

configuring network interfaces: hme0.

Hostname: rpg1-ktlx

The system is coming up. Please wait.

checking ufs filesystems

/dev/rdsk/c0t0dOs1: is clean.

/dev/rdsk/c0t0d0s5: is clean.

/dev/rdsk/c0t0dOs7: is clean.

starting ppp (no interface defined).

Setting local Solaris kernel changes —ndd Tuning

NIS domainname is nexrad.noaa.gov

starting rpc services: rpcbind keyserv done.

Setting netmask of hmeO to 255.255.255.128

Setting default interface for multicast: add net 224.0.0.0: gateway rpgl-ktlx
syslog service starting.

Print services started.

SSHD started

volume management starting.

PowerChute Plus for Unix, v4.2.3: Copyright 1998, American Power Conversion

starting audit daemon

Configured 229 kernel events.
Checking /jaz filesystem

Checking permissions on /jaz

Setting NEXRAD eeprom settings. . .
Checking MLOS serial port settings
The system is ready.
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** WARNING ** WARNING ** WARNING **

This is a U.S. Government computer system. This computer system,

including all related equipment, networks, network devices, and Internet

access, is provided only for authorized U.S. Government use. U.S.

Government computer systems may be monitored for all lawful purposes, ensuring that
its use is authorized, for management of the system, to facilitate protection
against unauthorized access, and to verify security procedures,

survivability, and to test or verify the security of this system. During monitoring,
information may be examined, recorded, copied, and used for authorized
purposes. All information, including personal information, placed on or

sent over this system may be monitored. Unauthorized use may subject

you to criminal prosecution. Evidence of unauthorized use collected

during monitoring may be used for administrative, criminal, or other adverse
action. Use of this system constitutes consent to monitoring for these

purposes.

** WARNING ** WARNING ** WARNING **

sk sk sk s sk sk sk sk sk sk sk sk sk sk skosk sk sk sk sk sk sk sk sk sk ook sk sk sk sk sk sk sk sk sk s skosk sk sk sk sk sk sk sk sk s sk sk sk sk sk sk sk sk sk s ook skosk sk sk sk sk sk sk sk s sk sk ok sk sk ok ok

*®

* Starting Desktop Login on display :0...
%

* Wait for the Desktop Login screen before logging in.

*

sk sk sk s skeosk sk sk sk sk sk sk sk sk skosk sk sk sk sk sk sk sk sk sk seoske skosk sk sk sk ke sk sk sk s sk sk sk sk sk sk ke sk sk sk s sk sk skosk sk sk ke sk sk sk sk sk skosk sk sk sk ke sk sk sk ook skosk sk sk ok ok

***>l<>l<>l<>l<>l<*****************Displavs CDE Login Screen*>I<************************

43.1.2 Operating System INIT Levels. At power on or upon a reboot, the system boots itself
to INIT Level 3 which is considered multi—user mode. The INIT levels, also called “run states” or
“run levels”, can also be commanded with the init command. Both the reboot and init commands
can only be performed by a Superuser and are discussed in paragraph 4.3.4.3.14. At any given time,
the processor is in one of the following eight possible init levels:

INIT LEVEL DEFINITION
0 Firmware/boot PROM (Programmable Read Only Memory) level.

1 System administration mode. No users are logged in, but all file systems
are left mounted and are accessible to a System Administrator.

Multi—user mode without network support.

Multi—-user mode with network support (default).

Normally not used.

DN | W N

Power—off state.
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INIT LEVEL DEFINITION

6 Reboot.

S (or s) Single—user mode. The terminal that executed this command becomes
the system console. When the system comes down to a single—user
mode, all file systems remain mounted but all multi—user processes are
stopped.

43.1.3 User Accounts. To be able to log into the system an individual must have a user
account. The root level account is controlled by the System Administrator and normally only the
System Administrator has the password to enter the root account. For other users, normal user
accounts can be established by the System Administrator (see paragraph 4.6.9.2).

43.14 Operating System User Modes. There are three different user modes which represent
three different methods for logging into the system and interacting with the operating system. The
three modes are: command line login, CDE login, and Remote login.

NOTE

This section discusses some graphical manipulations using a
mouse. The word “click” indicates a standard left mouse click.
The symbol P is used to indicate subsequent left clicks through
sub—menu selections. When a right click or double—click is
required, it is specifically indicated.

43.14.1 Command Line Login. At the CDE Login screen, click Options p» Command
Line Login. The user is prompted to and must enter a <CR> to continue to a login prompt. At the
system login prompt, enter a valid user_name<CR> and then password<CR>. The user can now
interact with the operating system at the command line level, but no windows or other graphical
tools are available. This mode is normally used only by a System Administrator for system
maintenance. When the user is prompted to enter a <CR> to continue to the login prompt and
chooses not to, the CDE Login screen will return to the screen within a minute.

43.1.4.2 CDE Login. To enter the CDE, type a valid user_name<CR> key or click on OK,
then the password text entry box appears which continues the CDE Login. Type in the password,
(the password does not appear as it is typed for security reasons) then press the <CR> key or click
on OK after data entry. Upon entering the CDE, the user has access to the CDE Control Panel for
selection of numerous graphical applications. The user also has access to terminal windows for
command line interaction with the OS. Within the CDE, a user can have multiple terminal windows
open; therefore multiple windows can be utilized to perform numerous tasks at the same time. See
paragraph 4.2.3.1 for a detailed discussion on use of the CDE.

43.143 Secure Remote Login. An individual can gain secure remote access to some of the
RPG LAN hosts remotely (assuming the individual has a user account on that system). From a
remote UNIX system or possibly a PC, a remote session may be initiated by use of a ssh program
(see paragraph 4.3.4.3.12 for a discussion of how this program is started). When ssh is started, and
assuming the remote login is successful, the remote user can interact with the RPG processor at the
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OS command line level. Remote access capabilities are very dependent on network structuring
which could vary from site—to-site. To achieve secure remote access to the RPG, the basic
assumptions are:

e The RPG processor has a Network Interface Card (NIC) which has an Internet
Protocol (IP) address assigned, and is inter—networked to another LAN or an agency
network.

¢ The system being used for remote access also has a NIC, an IP—address assigned,
and is inter—networked to the RPG LAN.

¢ The two systems have a TCP/IP path between them. This would mean that both
systems would either need to be connected to the same LAN (and thus addressed
within the same subnet), both would have Internet access, or a networking
infrastructure is in place (routers, bridges, etc.) which would allow TCP/IP
communication of devices addressed in different subnets.

This manual does not contain detailed discussion of all the possible networking concepts. However,
for the RPG Processor, Chapter 5 discusses addressing, subnetting, and how the RPG Processor
itself is networked. Chapter 5 also addresses known variations based on agency—unique connectivity
between the RPG Processor/LAN and other agency networks.

NOTE

This paragraph discusses a remote login interface as an interface at
the OS command line only. If some type of remote X—Windows
emulation package (e.g., “Exceed”) is being utilized, then the user
may also be able to display the CDE just as if the user were sitting
at the normal direct—connected graphics monitor.

43.1.5 Operating System Shells. A “shell” is the command line interpreter between the user
and the OS. Different shells use some different command availability/syntax but, most commonly
used commands are the same. The available shells are Bourne, C, and Korn. For the RPG, the root
user uses a unique Bourne shell and a user account established to run the RPG Applications software
uses the C shell. Other normal user accounts can be established using any of the available shells;
however, all commands discussed in this manual are discussed based on using the C shell. More
information can be obtained about shells using one of the help tools referenced in paragraph 4.3.2.

43.15.1 Operating System Prompts. The default command line prompt that is displayed is
dependent on the shell in use as follows:

# Root shell

$ Bourne shell
system name% C shell

$ Korn shell
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In addition to the normal prompts, unique prompts can be developed. For example, for the C and
Korn shells, the system name can be replaced with a user’s name. To do this, a unique definition
would be entered into the user’s .cshre file (commonly called the “C-Shark” file) or the user’s .kshrc
file (commonly called the “K-Shark™ file). Another option is for the prompt to display a command
line counter and the user’s present working directory. So, prompts may vary from system to system.

4.3.1.5.2 Use of Control Keys. There are only two control key sequence commands which have
global significance when using command line programs. <Ctrl> D is used to signal conclusion of
text entries within a program (see the cat command in paragraph 4.3.4.3.5 as an example), and to
stop the script log capture program. <Ctrl> C is used to abort a program running in the foreground.

4.3.2 UNIX OPERATING SYSTEM SUPPORT UTILITIES/PROGRAMS.

Most every time a command is entered or a CDE icon is selected, some type of program is started.
These programs are sometimes called utilities or tasks. Other times, it may be appropriate to say
that a user is executing a script. Regardless, in UNIX, all of these programs/tasks/scripts are
considered to be a “process”. Some processes result in starting a type of graphical application (like
the RPG Applications software). Other processes have only ASCII-based input/output and all user
interaction is at a command line within a terminal window. This section briefly discusses some of
the more common processes used, primarily in reference to some of the help utilities available.

43.2.1 Graphical Based Support Utilities. Graphical based utilities can either be started from
another graphical application (like the CDE) or can also be started from the command line. For the
most part, the graphical utilities discussed here are all started from the CDE. See paragraph 4.2.3.1
for a detailed discussion on use of the CDE.

43.2.1.1 CDE Control Panel. The CDE control panel can be used to start most of the necessary
graphical based support utilities. Some of those more common utilities are as follows:

e File Manager

¢ Additional terminal windows

e Text Editor

e Style Manager (background and screen properties)

* Applications Manager (many graphical tools available)
e Help and AnswerBook2 applications

43.2.1.2 CDE Workspace Menu. When a user right clicks anywhere in the CDE background
area, the CDE Workspace Menu is activated. From the Workspace Menu, a user can click on
sub—menu items to further select other graphical based utilities. Common items that are
opened/selected from the Workspace menu include the following:
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¢ System console window:

Workspace Menu prHosts p Terminal Console
¢ Terminal window:

Workspace Menu pHosts p My Host
¢ Performance meter utility:

Workspace Menu prHosts p Performance Meter
* Snapshot utility:

Workspace Menu prApplications P Snapshot

NOTE

A system console window looks just like other terminal windows,
except it has a Console header label. It is unique in that it
receives and displays system—level error messages. While multiple
system console windows can be started, only the last console
window started receives the error messages.

43.2.1.3 Help Utilities. Help and AnswerBook?2 are the graphical based help utilities available.

43.2.1.3.1 Help. The Help utility can be selected by clicking on the ? located on the CDE
Control Panel. After the Help window is opened, a user may search for information on a selected
topic.

NOTE
This help utility only includes information concerning the CDE.

43.2.1.3.2 AnswerBook2. AnswerBook?2 is a browser—based help utility which provides an
all-encompassing help program including information on all aspects of the UNIX platform. To start
it, click on the A above the ? on the CDE control panel. Then click on AnswerBook?2.

#.3.2.2 Command Line—Based Support Utilities] Most utility—type programs that can be run

from the command line are non—graphical in nature and mostly involve functions that would be
performed by the System Administrator. This includes tape archive (tar), file system dumps and
restores (ufsdump and ufsrestore). As required, use of these utilities are specifically discussed in
paragraph 4.3.4.3.11. The System Administrators’ utility (admintool) is normally started from the
command line but it is graphical in nature. Its use is specifically discussed in paragraph 4.6.9.

43.2.2.1 Command Line Help Utilities. At the command line, there are two methods to get
help on command syntax. This is through use of “man pages” (manual pages) or through use of the
command processing returned syntax statement.

43.2.2.1.1 Man Pages. The command syntax for using the man command is found in
paragraph 4.3.4.3.1. Man pages return detailed information for almost any command entered as an
option. When viewing man pages, press the <Space Bar> to see the next page or press Q to quit.
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43.22.1.2 Command Processing — Returned Syntax Statement. Almost all commands have
required variables or arguments associated with an option, which must be entered as part of the
command string. In cases where these items are required, simply entering the command with no
option or variables results in a returned syntax statement from the shell’s command processing
function. This only provides a syntax statement with possible options or variables and provides no
detailed information. However, in many cases, this may be enough to help the user remember the
desired option or variables needed for a particular command.

433 UNIX FILE SYSTEM.

Everything within the UNIX OS is actually considered a file. A directory or subdirectory is
considered a file. When entering a command at the command line, the command is “calling” a
particular file which normally resides at the /ust/bin or the /usr/sbin directory. In some cases, the
user may not have a “path” to a particular command. Therefore it is helpful to understand the
normal directory structure, file naming conventions, and the use of absolute and relative paths.

433.1 Directory Structure. The physical disk is normally divided into logical partitions. For a
Sun Sparc system, these partitions are called “slices”. The root (/) slice is available on all systems.
During the initial OS load, other Unix File Systems (ufs) are normally integrated onto the disk so
that there is a logical division between different types of files. In some cases, this makes backup and
restoral of files easier than if no logical divisions are used. The common slices are as follows:

FILE SYSTEM CONTAINS
/ Root files, the kernel, boot control files, hardware device files (drivers)
and most files that control the hardware.

/var System administration files and logs.
/usr User level files, particularly all commands.

/usr/openwin Open Windows and CDE files.

/export/home User accounts.
/opt Optional software.

4332 Current and Parent Directory. The present directory is the “current” directory while the

“owning” directory of the current directory is called the parent directory. So, if the current directory
is /export/home/ob1 then it’s parent directory is /export/home.

4333 File Naming Conventions. UNIX file names can be up to 255 characters long. They
can include any combination of upper or lower case letters, numbers, . (dot), — (dash), or _
(underscore). Be aware that UNIX, unlike MS-DOS is case specific. That is, if capital letters are
used then a file name can only be retrieved by entering capital letters (and vice—versa). Special
characters can be used in file names. However, *, <, >, -, \, /, 2, or | should not used in file names
since those symbols either have special meaning or can be used as wildcards for file name retrieval.
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4334 Absolute and Relative Paths. To retrieve a subdirectory or file, an absolute path name
starting at root (/) or a path name relative to the current directory can be used. So, if /export/home is
the current directory and the user wants to go to the ob1 subdirectory, to use the absolute path enter
cd /export/home/ob1<CR>. To use a path relative to the present location, enter cd ob1<CR>.

4335 File Locations and Wildcards. Some common special characters and wildcards that are
used to speed up file retrievals or placements are listed below. Special characters specify a current
or parent directory, or the user’s home directory. Wildcards substitute for file name characters so
that an entire file name need not be entered, or to specify groups of files with similar names.

SPECIAL USED TO:
CHARACTER

Specify the current directory location.

Specify the parent directory.

~ Specify the home directory location.
WILDCARDS USED TO:
*

Represent any number of characters when specifying file(s). So, if * is
used by itself, it specifies all files (except files beginning with a dot).

? Represent any single character. So if a?? is used, it would represent any
three character file names starting with “a”.

[] Represent any range of characters specified within the brackets, so if
[abcd]* or [a—d]™* is used, it would represent any length file name begin-
ning with the letters a, b, ¢, or d. Remember that UNIX is case specific.

434 UNIX OPERATING SYSTEM COMMANDS.

This section discusses the basic concepts of UNIX commands, including command syntax. Syntax
and examples of the more commonly used UNIX commands are provided.

43.4.1 General Syntax Rules. As referenced to paragraph 4.3.4.3, the command itself is in
bold type and must be typed exactly as shown when listed under Command Format. Items in regular
type (variable name) represent a mandatory entry, but would be replaced with appropriate text of the
desired entry (directory, file name, etc.). When followed by ..., then multiple entries of the same
type are allowed. Optional parameters are [bracketed]. If an optional parameter is followed by an
argument (variable name) then the variable must be replaced by the exact entry if that option is used.
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4342 Multiple Commands and “Piped” Commands. Multiple commands can be entered on
the same command line if they are separated by a semicolon (;). Another concept similar to using
multiple commands is called “piping”. When using “pipes”, commands are separated by a vertical
bar (| ) and the output from the first command is used as input to the second command. The use of
pipes is most common where the first command displays a file or listing of some type and the second
command specifies a print action or does some type of filter search. For example, to do a man page
listing on the command Is and print the man pages instead of view them, the command would be
man Is | Ip<CR>. Examples of common uses of pipes are provided in the following paragraphs.

43423 Commands. Paragraphs 4.3.4.3.1 through 4.3.4.3.12 discuss some of the UNIX
commands and arguments which could be used daily. This section is not intended to discuss all
available commands. Nor are all arguments discussed for the commands which are listed. In many
cases, commands which could be detrimental to system operation have been intentionally omitted.
In some cases, default aliases are also discussed. Also, commands performed only by the System
Administrator (Super User) are referenced as “SU” in the right margin as follows: SU

NOTES

Some commands are shell specific and do not exist in every shell.
All commands discussed here are available in the C shell, but may
not be available in other shells.

Since the keyboard in use may have either an “Enter” key or a
“Return”key, <CR> is used to delineate the end of the command
line when shown in the examples. Unless told otherwise, each
shown command line must be “entered” to be processed.

Not all commands, nor all Options / Arguments / Variables are
referenced here. Only the more common commands and options
are referenced. Use the man pages (paragraph 4.3.4.3.1) to get a
list of all Options / Arguments / Variables for any given command.

The examples below show a user prompt as a % symbol even
though it could contain other information (hostname, directory
path, etc.). Also, for the Output Description of the examples,
example names of files, directories, and text strings are in italics to
indicate that in the example, they represent a proper name which
may be user—unique.

Table 4-2. Command Purposes Index

Command Sections Paragraph Reference
Command Availability, Help, History and Repetition 43431
File System Navigation 43432
File Searches 43433
File Listings and Display 43434
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Table 4-2. Command Purposes Index — Continued

Command Sections Paragraph Reference
Creating New Directories and Files 4.3.43.5
File Manipulation 4.3.4.3.6
Shell and Environment Variables 4.3.4.3.7
System Interrogation 4.3.4.3.8
File Access Ownership / Permissions 4.3.43.9
Printing 4.3.4.3.10
Removable Media 4.3.4.3.11
Networking 4.3.43.12
Miscellaneous User Commands 4.3.4.3.13
Miscellaneous System Administrator Commands 4.3.4.3.14

43.43.1 Command Availability, Help, History and Repetition. The following commands are
discussed in this section:

e which
* man
e history

Command
which

The which command provides the absolute path of an available command. It is useful for providing
a quick determination of whether a command is available and where it is located.

Command Format

which command

Options/Arguments/Variables Description

command Name of the command to search for.

Example(s) Output Description

%which tar<CR> Displays the absolute path to the tar command. In this

case the output would be /usr/sbin/tar.
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Command
man

The man command is used to display manual page information on a selected subject (command,
process, etc.). It provides a description of the subject, along with possible options and examples.

Command Format

man name

Options/Arguments/Variables Description

name Subject matter file name(s).

Example(s) Output Description

%man pwd<CR> Displays the manual documentation on the pwd
command.
Command
history

The history command lists the previous (n) number of commands with (n) being defined in the
history environment variable of the current shell. The history default is to list the previous 20
commands. The h alias (if available) can be used to call the history command.

Command Format

h
history

Options/Arguments/Variables Description

None

Example(s) Output Description

%history<CR> Displays a numbered list of the last 20 commands is-

sued by the current user.
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Command
|
The exclamation mark (!) is not a command; rather, it is used as an event designator. However, it is

discussed just like any other command for most purposes. When followed by a succeeding
argument, it is used to recall and execute the last command or a previous command.

Command Format

In

Istr

Options/Arguments/Variables Description

! Designates the previous command to be executed.

n Designates the command number as indicated in the
history list. Replace (n) with the desired command
number and executes the associated command.

str Designates last command beginning with str. Replace
str with the necessary text to recall and executes the
specific command starting with that string. In most
cases, use of just one or two letters is all that is neces-
sary to reference a specific command.

Example(s) Output Description

%!18<CR> Execute command number 18 from the history list.

%'p<CR> Execute the last command entered that started with
the letter p.

4.3.4.3.2 File System Navigation. The following commands are discussed in this section:
e cd
e pwd

Command

cd

The ¢d command changes the current directory to the one specified using a relative or absolute path
name. Alone, cd changes to the default home directory, (for example /export/home/v1.15).
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Command Format

cd directory

cd directory/directoryy/...
cd /directory/directory/...
cd

cd ..

cd /

Options/Arguments/Variables

directory

Example(s)
%cd data<CR>

%cd data/jan2001<CR>
%cd /export/home<CR>
%cd<CR>

%cd . .<CR>
%cd /<CR>

Command

pwd

Description

Directory name. Changes to a directory relative to the
present location or change based on an absolute path
(see para. 4.3.3.4).

Changes the current directory to the parent directory.

Changes the current directory to the root directory.

Output Description

Changes the current directory to a relative subdirecto-
ry called data.

Changes the current directory to the subdirectory
jan2001 under the relative subdirectory data.

Changes the current directory to the subdirectory
called home under /export using absolute path names.

Changes the current directory to default home directo-
ry, such as /export/home/v1.151.

Changes the current directory to its parent directory.

Changes the current directory to the root directory.

The pwd command displays the user’s present working directory as an absolute path name.

Command Format

pwd

Onptions/Arguments/Variables

None
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Example(s) Output Description
%cd As an example, a cd is issued without options to
%pwd<CR> change the current directory to the default home di-

rectory (software version is v1.151). When the pwd is
executed the absolute path name is displayed to
screen. In this case /export/home/v1.151
would be the output as the user’s home directory.

4.3.43.3 File Searches. The following commands are discussed in this section:
e find
° grep

Command

find

The find command searches for files meeting specific criteria. The starting directory to descend
through is indicated by the path.

Command Format

find path [-mtime n] [-name pattern]

Options/Arguments/Variables Description
path Designates the directory to search. The specified path

can be relative or absolute.

-mtime n Search for files that have been modified in a specified
number of days. A +n means more than n days, a —n
means less than n days, and an n means exactly n

days.

—name pattern Search criteria are for patterns contained in specified
file names.

Example(s) Output Description

%find krex -mtime +21<CR> Find all files in the krex subdirectory that have been

modified more than 21 days ago, and display output
to screen. —21 would be used for less than 21 days
ago.

%find . -name *.log*<CR> Find all files with the pattern log as an extension in
the current directory and subdirectories.
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Command

grep

The grep command searches files for a pattern and displays all lines that contain that pattern to the
screen.

Command Format

grep [-iv] pattern filename

Options/Arguments/Variables Description

-1 Ignore upper/lower case distinction during search.
-V Write all lines except those that contain the pattern.
pattern Search for this specific pattern.

filename Restrict search to specific file or directory.
Example(s) Output Description

%grep -i err /tmp<CR> Display all files containing the pattern err, regardless

of upper/lower case letters, in the /tmp directory.

%ps -ef | grep -v orpg<CR> Check processes, pipe the output to grep. Display all
processes that do not have the pattern orpg.

43434 File Listings and Display. The following commands are discussed in this section:

e Is

e cat

* more
* P9

* head

e tail

e script
o diff

o sdiff
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Command

Is

The Is command lists the contents of the directory.
Command Format

Is [-alrtFR] [file]

Options/Arguments/Variables Description
-a Display the hidden files along with regular files.
-1 List in long format, giving mode, Access Control List

(ACL) indication, number of links, owner, group, size
in bytes, and time of last modification. Files are listed
alphabetically.

—t Display files by time stamp with files modified most
currently listed first.

-1 Display files in reverse alphabetical order. When
used with —t, files are listed in reversed chronological
order, oldest to newest.

-F Mark listed directories with a trailing slash (/) and
executable files with an asterisk (*).

-R List subdirectories in recursive order encountered.

file Designates a specific file name or directory to list.
Wildcards may be used.

Example(s) Output Description

%ls -al<CR> A long list of regular and hidden files (and

subdirectories) in the directory.

%ls -Irt<CR> Long listing in reverse time of when files (and
subdirectories) were last modified.

%ls -F<CR> List and mark all files Mark subdirectories with a
slash (/) and executable files with an asterisk (*).

Command
cat

The cat command displays the content of each specified file to screen. Use of the cat command to
generate a file is described in paragraph 4.3.4.3.5.
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Command Format

cat file

Options/Arguments/Variables Description

file Designates the file(s) the user wants to view.
Example(s) Output Description

%cat .cshrc<CR> Contents of the .cshrc file are displayed.
Command

more

The more command is a utility that displays the contents of a text file one page at a time. Once the
first page is displayed, then special control options are available. Depressing the <Space Bar>
scrolls to the next page; A <CR> advances one line at a time through the text; f skips forward a
screen; b goes back one screen; q quits the more utility. When the end of the file is displayed, the
more utility returns the user to a prompt.

Command Format
more file

command | more

Options/Arguments/Variables Description

file Designates the file the user wants to view. Naming a
file is a mandatory variable unless more is used with a
pipe.

command Designates the command to pipe to more that the user

wants to view, one page at a time.

Example(s) Output Description

%more .cshrc<CR> The first page of the .cshrc file is displayed on the
screen.

%ls -I | more<CR> A long listing of files is requested, piped to the more

command. Thus a long listing of files is displayed
one page at a time.



NWS EHB 6-525

Command

P9

The pg command is a filter that allows the examination of files one page at a time. If a user types a
<CR> another page is displayed. A q followed by a <CR> quits the pg utility.

Command Format

pg filename

Options/Arguments/Variables Description
filename Designates the text file to be displayed.
Example(s) Output Description
%pg errorlog<CR> Contents of the file errorlog is displayed one page at a
time.
Command
head

The head command is a utility that displays the first lines in a file to standard output. Default is 10
lines.

Command Format

head [-number] filename

Options/Arguments/Variables Description

number Designates the number of lines to display.

filename Designates the file to be viewed.

Example(s) Output Description

%head -20 /etc/system<CR> Display the first 20 lines of the file system in the etc
directory.
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Command
tail

The tail command is a utility which displays the last lines in a file to standard output. Default is 10
lines.

Command Format

tail [-number] filename

Options/Arguments/Variables Description

number Designates the number of lines to display.
filename Designates the file to be viewed.

Example(s) Output Description

%tail /etc/system<CR> Displays the last 10 lines of the file system in the

/etc directory.

Command
script

The script command records everything on a user’s screen, then writes it to a filename. If no
filename is given, the record is saved in the default filename typescript. <Ctrl> D halts it.

Command Format

script [-a] [filename]

Options/Arguments/Variables Description
-a Append the record to a file, don’t overwrite the file.
filename Filename where the screen dumps are written. If not

given, the record is saved in the filename typescript.

Example(s) Output Description
%script —a rtr_monitor<CR> Copies entire screen during a login session and

appends it to a file specified as rtr_monitor.
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Command
diff

The diff command compares the contents of filel with file2, and displays to the screen what changes
would be required to convert filel to file2. It displays the difference between the files, line by line.
In the output of diff, a < precedes lines from filel and a > precedes lines from file2.

Command Format

diff filel file2

Options/Areuments/Variables Description

filel and file2 Names of files.

Example(s) Output Description

%diff ssncf.txt ssncf.txt.org<CR> Displays the difference between files, ssncf.txt and

ssncf.txt.org, line by line. In the output of diff, a <
precedes the lines from ssncf.txt and a > precedes the
lines from ssncf.txt.org.

Command
sdiff

The sdiff command displays the two files side-by-side, with their differences noted. The sdiff uses
the diff command to produce a side-by-side listing of two files. The > and < symbols distinguish a
text line that exist in one file and is blank in the other. A pipe (|) symbol is used when both lines
contain text, but the lines differ in content.

sdiff
Command Format

sdiff [-s] filel file2

Options/Arguments/Variables Description

-s Displays only the differences between filel and file 2
on the screen.

filel Name of file.

file2 Name of file.

Example(s) Output Description

%sdiff —-s system system.org<CR> l]))isli.lays the two files, system and system.org, line—

y-line,

side-by-side. In this case the —s option displays only
the lines which differ in contents.
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4.3.43.5 Creating New Directories and Files. The following commands are discussed in this
section:
* mkdir
e touch
e cat
Command
mkdir

The mkdir command creates a named directory.
Command Format

mkdir directory

Options/Arguments/Variables Description
directory Name of directory to be created. Path may be in-

cluded if user wants the new directory in a location
other then current directory. Absolute or relative path
names can be used.

Example(s) Output Description
%mkdir /etc/temp<CR> Creates a directory called temp in the etc directory,

using absolute path name.

Command
touch

The touch command creates an empty file if it doesn’t exist. If the file exists then its access and
modification date/time are reset to the current date/time.

Command Format

touch filename

Options/Arguments/Variables Description
filename Name of file the user wants the date/time reset on, or

filename to be created.

4-48



NWS EHB 6-525

Example(s) Output Description
%touch notrouter<CR> Updates the access and modification date/time of the

file notrouter. If the file does not exist, it is created.

Command
cat

The cat command also has the ability to overwrite or append the contents of specified files to other
files. If the destination file does not exist, it is created first. Previous discussion of the cat command
in paragraph 4.3.4.3.4, deals with viewing contents of a file.

Command Format

cat [source file] [>, >>] destination_file

Options/Arguments/Variables Description

source_file Name of file to be copied from. If no file is specified,
standard input from the keyboard is used (interactive
mode).

> Create and write to destination file or overwrite exist-

ing destination file.

>> Create destination file or append to existing destina-
tion file.
destination _file Name of the file which is to be overwritten, created

and written to, or appended.

Example(s) Output Description
%cat temp > errorlog<CR> Contents of the source_file temp overwrite the error-

log file. If the file errorlog did not exist, it would be
created and the contents of temp would be written into

1t.
%cat rpgdata rdadata >> Contents of the source_files rpgdata and rdadata are
cpulog<CR> joined and appended to the end of the file cpulog. If

the file cpulog did not exist, it would be created.
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Example(s)
%cat > 10jan2001<CR>

%cat >> trouble log<CR>

Output Description

When used without a source_file, this places the user
in interactive mode. Anything the user types is writ-
ten to the file 10jan2001. Anything content preexist-
ing in the file is overwritten. The <Ctrl> D com-
mand ends and saves the interactive session.

When used without the source _file, this places the
user in interactive mode. Anything the user types is
appended to the end of the file trouble_log. If the file
trouble log does not exist it is created. The <Ctrl>
D command ends and saves the interactive session.

43.435.1 Redirection. Redirection symbols are tools which enable the user the ability to

change the standard input and output to files.

Redirection Symbols

>

>>

Example(s)

%cat file1 file2 > file3<CR>

%cat file3 >> comm _log<CR>

%mail roc < memo<CR>

Description

The redirect output symbol (>) redirects the output to
the specified file instead of the terminal.

The redirect output to end—of—file symbol (>>) redi-
rects the output to the end of the specified file,
thereby appending to the specified file.

The redirect input symbol (<) specifies where the
program should get its input.

Output Description

Causes the contents of filel and file2 to be written
into a newly created file3. If file3 existed, any data
file3 contained would be overwritten. The original
filel and file2 remain intact.

Appends the contents of file3 to the end of the file
comm_log. If comm_log did not already exist, it
would be created and then appended to. The original
file3 file remains intact.

The contents of the file memo is used as the input text
to the mail message to the roc.

4.3.4.3.6 File Manipulation. The following commands are discussed in this section:
e Cp
* mv
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Command

cp

The cp command can be used to copy the contents of the source file to the target file. The cp
command causes an existing target file to be overwritten if it previously existed. No changes are
actually made to the original file.

The cp command can be used to copy one or more source files to a target directory. The cp
command causes existing target file(s) to be overwritten if they previously existed.

The cp command can be used to copy one or more source directories to a target directory. The —r
option must be used. Once again, the Cp command causes existing target file(s) to be overwritten if
they previously existed.

Command Format

Ccp [-pr] source target

Options/Arguments/Variables Description
source Name of file(s) or directory to be copied. Source files

remain intact after a cp.

target Name of file(s) or directory is to be copied to. The
target directory can also be the current directory (.) or
the parent directory (..).

-p Causes cp to preserve the user and group IDs,
permission modes, and modification and access times.

- Causes cp to copy the directory and all its files,
including subdirectories and their files to target
directory.

Example(s) Output Description

%cp —-p system system.org<CR> Copies the single file system into target file called

system.org, preserves the original user, owner,
permissions, and access and modifications times.

%cp *.conf /export/config<CR> Copies all files in current directory with a .conf
extension into a target subdirectory called config.

%cp -r lib temp lib<CR> Copies the directory lib including all its files,
subdirectories and their files into a target directory
called temp_lib.
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Command
mv

The mv command can be used to rename (or move) the source file to the target file. The user must
have write permission to the target file before renaming will occur.

The mv command can be used to move one or more source files to a existing target directory.
Target files retain their original name.

The mv command can be used to rename a source directory to the target directory.

The mv command causes the existing target file(s) to be overwritten if it previously existed and the
—i option is not used. Source files and directories no longer exist after the mv command is executed.

Command Format

mv [-i] source target

Options/Arguments/Variables Description
source File(s) or directory to be moved or renamed.
target File or directory to be created or replaced if already in

existence. The target directory can also be the current
directory (.) or the parent directory (..).

-1 Prompts for confirmation when the mv will result in
overwriting an existing target.

Example(s) Output Description

%mv -i temp.log rpg.log<CR> Renames the source file called temp.log as rpg.log.
The -1 option requires the user to confirm the com-
mand.

%mv - *.tar tar dir<CR> Moves all files in current directory with an extension

name of tar to an existing target directory called
tar_dir. The —1 option requires the user to confirm the
command.

%mv —i rpg.logs krex rpg.logs<CR> Renames the source directory rpg.logs to
krex_rpg.logs. All subdirectories and files are moved
and retain the same name. The —i option requires the
user to confirm the command.
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The cut command is used to display specific parts of a text line. No changes are actually made to
the original file. The user specifies the part of the original file to be displayed to the screen. A
comma can be used to separate multiple lists to be kept. A hyphen indicates a range of lists to keep.

Command Format

cut [—cf list] [-d delim] file

Options/Arguments/Variables

—C

—f

list

—d delim

file

Example(s)

%cut -c1-10,20-35
/etc/passwd<CR>

%cut -d: -f1-4 /etc/passwd<CR>

%cut —f1 /etc/hosts<CR>

Command

dd

Description

Used to list the column position to be kept.
Used to indicate the fields that are to be displayed.
The cut command uses the TAB character to separate

fields, if the fields are separated by something other
then a TAB, use the —d option to define the separator.

Specified data to be displayed, can be single, multiple,
or a range of characters and fields.

Default delimiter between fields are TABs, use the —d

option to specify how fields are separated when other
than TABS.

Name of the file to be cut.

Output Description

In the file /etc/passwd, only characters in the column
position of 1 through 10 and 20 through 35 are dis-
played on the screen.

In the file /etc/passwd, fields are separated with a
colon (:). Display fields 1 through 4.

In the file /etc/hosts, display only field 1.

The dd command converts and copies the specified input file to the specified output file. This

command is commonly called a data dump.
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Command Format

dd if=input_file of=output file

Options/Arguments/Variables Description
if=input_file Designates the name of the input file or device.
of=output_file Designates the name of the output file or device.
Example(s) Output Description
%dd if=lib.tar Copy the lib.tar file from the current working
of=/floppy/floppyD/lib.tar<CR> directory to a floppy disk.
4.3.4.3.7 Shell and Environment Variables. The following commands are discussed in this
section:
* echo
» alias
e set
e env
* setenv
o stty
e Ssource
Command
echo

The echo command does only one thing, it displays the arguments to the screen. This command is
useful when writing scripts.

Command Format

echo string

Options/Arguments/Variables Description

string A pattern of text the echo command to write to screen
Example(s) Output Description

%echo hello<CR> The word hello is displayed to screen.
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Command
alias
The alias command can be used to display command short—cuts already built into the system.

Command Format

alias

Options / Arguments / Variables Description

None

Example(s) Output Description

%alias<CR> Displays all pre—defined aliases to screen.
Command
set

The set command assigns a value to a C Shell variable. C Shell variables are local settings (i.e.,
local to the login session). When the set command is used alone, the currently defined local
variables are displayed to screen. When defining local variables, the variable is normally typed in
lowercase.

Command Format

set [variable][=value]

Options/Arguments/Variables Description

variable Specifies the local variable to set.

=value Specifies the value of the variable .

Example(s) Output Description

%set history=30<CR> Sets local variable history to 30. The history default
is normally 20.

%set<CR> Displays currently defined local variables of the C
Shell.



NWS EHB 6-525

Command
env
The env command displays the current environmental variables, known as global variables.

Command Format

env

Options/Arguments/Variables Description

None

Example(s) Output Description

%env<CR> Displays all current environmental variables to screen.
Command
setenv

The setenv command sets environmental variables. Without options it displays a list of all current
environmental variables to the screen. Environmental variables are also called global variables.

Command Format

setenv [VARIABLE] [value]

Options/Arguments/Variables Description

VARIABLE Specifies the environmental variable to set. Normally
typed in UPPERCASE.

value Specifies the value of the variable. Must be a single

string word or placed in quotes.

Example(s) Output Description
%setenv<CR> Displays all current environmental variables to screen.

%setenv PRINTER laser_jet<CR> Specifies the environmental setting for PRINTER to
the value of laser_jet.
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Command

stty

The stty command displays and sets certain terminal options for the standard input (keyboard).
Command Format

stty [setting] [key]

Options/Arguments/Variables Description

setting Specific function to set.

key Actual key stroke to assign to key.

Example(s) Output Description

%stty<CR> Alone, stty gives the current setting for the standard
input (keyboard).

%stty erase<Backspace Key><CR>  Type stty erase then depress the backspace key on the
keyboard. This sets the backspace key to actually
backspace and erase the previous character.

Command
source

The source command reads and executes a C shell script. If changes are made to the dot files,
(such as .cshrc or .aliases), the source command implement the changes into effect instead of
forcing the user to log out and back in to implement the changes.

Command Format

source name

Options/Arguments/Variables Description

name C shell scripts

Example(s) Output Description

%source .cshrc<CR> This command is normally executed after a user has
edited the .cshrc script to make the edits take effect
immediately.
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4.3.43.8 System Interrogation. The following commands are discussed in this section:
e who
* uUname
° ps
o df
e du
e dmesg
e priconf
* mount
e mountall
Command
who

The who command lists the user’s name, terminal line, login time, and elapsed time since activity
occurred on the line for each current system user.

Command Format

who

Options/Arguments/Variables Description

None

Example(s) Output Description

% who<CR> Displays information about the users on the current

system.

Command

uname

The uname command displays information about the current system.
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Command Format

uname [-—anrs]

Options/Arguments/Variables Description

-a Displays basic information available from the system.
-n Displays the node name.

- Displays the operating system release level.

- Displays the name of the operating system.
Example(s) Output Description

%uname -rs<CR> Displays out the operating system and its release

level.

%uname -n<CR> Displays out the node name of the system.
Command
ps

The ps command displays information about active processes. The output includes the process
identification (PID), terminal identifier (TTY), cumulative execution time (TIME), and command
name (NAME). Used alone, the ps command displays information about the controlling terminal.

Command Format

ps [—aef]

Options/Arguments/Variables Description

-a Displays information about processes most frequently
requested including ones owned by other users.

—e Displays information about processes now running.

£ Generates a full listing with PID, TTY, TIME, and
COMMAND. The output also includes the user ID
(UID), parent process ID (PPID), processor utilization
for scheduling (C), and process start time (STIME).

Example(s) Output Description

%ps —ef | more<CR> Displays a full listing of all processes now running,

piped to more so user can view it one page at a time.

4-59



NWS EHB 6-525

Command
df
The df command displays the amount of disk space used by mounted or unmounted file systems.

Command Format

df [-k]
Options/Arguments/Variables Description
-k Displays the total, used, and available space of the
disk space units are in kilobytes.
Example(s) Output Description
%df —k<CR> Displays the used and available space, in kilobytes,
plus a total of mounted and unmounted file systems.
Command
du

The du command displays the amount of disk space used or allocated by the specified directory
including the subdirectories. When no file is specified the current directory is used.

Command Format

du [~ks] [file]

Options/Arguments/Variables Description

-k Displays the size of space in kilobytes. The default
display units are in 512-byte blocks.

-s Displays only the total disk space used.

file Path name of file or directory whose size is to be
displayed.

Example(s) Output Description

%du —ks<CR> Displays the total disk space used by the current
directory.
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Command
dmesg

The dmesg command looks in the system buffer for recent diagnostic messages and displays them
to screen.

Command Format

dmesg

Options/Arguments/Variables Description

None

Example(s) Output Description

%dmesg<CR> Displays recent diagnostics messages.
Command

prtconf

The prtconf command displays the system configuration information.

Command Format

prtconf

Options/Arguments/Variables Description

None

Example(s) Output Description

%prtconf | grep Memory<CR> Displays the system configuration with a pipe (| ) to
grep on the word Memory (system memory).

Command

mount SU

The mount command is used to display a list of currently mounted file systems, their respective
mount points and the time the systems were mounted. This command is normally done by a
Superuser from root directory.
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Command Format

mount

Options/Arguments/Variables Description

None

Example(s) Output Description

#mount<CR> Displays a list of mounted file systems, their mount
points and the time mounted.

Command

mountall SU

The mountall command mounts file systems specified in a file system table. The /etc/vfstab is the
default file system table. This command is normally done by a Superuser from root directory.

Command Format

mountall
Options/Arguments/Variables Description
None
Example(s) Output Description
#mountall<CR> Mounts the file systems listed in the /etc/vfstab file
system table.
4.3.43.9 File Access Ownership/Permissions. The following commands are discussed in this
section:
e chmod
e chown
e chgrp
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The chmod command is used to change the permissions of the files. Permissions can only be
changed by the current owner or Superuser. The modes may be absolute or symbolic.

Command Format

Absolute Mode:

chmod [-R] [nnn] file

Symbolic Mode:

chmod [-R] [ugoa] [+-=] [rwx] file

Options/Arguments/Variables
-R

nnn

file

Description

Recursively descend through directory arguments,
setting the mode for each file as described.

Three numbers from 0 to 7 denoting different levels
of permissions. Each digit representing the user,
group, and others, respectively.

4 = read permission
2 = write permission
1 = execute permission

These permissions can be added in any combination
to allow combination permissions. (i.e., a 5 would
equate to read and execute permissions)

Designates user’s permissions.

Designates group’s permissions.

Designates other’s permissions.

Designates permissions for user, group, and other’s.
Add permissions. If omitted, do not add permissions.
Take away permissions. If omitted, do nothing.

Assign permissions absolutely. If omitted, do
nothing.

Read permission

Write permission

Execute permission

Name of file(s) or directory(s) to change the

permissions for.
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Example(s) Output Description
%chmod 555 cm_ping<CR> Using absolute mode, gives user, group, and others

read and execute permissions for the cm_ping file.

%chmod a=rx cm_ping<CR> Using symbolic mode, gives user, group, and others
read and execute permissions for the cm_ping file.

%chmod -R 777 *<CR> Using absolute mode, gives read, write, and execute
permissions to all for all files in the current directory
recursively through subdirectories if they exist.

%chmod -R a+rwx *<CR> Using symbolic mode, gives read, write, and execute
permissions to all for all files in the current directory
recursively through subdirectories if they exist.

%chmod 664 *.logs<CR> Using absolute mode, gives read and write permis-
sions to users, and groups. Others have read only per-
mission. Applied to all files in current directory with
log as an extension name.

%chmod ug=rw,o=r *.logs<CR> Using symbolic mode, gives read and write permis-
sions to users, and groups. Others have read only per-
mission. Applied to all files in current directory with
log as an extension name.

%chmod 755 rpg.server<CR> Using absolute mode, gives read, write, and execute
permissions to user. Group and others have read and
execute permissions for the file rpg.server.

%chmod a=rwx,go-w rpg.serv- Using symbolic mode, gives read, write, and execute

er<CR> permissions to all, then subtracts write permission
from group and others. Thus, group and others have
read and execute permissions for the file rpg.server.

Command
chown

The chown command assigns a new owner to the specified file. Must be performed by the current
file owner or Superuser.

Command Format

chown [-R] owner file
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Options/Arguments/Variables Description
-R Recursively descend through subdirectories, setting
the mode for each directory as described.

owner The new owner ID to assign to the file.

file The file or directory whose user is to be modified.
Example(s) Output Description

%chown ob1 /data<CR> Changes ownership of the /data directory to obl.
Command

chgrp

The chgrp command allows the current owner or Superuser to set the group ID to the file specified.
Command Format

chgrp [-R] [group ] file

Options/Arguments/Variables Description

-R Recursively descend through subdirectories, setting
the mode for each directory as described.

group The new group ID assigned.

file The file or directory whose group ID gets modified.

Example(s) Output Description

%chgrp -R rpg /data<CR> Changes the group ID to rpg recursively for the /data
directory.

43.43.10  Printing. The following commands are discussed in this section:

° |p
e |pstat
e cancel
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Command
Ip
The Ip command submits a print request

Command Format

Ip file
Options/Arguments/Variables Description
file File to be printed
Example(s) Output Description
%lp /etc/hosts<CR> Sends print request to printer to print the hosts file
called in the /etc directory.
Command
Ipstat

The Ipstat command displays the status of all the user’s print requests that have been sent to it. It
also displays the job number which is needed if the user wants to cancel a specific print job.

Command Format

Ipstat

Options/Arguments/Variables Description

None

Example(s) Output Description

%lpstat<CR> Prints the status of the user’s print requests.
Command
cancel

The cancel command cancels print requests.
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Command Format

cancel —u user [destination]

Options/Arguments/Variables Description
—-u user The user who sent the original print request.
destination The name of the printer to where the requests were

sent. If not given, all print jobs to all destinations are
canceled for the user specified.

Example(s) Output Description
%cancel -u krex<CR> Cancels all print jobs requested by the user krex.

4.3.4.3.11 Removable Media. The following commands are discussed in this section:

e eject

e tar

e compress

e uncompress

* gzip

e ufsdump

e ufsrestore
Command
eject

The eject command is used to eject removable media in a drive that does not have a manual eject
button. When the eject command is used with media that can be manually ejected, the media is
unmounted, but not ejected. The device can be listed by its name or nickname. As default, when no
name or nickname is listed, the disk platter in the CD-ROM tray is ejected unless the floppy was last
mounted, in which case the floppy is unmounted.

Command Format

eject [device name] [device nickname]

Options/Arguments/Variables Description
device name Specify the device to eject by its name.
device nickname Specify the device to eject by its nickname.
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Example(s)
%eject floppy<CR>

Command

tar

Output Description

Using the device nickname, floppy, the eject
command is executed for the floppy disk drive.

The tar command creates a tape archive file. It creates a single tar_file that contains all the files
listed. The tar command allows a user to write several files to a single location, be it another file or
removable media, etc. The tar command does not alter the original files.

Command Format

tar [ctxvf] [tar_file] files

Options/Arguments/Variables
c
t

X

tar_file

files

Example(s)
%tar cvf /jaz/rogapps.tar.<CR>

%tar tvf krex.tar<CR>

%tar xvf /jaz/users.tar<CR>
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Description
Create a tape archive, a tar file.

List table of contents of tape archive to screen.

Extract the file-list from a tape archive to the user’s
current directory.

Verbose. Echo file names to screen at completion.

Use the tar_file listed as the name of the tar file. Must
immediately precede the tar_file name.

The device name or file name where the tar file will
be written. If omitted, then the device indicated by

the TAPE environment variable is the default. The

tar_file must follow immediately the —f option.

Names of files or directory to run the tar program on.

Output Description

Archive all files from the current directory to a file
named “rpgapps.tar” on the Jaz disk cartridge
(mounted at /jaz).

Lists a table of contents of the files in the krex.tar file
echoed to screen.

Extract all user account directories in the “users.tar”
file to the current directory. While extracting the
verbose option lists to screen the file names.



NWS EHB 6-525

Command
compress

The compress command compresses a file to use less disk space. The old file name is replaced
with the original file name and a .Z extension. If the original file will not become smaller it will not
be compressed.

Command Format

compress file

Options/Arguments/Variables Description

file The name of the file to be compressed.

Example(s) Output Description

%compress mscf users.tar<CR> The file mscf users.tar will be compressed. New file

name will be mscf users.tar.Z.

Command
uncompress

The uncompress command restores a previously compressed file. The previously compressed file
must have the extension, “.Z”. The restored file has the same file name without the “.Z” extension.

Command Format

uncompress file.Z

Options/Arguments/Variables Description

file.Z The path name of the file to be restored with a .Z
suffix.

Example(s) Output Description

%uncompress krex.tar.Z<CR> The compressed file krex.tar.Z will be restored to its

original state. The file retains its original file name
which is krex.tar.
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Command

gzip

The gzip command makes a separate compressed file for each file named. The new files have the
same names as before with the suffix .gz added. Compression is always performed, even if the
compressed file will be slightly larger than the original. The gzip command preserves the mode,
ownership and time stamps of files when compressing or decompressing. The same command with

a —d option is used to decompress files.

Command Format

gzip [-cdtv] file

Options/Arguments/Variables

—-C

—d

—t

-V

file

Example(s)

%gzip -tv /export/home/
krez/*.tar<CR>

%gzip -dt *.tar.gz<CR>

Command

ufsdump

Description

Write output on standard output; keep original files
unchanged.

Decompress the files with the .gz suffix.
Test. Check the compressed file integrity.

Verbose. Display the name and percentage reduction
for each file compressed or decompressed.

Name of file to gzip.

Output Description

Compress all the tar files in the /export/home/krex
directory. Test file integrity after compression, and
write file names and percentage reduction to screen as
occurs. Each file has a .gz suffix added to its name.

Decompress all *.tar files with the .gz suffix. Test for
file integrity after decompression. Uncompressed
files will not have a .gz suffix.

The ufsdump command allows software to be backed up individually for each file system. This
allows software to be restored individually for each file system. Thus, restoration of one file system
can be done without having to restore all file systems at the same time. If no options are given, the

defaults are 9uf and /dev/rmt/@n.
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Command Format

ufsdump [0-9] [cu] [f dump_file] files—to—dump

Options/Arguments/Variables Description
0-9 The dump level. A level O copies the entire file

system. For numbers 1 through 9, it dumps all files
that have been modified since the last usfdump at a
lower dump level. The lower the level number, the
more complete the dump.

c Sets the defaults for a cartridge media.

u Update the dump record. Add an entry to the file
/etc/dumpdates for each file system successfully
dumped that includes file system name, date, and
dump level.

f dump _file Use dump _file as the file or device to dump to,
instead of /dev/rmt/@n which is the default.

files—to—dump Specifies the files to dump. Can be a whole file
system, or a directory. This is a required entry.

Example(s) Output Description
%ufsdump QGucf /jaz/exp_home This will complete a level 0 dump of the
/export/home <CR> /export/home file system to a file named exp_home

onto the Jaz disk cartridge. Also updates the dump
record when completed successfully.

Command
ufsrestore

The ufsrestore command restores files from backup media created with the ufsdump command. If
no dump _file is named, then /dev/rmt/@ is used to restore from.

Command Format

ufsrestore [tvx] [f dump file] filename

Options/Arguments/Variables Description

t Table of contents. List each file name that appears on
the media.

v Verbose. Displays the name and inode number of

each file it restores, preceded by a file type.
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Options/Arguments/Variables Description
X Extract the named files from the media. If no files are

named, the root directory is extracted.

f dump _file Use dump _file instead of /dev/rmt/@ as the file or
device to restore from.

filename Specifies the pathname of files to be restored to disk.

Example(s) Output Description

%ufsrestore xvf /jaz/ This will restore all files from the exp_home file on

exp_home<CR> the Jaz disk cartridge and place them in the user’s

current directory. The verbose option displays these
file names as they are restored.

4.3.43.12  Networking. The following commands are discussed in this section:

e telnet
* ping
o ftp
e ssh
o sftp
Command
telnet

The telnet command is a command-line terminal interface to a remote host. It allows the client to
communicate with another host using the TELNET protocol. The RPG hostnames are listed in the
/etc/hosts file. The client must have an account on the remote host system. After connecting, the
client is prompted for a login name and password. Telnet is inherently non—secure, because the
entire session, including the login name and password, is transmitted in clear text from the client to
the remote system.

Command Format

telnet host
Options/Arguments/Variables Description
host The remote host or the IP—address of the remote host

that the user wants to communicate with. If only a
host is specified, it must be referenced to an [P-ad-
dress in the user’s local /etc/hosts file.
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Example(s) Output Description

%telnet krex<CR> Establishes a telnet session with the remote host krex.
Command
ping

The ping command sends ICMP Echo Request packets to host once per second. Each packet that is
echoed back via an ICMP Echo Response packet is written to the standard output, including
round-trip time. By default (when packet-size is not specified), the size of transmitted packets is 64
bytes. The minimum value allowed for packet-size is 8 bytes, and the maximum is 4095 bytes.

Command Format

ping [-s] host [packetsize]

Options/Arguments/Variables Description
- Causes ping to send one datagram per second and

display one line of output for every Echo_Response
that it receives. To quit, enter <Ctrl> C.

host The network remote host or the IP—address of the re-
mote host. If only a host name is specified, it must be
referenced to an IP-address in the local /etc/hosts file.

packetsize The size of the transmitted packet, in bytes.
Example(s) Output Description
%ping roc4<CR> If the host roc4 responds, the feedback is roc4 is

alive, otherwise after time—out, the feedback is no
answer from roc4.

Command
ftp

The ftp command is a user interface to the File Transfer Protocol. The ftp command transfers files
between the local client host and a remote server host. If the server host is specified, ftp
immediately opens a connection to the server host. Otherwise, ftp waits for command input from
the user. After a connection is open, the user is prompted for a user name and password. To exit
from ftp, type quit<CR> at the ftp prompt.

4-73



NWS EHB 6-525

Command Format

ftp [host]
Options/Arguments/Variables Description
host The network remote host or the IP—address of the
remote host. If only a host is specified, it must be
referenced to an IP—address in the user’s local
/etc/hosts file.
Example(s) Output Description
% ftp roc4<CR> Establishes an ftp session with a remote host called
roc4.
Command
ssh

The ssh (SSH client) is a program for logging into a remote machine and for executing commands
on a remote machine. The ssh command establishes a secure client/server terminal session for
transmitting data over a network (e.g., secure remote login). The terminal session is deemed secure,
because the entire session is encrypted, including the transmission of the login name and password
information. Also, all the data transmitted during the session is encrypted. The server ssh program
running on the remote machine permits or denies incoming connections. The client ssh program
running on your local machine makes the connection requests to the remote host computer. A key
based authentication exchange is made for each session to make both the server and the client prove
their identities. The first time a client connects to a remote host, the remote host provides its public
key to the client. Assuming the client agrees to the connection, the client will then store the public
key of the remote host in its known_hosts file. Each time a client connects to that particular remote
host, the ssh client program checks the known_hosts file for the existence of a public key for the
remote host. If the key differs, then a warning message will appear, and the connection will be
refused at the remote host. A host’s public key will change if the operating system is reloaded.

Command Format

ssh [-Ilogin name or user host] hostname

Options/Arguments/Variables Description
-1 (lowercase L) Option to specify the remote log in user name or ac-

count name to be used for this session.

user Argument for -1 option to provide the user name of
login (e.g., user would be replaced with appropriate
account name such as jdoe or jsmith for example).
The user must be a valid login name or user account
on the remote host.
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Example 1 - Continued Output Description
hostname The network remote hostname or the IP address of the

remote host. If only a hostname is specified, it must
be referenced to an IP address in the location /etc/

hosts file.

From RPG processor command line first ~ The feedback from the RPG client ssh program would

time ssh connection to mscf: be similar to:

%ssh-1 jsmith mscf<CR> The authenticity of host ’'mscf
(172.25.XXX.26)' can’'t be estab-
lished.

RSA key fingerprint is
a6:54:d3:38:ab:£f8:d4:6b:3b:73:56:8f:
96:d0:4c:94.

Are you sure you want to continue
connecting (yes/no)?

7%yes<CR> The user must answer yes and press the <CR> key to

establish the connection.

The continued feedback from the RPG client ssh pro-
gram would be similar to:

Warning: Permanently added
'mscf,172.25.XXX.20’' (RSA) to the
list of known hosts.

This means the public key for the mscf remote host
has been added in the known_hosts file for the RPG
processor. The directory location for the file
known_hosts is /export/home/v1.2/.ssh/.
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Example 2

From RPG processor command line after
mscf was loaded with a new build or had
its operating system reloaded (e.g., some-
thing changed the mscf’s public key), and
the RPG processor’s known_hosts contains
the mscf’s old public key:

%ssh -1 jsmith mscf<CR>

%rm/export/home/v1.3/.ssh/
known_hosts<CR>
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Output Description

The feedback from the RPG client ssh program would
be:

QeeQeeeQEe@e@Ee@e@Ee@e@eQe@eQe@e@eQea
eeeeeeQeeeQeeeeeeeeeeQee@eQeQea
eeeQeaa

@ WARNING: REMOTE HOST IDENTIFI-
CATION HAS CHANGED! @
eeeQeeeQEee@ee@e@ee@e@ee@eeQe@e@eQQ@ea
QeeeeeQEee@ee@e@ee@e@ee@ee@e@e@eQ@@ea
eeeeeaa

IT IS POSSIBLE THAT SOMEONE IS DOING
SOMETHING NASTY!

Someone could be eavesdropping on
you right now (man—-in—-the-middle at-
tack)!

It is also possible that the RSA
host key has just been changed.

The fingerprint for the RSA key sent
by the remote host is
a6:54:d3:38:ab:f8:d4:6b:3b:73:56:8f:
96:30:4c:94.

Please contact your system adminis-
trator.

Add correct host key in export/
home/v1.3/.ssh/known hosts to get
rid of this message.

Offending key in /export/
home/v1.3/.ssh/known_hosts:1

RSA host key for mscf has changed
and you have requested strict check-
ing.

Host key verification failed.

This command will remove all the public keys at the
RPG. The next ssh session to a remote host will ini-
tialize the known_hosts file and add that remote host’s
public key.
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Command
sftp

The sftp command establishes a secure file transfer session for exchanging files over a network.
The program provides for interactive file transfer, similar to ftp, except all operations are done over
an encrypted connection. Key based authentication is used for each session to make both the server
and the client prove their identities. The first time a client connects to a remote host, the remote host
provides its public key to the client. Assuming the client agrees to the connection, the client will
then store the public key of the remote host in its known_hosts file. Each time a client connects to
that particular remote host, the ssh client program checks the known_hosts file for the existence of a
public key for the remote host. If the key differs, then a warning message will appear, and the
connection will be refused at the remote host. A host’s public key will change if the operating
system is reloaded. Reference the examples provided with the ssh command for how the key
exchange is handled for the first connection versus subsequent connections.

Command Format

sftp [host]

Options/Arguments/Variables Description
host The network remote host or the IP address of the re-

mote host. If only a host is specified, it must be refer-
enced to an IP address in the user’s local /etc/hosts
file.

4.3.4.3.13  Miscellaneous User Commands. The following commands are discussed in this
section:

o tip

e who

e whoami
e passwd
e cal

* date
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Command
tip

The tip command establishes a full-duplex terminal connection to a remote host. Once the
connection is established, a remote session using tip behaves like an interactive session on a local
terminal. Each host has a default baud rate for the connection, and this needs to be specified on the
command line.

When tip connects to a remote system, it opens the associated device with an exclusive call. Thus
only one user at a time may access a device. This is to prevent multiple processes from sampling the
terminal line.

During the session, a tilde (~) appearing as the first character of a line is an escape signal which
directs tip to perform some special action. The ~. escape sequence is recognized by tip to drop the
connection and exit. The user may still be logged into the remote host as was the case in Example 2
below.

Command Format

tip [speed] [host]

Options/Arguments/Variables Description

host The device name connected to a remote host. This
can also be a hostname as defined in the etc/remote
file.

Example 1 Output Description

From RPG channel 2 processor command  If this is the first tip session made to the LAN switch,
line to connect to the RPG channel 2 LAN since the last time it was booted. The feedback would
switch: be similar to:

%tip —-960Q /dev/cua/5<CR>

connected
NOTE Press RETURN to get started!
The above command is used if the $SYS—-5-CONFIG I: Configured from
Console Server Port modification memory by console
has been installed. If it has not $SYS-5-RESTART: System restarted ——
been installed, connect the Cisco Cisco Internetwork Operating System
cable and adapter to I/O Panel J8 Software
per paragraph 6.6.10.2 and enter IOS (tm) C2900XL Software
the following: tip 9699 (C2900X1-H2-M), Version
/dev/cua/3<CR> 11.2(8.5)SA6, MAINTENANCE INTERIM
SOFTWARE
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Example 1 Output Description

Copyright (c) 1986-1999 by cisco
Systems, inc.

Compiled Fri 08-Oct-99 12:44 by
cchang

C2900XL INIT: Complete

There will also be a number of status messages for
each interface. A few are shown here for the exam-
ple:

$LINK-3-UPDOWN: Interface FastEther-
net0/18, changed state to down
$LINEPROTO-5-UPDOWN: Line protocol
on Interface FastEthernet
$LINEPROTO-5-UPDOWN: Line protocol
on Interface FastEthernet0/3,
changed state to down
$LINK-3-UPDOWN: Interface FastEther-
net0/3, changed state to up
FastEthernet0/12, changed state to

up

WARNING!!! THIS IS A U.S. GOV COMPUTER SYS-
TEM FOR AUTHORIZED USE ONLY. GOVERNMENT
COMPUTER SYSTEMS MAY BE MONITORED FOR ALL
LAWFUL PURPOSES,INCLUDING TO ENSURE THAT
THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF
THE SYSTEM, TO FACILITATE AGAINST UNAUTHO-
RIZED ACCESS, AND TO VERIFY SECURITY PROCE-
DURES, SURVIVABILITY, AND OPERATIONAL SE-
CURITY. USING THIS SYSTEM CONSTITUTES CON-
SENT TO MONITORING. ALL INFORMATION, IN-
CLUDING PERSONAL INFORMATION, PLACED ON OR
SENT OVER THIS SYSTEM MAY BE OBTAINED DUR-
ING MONITORING. UNAUTHORIZED USE COULD RE-
SULT IN CRIMINAL PROSECUTION.

Password:
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Example 2 Output Description

From RPG channel 2 processor command  If a tip session has been made to this host and the host
line to connect to the RPG channel 2 LAN has not timed out from previous tip session, the feed-

switch: back may be similar to:
%tip —-9600 /dev/cua/5<CR> connected
NOTE lan2>

The above command is used if the
Console Server Port modification
has been installed. If it has not
been installed, connect the Cisco
cable and adapter to I/O Panel J8
per paragraph 6.6.10.2 and enter
the following: tip -96Q0Q
/dev/cua/3<CR>

Command
who

The who command lists the user’s name, terminal line, login time elapsed time since input activity
occurred on the line, the user’s hostname, and the PID of the shell for each current system user.

Command Format

who [am i]
Options/Arguments/Variables Description
am i Limits the output to information about the invoking
user. The command who am i reports the initial login
name. For example: after logging in, a user has
switched user names, then the who am i command
displays the logged in user name.
Example(s) Output Description
% who<CR> Displays information about any users on the current
machine.
% who am i<CR> Displays information describing the initial login user .
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Command
whoami
The whoami command displays the current user name.

Command Format

whoami
Options/Arguments/Variables Description
None
Example(s) Output Description
%whoami<CR> List the current user name.
Command
passwd

The passwd command allows the user to change their user password. For security purposes the
password should be routinely changed and software is configured to require a change every 90 days.

User—generated passwords are required to have the following characteristics:

e Be at least eight characters in length

¢ Passwords must contain at least one of each of the following: uppercase, lowercase, number,
and special character.

¢ Six characters of a password may only occur once.

¢ No null or blank characters may be used.

¢ No consecutive numbers or letters.

e Users should not use a password that is the same as the USERID or user’s name.

* Must not be related to any easily identifiable personal information (such as birthdays, names,
etc.) or words that appear in the dictionary, project names, or other acronyms.

¢ May not be a password that was used within the previous nine password changes.
e Differ from the old password by at least three characters.

Command Format

passwd [user]

Options/Arguments/Variables Description
user The login id of another user. This option is allowed

only to the Superuser, normally the system
administrator. If user is omitted, the system defaults
to the invoking user’s login name.
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Example(s) Output Description

%exit<CR> (only required at The exit command removes the user from the
MSCF and RPG) applications shell. The passwd command starts the

%passwd<CR> passwd utility to change the password for the logged

in user. If there is an old password, the user is
prompted for it. Then the passwd utility prompts for
the new password twice. The csh command places
the user back into the applications shell.

%csh<CR> (only required at
MSCF and RPG)

Command
cal

The cal command displays a calendar. When used by itself, the cal command displays the current
month and year. The year can be between 1 and 9999. The month is a decimal number between 1
and 12.

Command Format

cal [month year] [year]

Options/Arguments/Variables Description
month year If a month and year is specified, a calendar for that
month and year is printed
year If a year is specified, the specified calendar year is
printed.
Example(s) Output Description
%cal<CR> Prints the calendar for the current month and year.
%cal 2 1977<CR> Prints a calendar for February 1977.
%cal 2004<CR> Prints an annual calendar for the year 2004.
Command
date SU

The date command displays or sets the current system clock date and time. Used by itself current
local system date and time is displayed. Only the Superuser can change the date on the system.
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Command Format

date [-u] [[mmdd]HHMM]yy]][.SS]

Options/Arguments/Variables Description

-u Displays or sets the current date and time in Green-
wich Mean Time (GMT).

mmddHHMM Set the month, day, hour, minutes.

yy Last two digits of year. Sets the year; must be used
with the mmddHHMM option.

.SS Sets the seconds, notice it is preceded with a period
().

Example(s) Output Description

#date<CR> Gives the current date and time in default format.

#date -u<CR> Displays the current date and time in GMT.

#date 10080045<CR> Set the date and time as Oct. 8, 12:45 a.m. The year
has been left off and the default is the current year.

#date -u 1234.56<CR> Sets the system time to GMT time of 12:34:56. The

month, day, and year have been omitted and the
default is the current month, day, and year.

4.3.43.14  Miscellaneous System Administrator Commands. The following commands are
discussed in this section:

e su

e sync

* reboot
e init

e halt

e Kill

e crontab
e snoop
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Command
su SU

The switch su command allows one user to become another user without logging out. Used by
itself the default name is root (i.e., Superuser). Appropriate passwords must be known by the user.
Normally used only by the system administrator.

Command Format

su [-] [user]

Options/Arguments/Variables Description

- If the dash (-) option is specified, the environment is
passed along unchanged, as if the user has actually
logged in as the specified user.

user The specified user name the current user wants to
switch to.
Example(s) Output Description
%su<CR> Change the current user to Superuser (root).
%su roc4<CR> Change the current user to the new user roc4.
Command
sync SU

The sync command causes all information in memory that should be on disk to be written out, thus
ensuring all file modifications are saved to disk. Normally used only by the system administrator.

Command Format

sync

Options/Arguments/Variables Description

None

Example(s) Output Description

#%sync<CR> Causes all changes made to files to be written to disk.
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Command
reboot SU

The reboot command restarts the kernel. First, reboot performs a sync operation and then a
multi—user reboot is initiated. Must be a Superuser to reboot. Used by itself the system reboots and
the user is returned to a CDE Login screen. Normally used only by the system administrator.

Command Format

reboot [—— 1]

Options/Arguments/Variables Description
— - The double dashes (—-) tell the system to ignore any

reboot options and then gives a boot argument of —r
which causes the system to look for newly installed
hardware when booting.

Example(s) Output Description
#reboot<CR> System reboots and the user is returned to a CDE

Login screen.

#reboot —— -r<CR> Reboot the system in reconfiguration mode. Causes
the system to look for newly installed hardware.

Command
init SU

The init command is a general process spawner. Its primary role is to create processes from a script
stored in the file /etc/inittab. The init considers the system to be in some run level at any given
time. A run level can be viewed as a software configuration of the system, where each configuration
allows only a selected group of processes to exist. The processes spawned by init for each of these
run levels are defined in the inittab file. Must be Superuser to execute. Normally used only by the
system administrator.

Command Format

init [1-6] [s]
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Options/Arguments/Variables Description
g-6 0 Firmware/boot PROM level. When complete,

user is presented with an ok prompt.

1 System administrative mode. No users logged in,
but all files systems mounted and accessible to
system administrator.

2 Multi—user mode without network support.
3 Multi—user mode with network support (default).
4 Alternative multi—user environment configuration.
5 Shuts machine down so it is safe to power off.
6 Stops operating system and reboots to the default
init state. Returns user to CDE Login screen.

S Single—user mode.

Example(s) Output Description

#init 6<CR> Performs a system reboot. This procedure is com-

plete. When the system boots, the system re—starts
automatically and returns the user to a CDE Login
screen.

Command
halt SU

The halt command halts the processor. It is part of powering off. It performs a sync and then stops
the processor. After execution, the power button to the computer can be shut off. Must be
Superuser to execute. Normally used only by the system administrator.

Command Format

halt

Options/Arguments/Variables Description

None

Example(s) Output Description

#halt<CR> Performs a sync then halts the processor. Computer is

ready to be powered off.
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The Kill command sends a signal to each process specified by a process identification number.
Normally used only by the system administrator.

Command Format

kill [-9] PID
Options/Arguments/Variables Description
-9 Abrupt and immediate kill.
PID Process identification number.
Example(s) Output Description
%kill 6135<CR> Signals PID 6135 to terminate. This gives the process
an opportunity to exit gracefully (removing temporary
files, etc.).
%kill -9 235<CR> Signals PID 235 for an abrupt (-9) kill.
Command
crontab SU

The crontab command manages a user to copy, create, list, and removing crontab files. If invoked
without options, crontab copies the specified file, or the standard input if no file is specified, into a
directory that holds all users’ crontabs. It manages a file commonly called cronfile for the system
administrator. When utilized, cronfile automatically executes scheduled jobs on a regular basis.

Command Format

crontab [-elr] [file]

Options/Arguments/Variables Description
—-e Opens the crontab file for editing, or creates an empty

file to edit if crontab does not exist. When editing is
completed and saved the file is installed as the user’s
crontab file.

-1 Lists the jobs contained in the crontab file.
- Remove the crontab file from the crontab directory.
file Create or replace the crontab file by copying the

specified file, into the crontab directory.
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Example(s) Output Description
%crontab cronfile<CR> Submit the cronfile file to cron.
%crontab -r<CR> Remove the cronfile file from cron.
Command
snoop SU

The snoop command captures packets from the network and displays their contents. A sSnoop
uses both the network packet filter and streams buffer modules to provide efficient capture of
packets from the network. Captured packets can be displayed as they are received, or saved to a file
for later inspection. If used by itself, SNnOOp captures all packets and displays them as they are
received. Normally used only by the system administrator.

Command Format

snoop [-d device] [host]

Options/Arguments/Variables Description
—d device Receive packets from the network using the interface

specified by device.

host To display packets only transmitted or received by the
host specified.

Example(s) Output Description
#snoop<CR> Capture all packets and displays them as they are

received. To quit enter <Ctrl> C.

#snoop -d hmed roc4<CR> Captures all packets to or from host roc4 on the
network hme@.

4.3.5 USE OF VI

One of the text editor on the Unix system is vi. vi is a text editor program that can be used to create
and modify text files.

The key to learning vi is to always keep in mind the difference between edit—text mode and
command mode.

In the command mode, as its name implies, a user issues commands to edit files, save files, and exit
Vi.
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While in the edit—text mode, typed characters are displayed on the screen, whereas in command
mode, typed characters do not appear on the screen.

By far the most frequent problem new vi users have is confusion over the current mode. The user
forgets they are in edit—text mode, and so the user’s commands are not obeyed and entered as text to
the document being edited.

To open a (new or existing) file for editing type vi filename<CR> at the command prompt. The
vedit filename<CR> may be used by people new to using the vi editor. If the filename already
exists, the file is opened for editing.

The vedit command is intended for beginners. It is the same as vi except that the showmode is set.
The showmode informs the users which specific command mode is being used currently. This
default make it easier to learn how to use vi.

To escape edit—text mode and enter command mode, press the <ESC> key. Commands such as a
(append), o (new line) and i (insert) place the user in edit—text mode.

Basic vi commands. The bare—bones set of command mode commands are introduced below.

Command( s) Description

Append to right of current cursor position.
o Create new blank line to add text.
i Insert text to left of current cursor position.
h or left arrow key Move cursor one character to left.
j or down arrow key Move cursor one line down.
K or up arrow key Move cursor one line up.

| or right arrow key Move cursor one character to right.

w Move cursor one word to right.

b Move cursor one word to left.

%] Move cursor to beginning of line.
$ Move cursor to end of line.

nG Move cursor to line n.

<Ctrl> f Scroll forward one screen.
<Ctrl> b Scroll backward one screen.

dw <ESC> Delete current word.

cw <ESC> Change current word.

r Change current character.

~ Change case (upper—, lower—) of current character.
dd Delete current line.
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Command( s) Description
Delete portion of current line to right of the cursor.

X Delete current character.
Undo the last command.

Repeat the last command.

J Combine (join) next line with this one.

:w<CR> Write file to disk, stay in vi.

:q!<CR> Quit VI, do not write file to disk.

:w(!<CR> or ZZ<CR> Write file to disk, quit vi.

:r filename<CR> Read in a copy of the specified file to the current buffer.
/string<CR> Search forward for string.

?string<CR> Search backward for string.

n Repeat the last search (next search).

When the user needs to insert a control character (") into a text document, while in insert—-text mode,
press <Ctrl> v first. For example, to insert a G into the file being edited, type <Ctrl> v then "G.

One of vi’s advantages is easy cursor movement. Since the keys h,j,k,]1 are adjacent and easily
accessible with the fingers of the right hand, a user can quickly reach them to move the cursor,
instead of using the directional arrow keys as with many other editors (though they can be used in vi
t00).

Many of the commands can be prefixed by a number. For example, 3dd means to delete
(consecutive) three lines, starting with the current one. As an another example, 4cw deletes the next
four words.
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Section 4.4. Controls and Indicators

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

4.4.1 GENERAL.

All of the external controls and indicators for the RPGPCA Group (UD70), and the MSCF
Workstation (UD71/UD79) are identified, located, and described in this section. (All of the internal
controls and indicators for the RPGPCA and the MSCF Group components are identified as needed
for fault isolation in Section 6.3 and 6.4.) This section provides figures and tables for use in the
identification, location, and description of the RPG equipment external controls and indicators. The
tables contain the following information in columns:

4.4.1.1 Figure and Index No. Column. Figure and Index No. column: the numbers refer to the
specific controls or indicators called out in the designated figure.

44.1.2 Control/Indicator Nomenclature Column. Control/Indicator Nomenclature (Type)
column :lists panel nomenclature of the controls or indicators and their type.

4.4.1.3 Function Column. Function column: describes the purpose of each control or indicator.

4414 Normal Position/State Column. Normal Position/State column: lists the normal
position/state of each control or indicator.

4.4.2 REMOTE RDA MAINTENANCE TERMINAL UD32.

For convenience due to proximity, the Remote RDA Maintenance Terminal UD32 (Figure 1-4), is
considered part of the RPG group for NWS redundant systems. Its controls and indicators are
located on the following equipment:

* Dual A/B Switch (Black Box) UD32A2

e STATMUX (Penril VCX-150) UD32A3

* Dial Port Modem (Codex 326x) UD32A4 (Stand Alone)
* RRRAT CPU (Compaq) UD32A9

e RRRAT Monitor (Compaq) UD32A10

¢ RRRAT Keyboard UD32A11

4.42.1 Remote Maintenance Terminal (Compaq) UD32A10 Controls and Indicators. See

Figure 4-10 and refer to Table 4-3 for a description of the Remote Maintenance Terminal controls
and indicators.
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4422 Dual A/B Switch (Black Box) UD32A2 Controls and Indicators. See Figure 4-11 and
refer to Table 4-4 for a description of the Dual A/B Switch controls.

4.4.2.3 STATMUX (Penril VCX-150) UD32A3 Controls and Indicators. See Figure 4-12 and
refer to Table 4-5 for a description of the STATMUX controls and indicators.

4424 Dial—port Modem (Codex 326x) UD32A4 Controls and Indicators. See Figure 4-13
and refer to Table 4-6 for a description of the Dial-port modem controls and indicators.

443 RPG PROCESSOR/COMMUNICATIONS ASSEMBLY CABINET UD70/170.

The controls and indicators for the RPGPCA cabinet UD70 (Figure 1-3) are located on the
following equipment:

e BDDS Processor (Sun Ultra 5) UD70A1

* Router (Cisco 3640) UD70A2

e KVM Switch (Raritan SMX18) UD70A3

e RPG 17-Inch Monitor (Sun) UD70A4

e RPG Keyboard and Mouse (Sun) UD70A5/A6

e RPG Processor (Sun Ultra 10) UD70A7

» Storage Device (Iomega Jaz) UD70A8/UD70A9
e Power Administrator (APC MasterSwitch) UD70A10
e UPS (APC SmartUPS 1400) UD70A11

* RDA/RPG Gateway (Polycom) UD70A12

e LAN Switch (Cisco 2924) UD70A13

e Dial Port Modem (Codex 3262) UD70A14A1-A4 and Dedicated Port Modem
(Codex 3263) UD70A14A5-A21

* Dedicated/Dial Modem Rack Assembly (Codex 326X) UD70A14
e Communication Server (PTI MPS 800) UD70A15/A16/A17

e Channel Service Unit UD70A18

e Short Haul Modem UD70A19

e RS-232/RS-422 Converter (Black Box) UD70A20

e AC Power Distribution Panel UD70A22

e RMS Power Administrator (Baytech RPC-5) UD70/170A28 and UD70/170A29
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4.43.1 BDDS Processor (Sun Ultra 5) UD70A1 Controls and Indicators. See Figure 4-14 and
refer to Table 4-7 for a description of the Sun BDDS Processor controls and indicators.

4432 Router (Cisco 3640) UD70A2 Controls and Indicators. See Figure 4-15 and refer to
Table 4-8 for a description of the Cisco Router controls and indicators.

4433 KVM Switch (Raritan SMX18) UD70A3 Controls and Indicators. See Figure 4-16 and
refer to Table 4-9 for a description of the Raritan KVM Switch controls and indicators.

4434 RPG 17-Inch Monitor (Sun) UD70A4 Controls and Indicators. See Figure 4-17 and
refer to Table 4-10 for a description of the Sun RPG 17-Inch Monitor controls and indicators.

4435 RPG Keyboard and Mouse (Sun) UD70A5/UD70A6 Controls and Indicators. See
Figure 4-18 and refer to Table 4-11 for a description of the Sun RPG Keyboard and Mouse controls
and indicators.

4.4.3.6 RPG Processor (Sun Ultra 10) UD70A7 Controls and Indicators. See Figure 4-19 and
refer to Table 4—-12 for a description of the Sun RPG Processor controls and indicators.

4.43.7 Storage Device (Iomega Jaz) UD70A8 and UD70A9 Controls and Indicators. See
Figure 4-20 and refer to Table 4-13 for a description of the Storage Device controls and indicators.

4.43.8 Power Administrator (APC MasterSwitch) UD70A10 Controls and Indicators. See

Figure 4-21 and refer to Table 4-14 for a description of the APC Power Administrator controls and
indicators.

4439 UPS (APC SmartUPS 1400) UD70A11 Controls and Indicators. See Figure 4-22 and
refer to Table 4-15 for a description of the APC UPS controls and indicators.

443.10  RDA/RPG Gateway (Polycom) UD70A12 Controls and Indicators. See Figure 4-23
and Table 4-16 for a description of the Polycom RDA/RPG Gateway controls and indicators.

44.3.11 LAN Switch (Cisco 2924) UD70A13 Controls and Indicators. See Figure 4-24 and
refer to Table 4—-17 for a description of the Cisco LAN Switch controls and indicators.

4.43.12  Dedicated/Dial Modem Rack Assembly (Codex 326X) UD70A14 Controls and
Indicators. See Figure 4-25 and Figure 4-26 and refer to Table 4-18 for a description of the
Dedicated/Dial Modem Rack Assembly controls and indicators and the backplane.

44.3.13 Dial Port Modem (Codex 3262) UD70A14A1-A4 and Dedicated Port Modem (Codex
3263) UD70A14A5-A21 Controls and Indicators. See Figure 4-27 and refer to Table 4-19 for a
description of the Dial/Dedicated Port Modem controls and indicators.

4.4.3.14 Communication Server (PTI MPS 800) UD70A15, UD70A16, UD70A17 Controls and
Indicators. See Figure 4-28 and refer to Table 4-20 for a description of the PTT Communication
Servers controls and indicators.

4.43.15 Channel Service Unit (CSU) UD70A18 Controls and Indicators. See Figure 4-29 and

refer to Table 4-21 for a description of CSU controls and indicators.

4.43.16 Short Haul Modem UD70A19 Controls and Indicators. See Figure 4-30 and refer to
Table 4-22 for a description of the Short Haul Modem controls and indicators.
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4.4.3.17 RS-232/RS-422 Converter (Black Box) UD70A20 Controls and Indicators. The
RS-232/RS-422 Converter is used in the RPGPCA only if the RPG is collocated with the PUP. See
Figure 4-31 and refer to Table 4-23 for a description of the RS-232/RS-422 Converter indicators.

4.4.3.18 AC Power Distribution Panel UD70A22 Controls and Indicators. See Figure 4-32 and
refer to Table 4-24 for a description of the AC Power Distribution Panel controls and indicators.

4.4.3.19 RMS Power Administrator (Baytech RPC-5) UD70/170A28/A29 Controls and
Indicators. See Figure 4-33 and refer to Table 4-25 for a description of the Baytech RMS Power
Administrator controls and indicators.

4.4.4 MSCF WORKSTATION UD71.

The controls and indicators for the MSCF Workstation UD71 (Figure 1-5) are located on the
following equipment:

e MSCEF Processor (Sun Ultra 5) UD71A1

e 21-Inch Monitor (Sun) UD71A2

* Keyboard and Mouse (Sun) UD71A3 and UD71A4

e MSCF Dedicated—port Modem (Codex) UD71AS (DoD and FAA only)
* Backup Storage Device (Iomega Jaz) UD71A6

e Frame Relay Hub Router UD75 (DoD and FAA only)

4441 MSCEF Processor (Sun Ultra 5) UD71A1 Controls and Indicators. See Figure 4-34 and
refer to Table 4-26 for a description of the Sun MCSF Processor controls and indicators.

4442 21-Inch Monitor (Sun) UD71A2 Controls and Indicators. See Figure 4-35 and refer to
Table 4-27 for a description of the Sun MSCF 21-Inch Monitor controls and indicators.

4443 Keyboard and Mouse (Sun) UD71A3/UD71A4 Controls and Indicators. See
Figure 4-18 and refer to Table 4-11 for a description of the Sun Keyboard and Mouse controls and
indicators.

4.4.4.4 MSCF Dedicated—port Modem (Codex) UD71AS Controls and Indicators. A
Dedicated—port modem is used at the MSCF with a Distant MSCF at DoD and FAA sites. See
Figure 4-36 and refer to Table 4-28 for a description of the Dedicated—port Modem controls and
indicators.

4.4.4.5 Backup Storage Device (Iomega Jaz) UD71A6 Controls and Indicators. See
Figure 4-37 and refer to Table 4-29 for a description of the Jaz Backup Storage Device controls and
indicators.

4.4.4.6 Frame Relay Hub Router (Cisco 2621 XM) UD75. A router is used at the MSCF with
some DoD and FAA sites. See Figure 4-38 and refer to Table 4-30 for a description of the Frame
Relay Hub Router controls and indicators.
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4.4.5 PRINTER UD79.

The MSCF Color Printer UD79 is normally located near the vicinity of the MSCF Workstation
(Figure 1-5). The controls and indicators for the Printer Group are located on the following
equipment:

e MSCEF Color Printer (Xerox/Tektronix Phaser 750) UD79A1

4451 MSCEF Color Printer (Xerox/Tektronix Phaser 750) UD79A1 Controls and Indicators.
See Figure 4-39 and refer to Table 4-31 for a description of the Xerox/Tektronix Color Printer
controls and indicators.
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Figure 4-10. Remote Maintenance Terminal (Compaq) UD32A10
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Table 4-3. Remote Maintenance Terminal (Compaq) UD32A10 Controls and Indicators

Control/Indicator Normal

Figure 4-10 Nomenclature Position/
Index No. (Type) Function State

1 Power Switch Provides power to terminal. ON

2 Power LED Indicates power situation. ON

3 Contrast Control Adjusts the contrast. N/A

4 Brightness Control Adjusts the overall screen brightness. N/A

5 On Screen Display Menu Controls picture image. Refer to N/A

Button

RRRAT User’s Guide for complete
description of each menu function.
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BLACK BOX ABC SWITCH

(FRONT VIEW) (REAR VIEW)
NX{1804

Figure 4-11. Dual A/B Switch (Black Box) UD32A2
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Table 4-4. Dual A/B Switch (Black Box) UD32A2 Controls and Indicators

Control/Indicator Normal
Figure 4-11 Nomenclature Position/
Index No. (Type) Function State

1 A/B The “A” position switches application and Set to
system ports of NWS RDA Channel 1 active
(UD105) to the Remote RDA Maintenance channel.
Terminal/CPU UD32A10/A9.
The “B” position switches application and
system ports of NWS RDA Channel 2
(UDS) to the Remote RDA Maintenance
Terminal/CPU UD32A10/A9.

2 Al UD32A2A1 port connects to the NWS RDA N/A
channel 1 (UD105) via STATMUX
UD32A3 Port 1.

3 A2 UD32A2A2 port connects to NWS RPG N/A
Channel 1 (UD105) via STATMUX
UD32A3 Port 2.

4 B1 UD32A2B1 port connects to NWS RDA N/A
Channel 2 (UDS5) via STATMUX UD32A3
Port 3.

5 B2 UD32A2B2 port connects to the RDA N/A
Channel 2 UDS via STATMUX UD32A3
Port 4.

6 C1 UD32A2C1 port connects to CPU UD32A9 N/A
Comm Port B.

7 C2 UD32A2C2 port connects to CPU UD32A9 N/A

Comm Port A.
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Figure 4-12. STATMUX (Penril VCX-150) UD32A3
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Table 4-5. STATMUX (Penril VCX-150) UD32A3 Controls and Indicators

Control/Indicator Normal
Figure 4-12 Nomenclature Position/
Index No. (Type) Function State

1 RDY (Ready) Light Power on indicator ON
Emitting Diode
(LED) (color green)

2 CHK (Check LED Indicates when a STATMUX hardware OFF
(color green) failure occurs

3 LED 1 - CON Indicates a connection is active in the ON
(Connection) LED STATMUX
(color green)

4 LED 2 - PR3 Indicates a priority level 3 task is active in Flickering
(Priority 3) LED the STATMUX
(color green)

5 LED 3 - PR2 Indicates a priority level 2 task is active in Flickering
(Priority 2) LED the STATMUX
(color green)

6 LED 4 - PR1 Indicates a priority level 1 task is active in OFF
(Priority 1) LED the STATMUX
(color green)

7 ERR (Error) LED Indicates a system bus error occurs OFF
(color green)

8 LED 6 — Bus LED Indicates system bus input/output OFF
(color green)

9 LED 7 - MSG Indicates message activity Flickering
(Message) LED
(color green)

10 LED 8 - IDL (Idle)  Indicates a task is idle ON
LED (color green)

11 TRUNK 1 LED Indicates trunk number 1 is not operational OFF
(color red)

12 TRUNK 2 LED Indicates the trunk is not operational OFF
(color red)

13 Power Switch Powers On/Off (1/0) the STATMUX. ON (1)
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Table 4-6. Dial-port Modem (Codex 326x) UD32A4 (Stand-Alone)
Controls and Indicators

Control/Indicator Normal
Figure 4-13 Nomenclature Position/
Index No. (Type) Function State
1 TD (indicator) Blinks when the modem accepts data to be N/A

transmitted from the local terminal.

RD (indicator) Blinks when the modem passes received N/A
data to the local terminal.

RI/OH (indicator) [Mluminates when an incoming call is N/A
ringing. Also illuminates when the modem
is off-hook and connected to the dial line.

CD (indicator) Carrier Detect (CD) illuminates when the N/A
local modem is receiving a carrier signal (as
defined by the modulation mode currently
being used) from the remote modem or
when the front panel Data Carrier Detect
(DCD) option is set to High.

TR (indicator) [Mluminates when a DTR signal from an N/A
attached terminal is detected.

RC/NC (indicator) Blinks to indicate that the modem is under N/A
remote configuration, via front panel or AT
Auto Call Unit (ACU).

Used with setting up the modem N/A
configuration and to view settings. See
Section 6.6, paragraph 6.6.3.

%/ | (RETURN)

Used with setting up the modem N/A
configuration and to view settings. See
Section 6.6, paragraph 6.6.3.

|> (ACROSS)

v (DOWN) Useq w1th.sett1ng up the modgm N/A
configuration and to view settings. See
Section 6.6, paragraph 6.6.3.

Used with setting up the modem N/A
@ (ENTER) configuration and to view settings. See
Section 6.6, paragraph 6.6.3.

3 LED Display Indicates modem is Ready. N/A

4 Power Switch Applies power to the modem when in “1” ON (1)
position.
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Table 4-7. BDDS Processor (Sun Ultra 5) UD70A1 Controls and Indicators

Control/Indicator Normal
Figure 4-14 Nomenclature Position/
Index No. (Type) Function State
1 Eject Button for Ejects the 3.5-inch floppy from the drive. N/A
3.5—inch floppy
2 Volume Control for ~ Controls the volume for the CD-ROM N/A
CD-ROM through the headphones.
3 Access Light for Blinking — the CD-ROM is being accessed. Variable
CD-ROM
4 Play /Skip-Track Starts the playing of the CD—ROM or causes N/A
Button the CD-ROM to skip to the next track if
already playing.
5 Stop /Eject Button Stops the CD-ROM play or if already N/A
stopped causes the CD—-ROM to eject.
Power LED On - power is supplied to the Processor. ON
Standby Button If UNIX is running, the Standby button N/A

displays a menu option, with options to
suspend, shutdown, or cancel. The
Processor needs to be placed in standby
before powering off. If at the CDE Login
screen, depressing the Standby button, will
place the processor at the ok prompt.

Power Switch Applies power to the Processor. ON (1)

9 Voltage Line Selects voltage either 115V or 230V. 115V
Selector Switch

4-105



NWS EHB 6-525

<l LLOLl e LLOLe <L v <L LLOL 6 %L L1 Ol 6 ¢l
obd e z o B pn g v o4 ﬂ s ‘d
N o AN QT il BN [ A
mmggggggg ml @@ T@ mw IETM@M% T@
@@ [Ee] ::: Wﬂow,ﬁéo% ,,ﬁ&o% \,K&o§ mew OOOOOO@UOOOOO@UOOOOOEUOOOOO N .

OO0 OCOdOO] OO OO] OCOopOd]

/

e @ //aww:o 0 awu:o (i

L O0OhO OOOThO OOPboo oo s

1) <0)

;%Wzo =

Siv8

OOO0O00OO OO0 OO OOOOLOLO

|

|

|

L 00000 OO0 OOOOOOOD OOoOOOO 4

M\

!

|

I

/

¢

, ,

vV 13W3d

104

S

,DDDDW,Eﬁm
1000 CYEEATLOY

€210

|
7 531435 OO@m 020s 7 Q

I x;< zau
” m o ZMmem
,

NX1608

Figure 4-15. Router (Cisco 3640) UD70A2 (Individual site configuration may differ.)
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Table 4-8. Router (Cisco 3640) UD70A2 Controls and Indicators

Control/Indicator Normal
Figure 4-15 Nomenclature Position/
Index No. (Type) Function State
1 System LED Indicates power situation. Solid green
Off: Not receiving power.
Blinking (green) — powering ROM monitor.
No errors detected.
On (green) — operating normally. No errors
detected.
On (amber) - receiving power, but errors
detected.
Alternating (amber and green) — power—on
self—test.
2 Redundant Power Not used. N/A
Source (RPS) LED
3 Network Module Blinking - indicates network activity on the  Blinking
Activity LEDs specified module green
Off — no network activity is detected on
specified module
4 Network Module On - functional module has been installed in Dependent
Ready LEDs the indicated slot. on site
Off - slot is empty or the module is not configuration
functional.
PCMCIA 1 LED Not used. N/A
PCMCIA 0 LED Not used. N/A
A/S Serial Module Indicates Serial Module Activity.
LEDs CN/LP:On (green) — connected CN/LP:
On (yellow) — loopback Green
RXC: Receive Clock RXC:
Blinking
RXD: Receive Activity RXD:
Blinking
TXC: Transmit Clock T>XC:
Blinking
TXD: Transmit Activity TXD:
Blinking
8 Power Switch Powers On/Off (1/0) the Router. On (1)
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Table 4-8. Router (Cisco 3640) UD70A2 Controls and Indicators — Continued

Control/Indicator Normal
Figure 4-15 Nomenclature Position/
Index No. (Type) Function State
9 Ethernet Link LED  Blinking — Indicates normal Ethernet link Blinking
green
10 Ethernet 100Mbps Blinking - Indicates the speed of the Blinking
LED interface is 100Mbps green
11 Ethernet FDX LED  Indicates the interface is in full-duplex Off
mode
12 Enable LED Indicates entire module has passed a On green
self—test.
13 CSU/DSU LEDs Indicates CSU/DSU Connection Status.
LP LED LP: Off
Off — Normal operation
Yellow - line or loopback state
detected
AL (Alarm) LED AL: Off
Off — Normal condition
Red — No receive signal
Yellow — Remote station has alarm
condition
Blue — Remote station is probably
out of service
CD (Carrier Detect) LED CD: On
Green — Normal operation
14 Loopback Button Depress to place into loopback mode, N/A

depress again to turn loopback off.
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Figure 4-16. KVM Switch (Raritan SMX18) UD70A3
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Table 4-9. KVM Switch (Raritan SMX18) UD70A3 Controls and Indicators

Control/Indicator Normal
Figure 4-16 Nomenclature Position/
Index No. (Type) Function State
1 ESC Button Not used*. N/A
2 FUNC Button Not used*. N/A
3 Liquid Crystal Indicates the status of the KVM Switch*. Current
Display (LCD) channel is
normally
displayed.
4 Directional Arrows  Not used*. N/A
(4)
AYVY <4 )
ENT Not used*. N/A
Power Switch Power the KVM Switch on and off (1/0). ON (1)

*  The controls located on the Raritan KVM Switch are normally not utilized. All functions can be
utilized from the Sun Keyboard. See paragraph 6.6.6.
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Figure 4-17. 17-Inch Monitor (Sun) UD70A4

Table 4-10. 17-Inch Monitor (Sun) UD70A4 Controls and Indicators

Control/Indicator Normal
Figure 4-17 Nomenclature Position/
Index No. (Type) Function State
1 Menu Button Opens the on—screen menu N/A
2 Brightness Button Adjusts the brightness of the screen image. N/A
3 Contrast Button Adjusts contrast of the screen image. N/A
4 Return Button Returns the on—screen menu to previous N/A
menu
5 Power Indicator LED On or blinking (green) — the monitor is Variable
turned on.

On or blinking (green or orange) — the
monitor is in power saving mode.

6 Power Switch Turns the power to the monitor on or off. ON
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Table 4-11. Keyboard and Mouse (Sun) UD70A5/UD70A6 and UD71A3/UD71A4

Controls and Indicators

Only unique keys are discussed here.

Control/Indicator Normal
Figure 4-18 Nomenclature Position/
Index No. (Type) Function State
1 Stop Key Special key used simultaneously with other N/A
keys.
Num Lock LED On - numeric keypad is enabled. OFF
Cap Lock LED On - letters have been locked to print in OFF
upper case.
4 Scroll Lock LED Not used. N/A
5 Compose LED Not used. N/A
6 Power Key Disabled with Build 2.0 update. N/A
7 Left Mouse Button =~ Most common uses include marking text, N/A
selecting items and icons, and placing
CUTSOT.
8 Middle Mouse Most common use is to paste marked text. N/A
Button
9 Right Mouse Button Most common use is to bring up menus for a N/A

window or the CDE depending on mouse
placement.
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Table 4-12. RPG Processor (Sun Ultra 10) UD70A7 Controls and Indicators

Control/Indicator Normal
Figure 4-19 Nomenclature Position/
Index No. (Type) Function State
1 Volume Control for  Controls the volume for the CD-ROM N/A
CD-ROM through the headphones.
2 Access Light for Blinking — the CD-ROM is being accessed. Variable
CD-ROM
3 Play /Skip-Track Starts the playing of the CD—ROM or causes N/A
Button the CD-ROM to skip to the next track if
already playing.
4 Stop /Eject Button Stops the CD-ROM play, or if already N/A
stopped, causes the CD-ROM to eject.
Power LED On - power is supplied to the Processor. ON
6 Standby Button If UNIX is running, the Standby button N/A
displays a menu option, with options to
suspend, shutdown, or cancel. The
Processor needs to be placed in standby
before powering off. If at the CDE Login
screen, depressing the Standby button, will
place the processor at the ok prompt.
7 Eject Button for Ejects the 3.5—-inch floppy from the drive. N/A
3.5-inch floppy
8 Voltage Line Selects voltage either 115V or 230V. 115V
Selector Switch
9 Power Switch Turns power on and off (1/0) to the ON (1)

Processor.
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Table 4-13. Storage Device (Iomega Jaz) UD70A8 and UD70A9 (Optional)
Controls and Indicators

Control/Indicator Normal
Figure 4-20 Nomenclature Position/
Index No. (Type) Function State
1 Disk Access LED On or flashing — indicates the drive is Variable
accessing the Jaz disk.
2 Emergency eject Used to eject the disk when the disk eject N/A
(inset) button button is not working. Turn power OFF
before inserting the end of a paperclip into
inset.
Disk Eject Button Ejects an inserted disk from the drive. N/A
Termination LED On: the drive has termination turned on. On
SCSI ID Switch The + and | buttons are used to set the SCSI 3
ID for the drive. Values range from 0 to 7.
6 SCSI Termination Used to set the termination for the drive. 1
Switch Values are 1 (On) and 0 (Off).
7 Power Switch Turns the drive On and Off (1/0). ON (1)
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Figure 4-21. Power Administrator (APC MasterSwitch) UD70A10
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Table 4-14. Power Administrator (APC MasterSwitch) UD70A10 Controls and Indicators

Control/Indicator Normal
Figure 4-21 Nomenclature Position/
Index No. (Type) Function State
1 Reset Button Reinitialize the MasterSwitch without N/A
affecting its outlet power (warm reboot)

2 LED for Link Blinking — indicates connection to a Blinking
Monitor working network connection. Green

3 LED for receptacle ~ On - indicates power on to receptacle # 1 On Green
#1

4 LED for receptacle ~ On — indicates power on to receptacle # 2 On Green
#2

5 LED for receptacle ~ On - indicates power on to receptacle # 3 On Green
#3

6 LED for receptacle On - indicates power on to receptacle # 4 On Green
#4

7 LED for receptacle On - indicates power on to receptacle # 5 On Green
#5

8 LED for receptacle On - indicates power on to receptacle # 6 On Green
#6

9 LED for receptacle On - indicates power on to receptacle # 7 On Green
#7

10 LED for receptacle On - indicates power on to receptacle # 8 On Green
#8

11 LED for Status On - indicates data present on network On green
RX/TX connection.
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Table 4-15. UPS (APC SmartUPS) UD70A11 Controls and Indicators

Control/Indicator Normal
Figure 4-22 Nomenclature Position/
Index No. (Type) Function State
1 Load Bar LEDs Indicates the power draw of the load. Variable
2 High Voltage On - The UPS is compensating for a high Off
Compensation LED  voltage.
3 Utility Power LED On - The UPS is supplying utility power to On
the loads.
4 Low Voltage On - The UPS is compensating for a low Off
Compensation LED  voltage.
5 On/ Test Button Powers On the UPS and starts an UPS N/A
self-test. If the UPS already has Power On
and the button is depressed and held until
the Utility Power LED (#3) starts blinking, a
self is initiated.
Power Off Switch Power off the UPS. N/A
Replace Battery LED On — UPS has failed self—test. Off
Accompanied by 1 minute of audible short
beeps, repeated every 5 hours.
8 On-Battery LED On — when on-battery operations are Off
occurring. Accompanied by an audible tone
of 4 beeps every 30 seconds.
9 Overload LED On - indicates the load exceeds the UPS Off
capacity. Accompanied by an audible
steady tone.
10 Battery Charge Bar  Displays the utility input voltage (used for Variable
Graph LEDs diagnostics).
11 Reset Button Resets LAN Card N/A
12 Site Wiring Fault On - indicates a problem with wiring Off
LED external to the UPS.
13 Link RX/TX LED Blinking - to indicate link is receiving and Blinking
transmitting data
14 Status LED On - indicates link status is normal On
15 Sensitivity LED Indicates the UPS sensitivity to voltage Normal
distortion. (bright
On (bright green) — setting is normal green)

On (dim green) — setting is reduced
Off — setting is low
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Table 4-15. UPS (APC SmartUPS) UD70A11 Controls and Indicators — Continued

Control/Indicator Normal
Figure 4-22 Nomenclature Position/
Index No. (Type) Function State
16 Sensitivity Changes the setting of the voltage sensitivity N/A
Configuration Button
17 Overload protector/  Resets the UPS if an overload has occurred. Depressed

Reset Button
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Figure 4-23. RDA/RPG Gateway (Polycom) UD70A12
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Table 4-16. RDA/RPG Gateway (Polycom) UD70A12 Controls and Indicators

Control/Indicator Normal
Figure 4-23 Nomenclature Position/
Index No. (Type) Function State
1 Power LED On - indicates power to the RDA/RPG On Green
Gateway
2 Link LED On - indicates link is enabled. On Green
TX LED On - indicates transmit activity when Blinking
blinking. Amber
4 RX LED Blinking - indicates receive activity. Blinking
Amber
LED Not Use N/A
WAN A LED On - indicates network link. Off
WAN B LED On - indicates network link On Green
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Figure 4-24. LAN Switch (Cisco 2924) UD70A13
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Table 4-17. LAN Switch (Cisco 2924) UD70A13 Controls and Indicators

Control/Indicator Normal
Figure 4-24 Nomenclature Position/
Index No. (Type) Function State
1 System LED Indicates whether the system is receiving On Green
power and operating properly.
Off - system is not powered up.
On (green) — system is operating normally.
On (amber) - system is receiving power but
is not operating properly.
2 Redundant Power Not used. N/A
System LED
3and 4 Expansion Slot Not used. No expansion cards are installed. N/A
Status LEDs
5 Port Mode LED Indicates which mode the user has placed STAT
the system.
Four modes are possible: STAT, UTL,
FDUP, 100.
6 Mode Button Changes the port mode. The mode selected N/A
is indicated by the Port Mode LED.
Four modes are possible: STAT, UTL,
FDUP, 100.
7 Port Status LEDs Each individual LED gives the status of the Solid
(24 in all) specific port. The following are the Green
possibilities. Blinking
Off — No Link. Green
On (green) — Link Present. or
Blinking (green) — Activity, port is receiving Off

or transmitting data.
Blinking (green and amber) — Link Fault.

On (amber) - Port is not forwarding. After
a port is configured, the port status LED
may stay amber up to 30 seconds, before
changing to green.
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Figure 4-25. Dedicated/Dial Modem Rack Assembly (Codex 326x) UD70A14
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Table 4-18. Dedicated/Dial Modem Rack Assembly (Codex 326x) UD70A14
Controls and Indicators

Normal
Figure 4-25 Control/Indicator Position/
Index No. Nomenclature (Type) Function State
1 Front Door Lock Locks door; prevents unwanted N/A
tampering.
2 Power Supply Module
(Right side behind fan)
a. Upper (Green LED) Indicates the fan is functioning properly. ON
b. Lower (Green LED)  Indicates the power supply is functioning ON
properly.
3 Fan Module (Right side ON

behind fan) Green LED  Indicates the fan is functioning properly.
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Figure 4-27. Dial Port Modem (Codex 3262) UD70A14A1-A4 and Dedicated Port Modem
(Codex 3263) UD70A14A5-A21
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Table 4-19. Dial Port Modem (Codex 3262) UD70A14A1-A4 and Dedicated
Port Modem (Codex 3263) UD70A14A5-A21 Controls and Indicators

Control/Indicator Normal
Figure 4-27 Nomenclature Position/
Index No. (Type) Function State
1 TD LED Blinks when the modem accepts data to be N/A
transmitted from the local terminal.
RD LED Blinks when the modem passes received data N/A

to the local terminal.

RI/OH LED [lluminates when an incoming call is ringing. N/A
Also illuminates when the modem is
off—-hook and connected to the dial line.

CD LED [lluminates when the local modem is N/A
receiving a carrier signal (as defined by the
modulation mode currently being used) from
another modem or when the DCD is set to
High, for test purposes, using the front panel

controls.

TR LED [lluminates when a Data Terminal Ready N/A
DTR signal from an attached terminal is
detected.

RC/NC LED Blinks to indicate that the modem is under N/A

remote configuration (via front panel or AT
ACU). Illuminated when under narrowband
configuration.

A/B (A or B) Rack-mounted dial port modem cards N/A
contain two modems. For the distinction of
cables and front panel LEDs one is referred
to as “A” and the other “B”. Holding
RETURN and ENTER down together
toggles between “A” and “B”.

The A/B LED is illuminated (ON) when
modem “A” front panel information is
displayed. It is extinguished (OFF) when
modem “B” information is displayed.

ALM (Alarm) [Mluminated when a test is in progress as a OFF
modem failure occurs. For the dial port
modems, if one modem fails, the ALM LED
illuminates and remains illuminated
regardless of which modem front panel is
being viewed.
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Table 4-19. Dial Port Modem (Codex 3262) UD70A14A1-A4 and Dedicated
Port Modem (Codex 3263) UD70A14A5-A21 Controls and Indicators — Continued

Control/Indicator Normal
Figure 4-27 Nomenclature Position/
Index No. (Type) Function State
2 \! <RETURN> See Section 6.6.

v <ACROSS> See Section 6.6.

‘l <DOWN> See Section 6.6.

@ <ENTER>  Sce Section 6.6.
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Table 4-20. Communication Server (PTI MPS 800) UD70A15, UD70A16, UD70A17

Controls and Indicators

Control/Indicator Normal
Figure 4-28 Nomenclature Position/
Index No. (Type) Function State
1 Run LED On - indicates an application is running. On
Green
2 User LED Definable for use by software developer N/A
Reset LED On - indicates a soft reset has occurred Off
4 TX LED Blinking — Transmit Activity Indicator Blinking
Green
5 RX LED Blinking — Receive Activity Indicator Blinking
Green
COL LED On - Collision Activity Indicator Off
FDX LED On - Full Duplex Mode Indicator On
Green
8,12 Link LED On - indicates an active link to the LAN is On
enabled. Green
9 100 Base T Indicates established connection speed. On
On - indicates 100 MB LAN connection Green
Off - indicates 10 MB LAN connection.
10 Fault LED On —indicates a hard system failure Off
requiring operator intervention.
11 Power LED On - indicates stabilized internal power On
13 10/100 LED Indicates established connection speed. On
On - indicates 100 Mbps LAN connection Amber
Off — LED indicates 10 Mbps connection.
14 Reset Button Used to issue a power—on reset, all logic N/A
boards within the Communication Server
are reset to the “just powered—on” state.
15 Abort Button Used to stop the current software process N/A
within the Communication Server.
16 Line Interface Mode Used to indicate type of data transmission. On
LEDs, 4 places On=RS232 Green

Off=RS422/EIA-530
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Table 4-20. Communication Server (PTI MPS 800) UD70A15, UD70A16, UD70A17
Controls and Indicators — Continued

Control/Indicator Normal
Figure 4-28 Nomenclature Position/
Index No. (Type) Function State
17 Power Switch Applies power to the Communication On (1)
Server.
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Table 4-21. CSU Controls and Indicators

Control/Indicator Normal
Figure 4-29 Nomenclature Position/
Index No. (Type) Function State
1 Fault LED This red LED is on for a unit failure or line Off
fault which exceeds thresholds.
2 Power LED This green LED is on when the unit is On
powered on and functioning normally.
3 Configuration S2-1 is used to apply a sealing current of Left
Switch S2 20 mA to the network interface for

applications where the telco provides a dry
interface (no power interface) and sealing
current is needed.

Left: sealing current is Off.

Right: sealing current is On.

S2-2 implements ones—density insertion Left
after the preset number of zeros has been

received from the DTE and the Keep Alive

mode is activated.

Left: 15 zeros

Right: 175 zeros

S2-3 sets the framing of the SET, RESET, Left
and BERT test signals.

Left: Framed test pattern

Right Unframed test pattern

S2-4 sets the network line coding. If set to Left (see
AMLI, the unit indicates a BPV error for NOTE)
each event. The B8ZS code coming from

the network sets the test signals to BSZS.

Left: BSZS line mode

Right: AMI line mode

S2-5 either sets or clears the test pattern. Left
The BERT position allows the CSU to send

a BERT pattern after the set signal (LOOP)

is sent. Clear passes the traffic from the

DTE through the network and allows

network access via test jacks to run bit error

tests (affects network tests only).

Left: BERT

Right: Clear
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Table 4-21. CSU Controls and Indicators — Continued

Control/Indicator Normal
Figure 4-29 Nomenclature Position/
Index No. (Type) Function State
S2-6 and S2-7. Positions S2-6 and S2-7 Left/Left

4 BPV LED

5 LOS LED

6 AIS LED

7 LOOP LED

8 DENSITY LED
9 SET

10 RESET LED

11 ERR LED

are used to select the action that occurs
upon loss of DTE signal, when the unit
switches to the Keep Alive mode on the
network line. The choices are:

Left/Left — Keep Alive is unframed all ones
Left/Right — Keep Alive is framed all ones
Right/Left or Right/Right — Keep Alive
signal is the activation of the line loopback

This red LED lights (0.1 second minimum) Off
for each occurrence of bipolar violations
from the network.

This red LED lights constantly when a loss Off
of signal condition is detected from the
network.

This red alarm indication signal LED lights Off
constantly if an unframed all-ones
condition is detected from the network.

This yellow LED lights constantly when the Off
network interface is in a line loopback.

This red LED lights constantly if the ones Off
density from the equipment is less than 12.5
percent or if there is a loss of signal.

This yellow LED flashes if the set code is Off
transmitted. It lights constantly if the set
code is received.

This yellow LED flashes if the reset code is Off
transmitted. It lights constantly for five
seconds if the reset code is received.

The ERR LED lights for 0.1 second when a Off
bit error or sync loss is detected (typical to

light once for .1 seconds after 5 seconds of

Loop Codes associated with a FAR

loopback test). It lights constantly for a

failed FAR loopback test.
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Table 4-21. CSU Controls and Indicators — Continued

Control/Indicator Normal
Figure 4-29 Nomenclature Position/
Index No. (Type) Function State
12 Test Switch This switch is used for local testing. When Center

in the Far position (FAR), the unit sends
five seconds of IBLC (in-band loop codes),
then switches to Clear Test or BERT. When
transmitting IBLC or the test pattern, the
test LED blinks. When this switch is
returned to the normal center position, the
unit sends five seconds of loop down code
(100) and then returns to its normal
operating mode. When the Test switch is in
the local position (LOC), the unit performs
a bidirectional loopback (DTE-to-DTE and
Network—to—Network) and the LOOP
indicator lights.

NOTE

For all MLOS links and Commercial T—1 links that use AMI line
encoding, this switch is set to the Right.
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NX1622
Figure 4-30. Short Haul Modem UD70A19
Table 4-22. Short Haul Modem UD70A19, Controls and Indicators

Control/Indicator Normal
Figure 4-30 Nomenclature Position/
Index No. (Type) Function State

1 DCE-TO-DTE To be used as either Data Communications DCE
Switch Equipment (DCE) or Data Terminal

Equipment (DTE) devices
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Figure 4-31. RS-232/RS-422 Converter (Black Box) UD70A20
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Table 4-23. RS-232/RS-422 Converter UD70A20 (Black Box) Controls and Indicators

Control/Indicator Normal
Figure 4-31 Nomenclature Position/
Index No. (Type) Function State
1 DSR LED Indicates data set ready condition on the N/A
RS-422 interface J1.
2 CTS LED Indicates data can be sent over RS—422 N/A
interface J1.
3 DATA LED Indicates data being sent on RS-422 N/A
interface connector J1.
4 PWR LED Indicates power is applied to unit. Lit
DSR LED Indicates Data Set Ready (DSR) condition N/A
of the RS-232 interface connector J2.
6 CTS LED Indicates data can be sent on RS-232 N/A
interface connector J2.
7 DATA LED Indicates data being sent on RS-232 N/A

interface connector J2.
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Figure 4-32. AC Power Distribution Panel UD70A22
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Table 4-24. AC Power Distribution Panel UD70A22 Controls and Indicators

Control/Indicator Normal
Figure 4-32 Nomenclature Position/
Index No. (Type) Function State
1 J1,J2, and J3 (power Supplies 120 Vac power N/A
outlets)
J4 (power outlet) Supplies 208 Vac power N/A
J7,J8, and J9 (power Supplies 120 Vac power N/A
outlets)
4 J5 (power outlet) Supplies 208 Vac power N/A
5 CB1 (circuit breaker) Power On/Off for power distribution panel ON
6 F4 300V, 15 amp fuse (spare) N/A
7 F1, F2, F3, and F5 300V, 15 amp fuses N/A
(fuses) F1 fuses J1
F2 fuses J2
F3 fuses J3
F4 fuses J4
F5 fuses J5
8 CB3 (pushbutton Resets J6 N/A
circuit breaker)
9 J6 (power outlets Supplies 120 Vac power N/A

(2))
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Table 4-25. RMS Power Administrator (Baytech RPC-5) UD70/170A28 and UD70/170A29
Controls and Indicators

Control/Indicator Normal
Figure 4-33 Nomenclature Position/
Index No. (Type) Function State
1 Power Switch Turns Power On/Off (1/0) the Baytech On (1)
Remote Power Control
2 Power LED On - indicates power is being supplied to On
the unit.
3 Receptacles 1-4 On -indicates power is on to specific outlet. On
LEDs
4 CX LED Indicates status upon initialization. Off

Off — Normal unconnected operation

Brief blink followed by solid illumination —
Network or serial port connection

Remains lit without a brief blink prior to
illumination — Memory error

Blinks 1 time per cycle — Hardware or NIC
problem

Blinks 2 times per cycle — Configuration
error

Blinks 3 times per cycle — Cable or hub
connection fault

Blinks 4 times per cycle — Duplicate

IP-Address

5 Net LED Blinking — indicates data flow and network Blinking
activity.

6 Link LED On - indicates link integrity. A satisfactory On

connection is made to the network.
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Table 4-26. MSCF Processor (Sun Ultra 5) UD71A1 Controls and Indicators

Control/Indicator Normal
Figure 4-34 Nomenclature Position/
Index No. (Type) Function State
1 Eject Button for 3.5” Ejects the 3.5” floppy from the drive. N/A
floppy
2 Volume Control for ~ Controls the volume for the CD-ROM N/A
CD-ROM through the headphones.
3 Access Light for Blinking — the CD-ROM is being accessed. Blinking
CD-ROM
4 Play / Skip—Track Start the playing of the CD—ROM or causes N/A
Button the CD-ROM to skip to the next track if
already playing.
5 Stop / Eject Button ~ Stops the CD-ROM play, or if already N/A
stopped, will cause the CD-ROM to eject.
Power Light On - Power is supplied to the Processor. ON
Standby Button If UNIX is running the standby button will N/A
give the user a menu option on screen to
suspend, shutdown, or cancel. The
Processor needs to be placed in standby
before powering off. If UNIX is not running
no effect from depressing the Standby
button.
Power Switch Turns Power On/Off (1/0) to the Processor. ON (1)
9 Voltage Line Selects voltage either 115V or 230V. 115V

Selector Switch
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Figure 4-35. 21-Inch Monitor (Sun) UD71A2
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Table 4-27. 21-Inch Monitor (Sun) UD71A2 Controls and Indicators

Control/Indicator Normal
Figure 4-35 Nomenclature Position/
Index No. (Type) Function State
1 Reset Button Resets the adjustments to the factory default N/A
settings.
2 Video Input Selector  Selects the video input signal either 1 or 2. N/A
3 Video Input #1 LED  On - video input #1 is selected. ON
4 Video Input #2 LED  On - video input #2 is selected. OFF
5 Power LED On or blinking (green) — the monitor is Variable
turned on.
On or blinking (orange) — the monitor is
turned on and is in power saving mode.
Power Switch Turns the monitor on and off. ON
Brightness Buttons ~ Adjusts the brightness for the display. N/A
Menu Button Displays the Menu OSD (On Screen OFF
Display).
9 Contrast Buttons Adjusts the contrast for the display. N/A
10 Auto Sizing and Automatically sizes and centers the display. N/A

Centering Button
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Table 4-28. MSCF Dedicated Port Modem (Codex 3261 FAST) UD71AS Controls and Indi-

cators
Control/Indicator Normal
Figure 4-36 Nomenclature Position/
Index No. (Type) Function State
1 TD LED Flashes when the modem accepts data to be N/A
transmitted from the local terminal.
RD LED Flashes when the modem passes received N/A
data to the local terminal.
RI/OH LED [Mluminates when an incoming call is N/A

ringing. Also illuminates when the modem
is off-hook and connected to the dial line.

CD LED [lluminates when the local modem is N/A
receiving a carrier signal (as defined by the
modulation mode currently being used)
from the remote modem or when the front
panel DCD option is set to High.

TR LED [lluminates when a DTR signal from an N/A
attached terminal is detected.

RC/NC LED Flashes to indicate that the modem is under N/A
remote configuration (via front panel or AT
ACU).

Used with setting up the modem
configuration and to view settings. See
Section 6.6, paragraph 6.6.21.

%/ | (RETURN)

Used with setting up the modem
configuration and to view settings. See
Section 6.6 paragraph 6.6.21.

|> (ACROSS)

— Used with setting up the modem
V (DOWN) configuration and to view settings. See
Section 6.6 paragraph 6.6.21.

Used with setting up the modem
@ (ENTER) configuration and to view settings. See
Section 6.6, paragraph 6.6.21.

3 Status LED Indicates modem is Ready N/A
4 Power Switch Turns Power On/Off (1/0) for the modem. On (1)
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Table 4-29. Backup Storage Device (Iomega Jaz) UD71A6 Controls and Indicators

Control/Indicator Normal
Figure 4-37 Nomenclature Position/
Index No. (Type) Function State
1 Disk Access LED On or flashing — indicates the drive is Variable
accessing the Jaz disk.
2 Emergency eject Used to eject the disk when the disk eject N/A
(inset) button button is not working. Turn power OFF
before inserting the end of a paperclip into
inset.
Disk Eject Button Ejects an inserted disk from the drive. N/A
Termination LED On - the drive has termination turned on. On
SCSI ID Switch The + and | buttons are used to set the SCSI 3
ID for the drive. Values range from 0 to 7.
6 SCSI termination Used to set the termination for the drive. 1
Switch Values are 1 (On) and 0 (Off).
7 Power Switch Turns the drive On and Off (1/0). On (1)
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Figure 4-38. Frame Relay Hub Router (Cisco 2621XM) UD75A1
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Table 4-30. Frame Relay Hub Router (Cisco 2621XM) UD75A1 Controls and Indicators

Control/Indicator Normal
Figure 4-38 Nomenclature Position/
Index No. (Type) Function State
1 Power LED Indicates the Router has power supplied. On
2 RPS LED Indicates RPS Status. Off
Off — No RPS attached
On — RPS is attached and operational
Blinking — RPS is attached but has a failure
3 Activity LED Indicates network activity. Blinking
Off — No network activity
Blinking — Network activity is occurring.
The blink rate reflects the level of activity.
4 CSU/DSU LEDs Indicates CSU/DSU Connection Status.
LP-Loopback yellow LED, loopback LP: Off
detected
AL-Alarm yellow LED AL: Off
CD-Carrier Detect green LED. CD: On
5 Loopback Button Depress to place into loopback mode, N/A
depress again to turn loopback off.
6 Ethernet 0/1 Mbps On — The speed of the interface is 100 Ethernet
Mbps. (NWS RPG Router or MSCF 0/1: On
Printer™)
7 Ethernet 0/1 LINK ~ On — A link has been established with the Ethernet
LAN Switch. (NWS RPG Router or MSCF 0/1: Off
Printer*)
8 Ethernet 0/1 FDX On - The interface is in full-duplex Mode Ethernet
(FDX). 0/1: Off
9 Ethernet 0/0 Mbps Off — The speed of the interface is 10 Mbps. Ethernet
LEDs 0/0: Oft
10 Ethernet 0/0 LINK ~ On — A link has been established with the Ethernet
LEDs AWIPS LAN Switch.* 0/0: On
11 LEDs Ethernet 0/1 Off — The interface is in half-duplex mode Ethernet
FDXLEDs 0/0: On
12 Power Switch Turns Power On/Off (1/0) to the Router On (1)

4-155



NWS EHB 6-525

Table 4-30. Frame Relay Hub Router (Cisco 2621XM) UD75A1 Controls and Indicators

- Continued
Control/Indicator Normal
Figure 4-38 Nomenclature Position/
Index No. (Type) Function State
13 EN Network Module Indicates the module has passed its On
LED self—tests and is available to the Router
14 Activity and Link Each Ethernet port has two LEDs. The On
LEDs ACT (Activity) LED indicates the router is
sending or receiving transmissions.
The LINK LED indicates the port is ACT:

receiving the link integrity signal from the Blinking

MSCEF processor or MSCF printer*.

ACT Off - Indicates no activity. LH\iK:
ACT Blinking — Indicates activity occurring. O
LINK Off - Indicates no link established.
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Table 4-31. Printer (Xerox/Tektronix Phaser 750) UD79A1 Controls and Indicators

Control/Indicator Normal
Figure 4-39 Nomenclature Position/
Index No. (Type) Function State
1 Exit Button Exits from any menu or sub—menu the user N/A
has entered and returns to the previous
menu.
2,3,4  Menu Selection Navigates the printer’s various menus. N/A
Buttons
5 LED Window Supplies menu commands and messages to “Ready”
the user.
6 Power/Printing LED  On green — printer is in standby. On
Blinking green — printing in process.
7 “Printer Not Ready”  Blinking orange — indicates the printer is not Off
LED in a ready state. The LED window will
display problem and solution.
8 Toner Door Release  Releases door to allow access to the toner N/A
cartridges.
9 Power Switch Turns Power On/Off (1/0) to the printer. On (1)

4-158



NWS EHB 6-525

Section 4.5. RPG Shutdown and Startup Procedures

NOTES

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

Command entries and mouse selections are shown in bold type.
Variable names are shown in a unique font (e.g., variable _name).
Within a command string entry, the variable placeholders are not
bold type; however, all portions of the command that are entered
exactly as shown are in bold type. The variable placeholder within
the command string must be replaced with a name, address, etc.
unique to each system. The user is told how to formulate the entry,
or directed where to find this information. Since the keyboard in
use may have either an “Enter” key or a “Return” key, the end of
the command line is delineated with a <CR>. Unless stated
otherwise, each command line shown must be “entered” to be
processed. Also, directory names/paths shown outside of a
command example are italicized for clarity.

For mouse selections, the word “click” is a standard single click of
the left mouse button. The word “drag” is a standard left mouse
click and hold while moving the mouse pointer at the same time.
Dragging can be used to move a window, highlight text, or make a
menu selection. The symbol P is used to indicate subsequent left
clicks through sub—menu selections. When a right, middle, or
double—click is required, it is specifically indicated.

45.1 INTRODUCTION.

This section contains procedures for the OS shutdown as well as the complete shutdown and initial
startup of the RPG, BDDS, and MSCF equipment, including the Frame Relay Hub Router, and the
Remote RDA Maintenance Terminal. These procedures are to be used only when the equipment in
the entire RPG is to be shutdown for an extended period of time (over 24 hours) or to restore the
RPG equipment after an extended shutdown. See Section 6.5 for detailed power down/up
procedures for use with specific types of maintenance such as Line Replaceable Unit (LRU)
replacement. For the RPG processor only, the Applications Software should be stopped IAW the
procedures in Section 4.6, Table 4-41, prior to shutting down the equipment. For all processors, the
OS should be shutdown IAW Table 4-32. To completely shutdown all of the equipment, perform
the procedures in Table 4-33 for the BDDS, Table 4-34 for the RPG, Table 4-35 for the MSCF
Group (MSCF Terminal, Frame Relay Hub Router, and Printer), and Table 4-36 for the Remote
RDA Maintenance Terminal. To startup the equipment after an extended shutdown period, perform
the procedures in Table 4-37 for the RPG, Table 4-38 for the BDDS, Table 4-39 for the MSCF
Group (MSCF Terminal, Frame Relay Hub Router, and Printer), and Table 4-40 for the Remote
RDA Maintenance Terminal. The following is an index of all the procedures in this section.
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Index
Procedure Reference
Operating System Shutdown Procedure Table 4-32
Base Data Distribution Server Shutdown Procedure Table 4-33
RPG Group Shutdown Procedure Table 4-34
Master System Control Function Group Shutdown Procedure Table 4-35
Remote RDA Maintenance Terminal Shutdown Procedure Table 4-36
RPG Group Startup Procedure Table 4-37
Base Data Distribution Server Startup Procedure Table 4-38
Master System Control Function Group Startup Procedure Table 4-39
Remote RDA Maintenance Terminal Startup Procedure Table 4-40

45.2 SHUTDOWN PROCEDURES.

This section contains five shutdown procedures. Prior to performing the RPG Group Shutdown
Procedure (Table 4-34), shutdown the RPG Operating System (Table 4-32) and the Base Data
Distribution Server (Table 4-33).

| WARNING |

Lethal voltages (from commercial power, Cathode Ray Tubes
(CRTs), high—-voltage power supplies, and low—voltage, high
current power supplies) are present in much of the RPG Group
equipment. Observe appropriate safety precautions at all times to
ensure personnel safety. The maintenance technician should be
familiar with the safety summary at the beginning of this document
prior to performing any maintenance procedure.
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Table 4-32. Operating System Shutdown Procedure
Step | Equipment/Location Action/Procedure Indication/Reference
1 |The Maintenance If within the CDE, exit CDE Exit the CDE.

Terminal, Keyboard, and

by clicking the EXIT button on

Mouse in the RPG the CDE Front Panel and OK
Cabinet. in the confirmation window.
2 |RPG UD70A7 Push the Power button on the | No immediate response for
front of the processor. approximately 50 seconds then
another 20 seconds to complete
the shutdown. Stops the
applications software, halts the
OS, and places the user at the
ok prompt.
[ WARNING |
AC power is still present in the RPG cabinets.
Table 4-33. Base Data Distribution Server Shutdown Procedure
Step | Equipment/Location Action/Procedure Indication/Reference
1 |BDDS UD70A1 Exit CDE by clicking on the Exit the CDE.
Processor EXIT button on the CDE Front
Panel and OK in the
confirmation window.
2 |BDDS UD70A1 Push the Power button on the | Takes approximately 20
front of the processor. seconds to complete the
shutdown. Halts the OS and
places the user at the ok
prompt.
3 |BDDS UD70A1 Set the Power switch (rear of [ Removes power from the

unit) to the OFF (0) position.

BDDS Processor.
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Table 4-34. RPG Group Shutdown Procedure

Step | Equipment/Location Action/Procedure Indication/Reference
1 |UPS UD70A11 Set the Power switch (“0” Removes power from most of
button) to the OFF (0) the equipment in the RPG
position. cabinets.
2 | Power Distribution Panel |Set the circuit breaker (CB1) [Removes power from the UPS
UD70A22 to the OFF (0) position. and Monitor. [The Modem

Chassis, Cabinet Fans, and
RS232/422 Converter (if
present) will still be powered
on.|

3 [For FAA REDUNDANT
SYSTEMS, Secondary
AC Power Panels UD7A3
(for Channel 1) and
UD7A29 (for Channel 2)
located on the wall of the
Equipment Shelter.

For Channel 1, at the UD7A3
Secondary AC Power Panel,
set circuit breakers CB25, 27,
and 29 (ganged) to the OFF
position, and for Channel 2, at
the UD7A29 Secondary AC
Power Panel, set circuit
breakers CB25, 27, and 29
(ganged) to the OFF position.

Removes power from the
Channel 1 UD170 RPGPCA
cabinets and the Channel 2
UD70 RPGPCA cabinets.

For DoD SYSTEMS,

Set circuit breakers CB25, 27,

Removes power from the

Secondary AC Power and 29 (ganged) to the OFF RPGPCA UD70 cabinets.
Panel UD7A3 located on | position.

the wall of the Equipment

Shelter.

For NWS SYSTEMS, Set the appropriate circuit Removes power from the
Office/Building Power breakers to the OFF position. |RPGPCA UD70 cabinets.
Panel.

4 | MLOS Equipment Shelter
Secondary Power Panel
UD13A1

Set CB2 to the OFF position
(if used).

Removes power from the
MLOS Transceiver cabinet.
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Table 4-35. Master System Control Function Group Shutdown Procedure

Step | Equipment/Location Action/Procedure Indication/Reference

1 |MSCF UD71 Exit CDE by clicking on the Exit the CDE.

EXIT button on the CDE Front

Panel and OK in the

confirmation window.

2 |MSCF UD71 Push the Power button on the | Takes approximately 20

front of the processor. seconds to complete the
shutdown. Halts the OS and
places the user at the ok
prompt.

3 | MSCEF Processor Set the Power switch (rear of [ Removes power from the
UD71A1 unit) to the OFF (0) position. [ MSCF Processor.

4 |MSCF Monitor UD71A2 | Set the Power switch to the Removes power from the

OFF position. MSCF Monitor.
5 |MSCEF Jaz Disk Drive Set the power switch to the Removes power from the
UD71A6 OFF position. MSCEF Jaz Disk Drive.
NOTE
Steps 6 and 7 apply only to the optional equipment installed on
Distant MSCF Group (site specific).

6 |MSCEF Standalone Set the Power switch to the Removes power from the
Dedicated Modem OFF (0) position. MSCEF Standalone Dedicated
UD71A5 Modem.

7 |MSCF Frame Relay Hub | Set the Power switch to the Removes power from the
Router UD75 OFF position. MSCF Frame Relay Hub

Router.
8 | MSCEF Printer UD79A1 Set the Power switch to the Removes power from the
OFF position. MSCEF Printer.
Table 4-36. Remote RDA Maintenance Terminal Shutdown Procedure
Step | Equipment/Location Action/Procedure Indication/Reference

1 |Remote RDA Set the Power switches to the [ Removes power from the CPU
Maintenance Terminal OFF (0) position. and Monitor.
UD32A9/10

2 [STATMUX UD32A3 Set the Power switch to the Removes power from the

OFF position. STATMUX.
3 |Standalone Modem Set the Power switch to the Removes power from the

UD32A4

OFF (0) position.

Modem.
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453

STARTUP PROCEDURES.

This section contains four startup procedures. Some of the steps are dependent on the configuration
of the RPG and MSCF. Refer to the special notes in paragraph 4.5.3.1 before proceeding with any
of the following startup procedures.

45.3.1

Special Notes for RPG/MSCF Group Startup. The procedures in Table 4-37,

Table 4-38, and Table 4-39 assume that the OS and appropriate Application Software are on the
associated processor’s hard disk drive and will automatically boot into processor memory. The
MSCF and BDDS processors are designed to start the OS and Applications Software automatically
upon powering on the system, and therefore, no OS nor Applications Software Startup Procedure is
necessary for these processors when this procedure is performed. This would also be true of the
RPG processor if applications software was running when it was last shutdown. However, in almost
all procedures that require a OS-level shutdown, the RPG applications software is stopped prior to
shutting down the OS. Therefore, for the RPG, it is required to restart the Applications Software at
the end of its startup procedure. To start other Applications Software programs, refer to the
appropriate procedures that are referenced in the Consolidated Procedures Index in Section 4.6.

45.3.1.1

Narrowband Communications. Narrowband communications equipment indicates a

fault and/or a disconnect condition whenever the equipment at either end of the link is uninitialized
or inoperable. In addition, connection and data transfer is inoperable if the controlling software in
the RPG processor is not initialized (running).

Table 4-37. RPG Group Startup Procedure

Step | Equipment/Location

Action/Procedure

Indication/Reference

1 |MLOS Equipment Shelter
Secondary Power Panel
UD13A1

Set CB2 to the ON position (if
used).

Applies power to the MLOS
Transceiver cabinet.

2 | For FAA REDUNDANT
SYSTEMS, Secondary
AC Power Panels UD7A3
(for Channel 1) and
UD7A29 (for Channel 2)
located on the wall of the
Equipment Shelter.

For Channel 1, at the UD7A3
Secondary AC Power Panel,
set circuit breakers CB25, 27,
and 29 (ganged) to the ON
position, and for Channel 2, at
the UD7A29 Secondary AC
Power Panel, set circuit
breakers CB25, 27, and 29
(ganged) to the ON position.

Applies power to the Channel
1 UD170 RPGPCA cabinets
and the Channel 2 UD70
RPGPCA cabinets.

For DoD SYSTEMS,

Set circuit breakers CB25, 27,

Applies power to the RPGPCA

Secondary AC Power and 29 (ganged) to the ON UD?70 cabinets.

Panel UD7A3 located on | position.

the wall of the Equipment

Shelter.

For NWS SYSTEMS, Set the appropriate circuit Applies power to the RPGPCA
Office/Building Power breakers to the ON position. UD70 cabinets.

Panel.
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Table 4-37. RPG Group Startup Procedure — Continued

Step | Equipment/Location Action/Procedure Indication/Reference
3 | Power Distribution Panel |Set the circuit breaker (CB1) | Applies power to the UPS and
UD70A22 to the ON (1) position. to all of the equipment in the

RPG cabinets that is not on the
UPS.

4 |UPS UD70A11

Set the Power switch to the

Applies power to all other

ON (1/Test) position. equipment in the RPG
cabinets, and the RPG system
boots up.

WARNING

AC power is now present in the RPG cabinets.

NOTE

Steps 5 and 6 apply only to the NWS and DoD configurations.

5 |For NWS and DoD
SYSTEMS, at the Login
screen on the Maintenance
Terminal, Keyboard, and
Mouse in the RPG
Cabinet.

Enter raritan<CR> for the
user (no password).

The Selection Menu will
appear on the monitor.

6 |For NWS and DoD
SYSTEMS, at the
Selection Menu on

the Maintenance Terminal
in the RPG Cabinet.

Using the | and { keys on the
keyboard, highlight the RPG
channel. Press <CR> to
invoke the selection.

Selects the RPG Processor for
display on the terminal.

7 |RPGPCA workstation.

After the RPG processor boots
up, login in as a normal user
and verify normal system
functionality.

As long as the applications
software was not stopped prior
to shutting down the RPG’s OS
(Table 4-32), it will
automatically restart when the
RPG processor boots up.
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Table 4-38. Base Data Distribution Server Startup Procedure

Step | Equipment/Location Action/Procedure Indication/Reference
1 |BDDS UD70A1 Set the Power switch (rear of [ Applies power to the BDDS
Processor unit) to the ON (1) position. Processor, and the BDDS
boots all the way up.
Table 4-39. Master System Control Function Group Startup Procedure
Step | Equipment/Location Action/Procedure Indication/Reference
1 | MSCF Monitor UD71A2 | Set the Power switch to the Applies power to the MSCF
ON position. Monitor.
2 [MSCEF Printer UD79A1 Set the Power switch to the Applies power to the MSCF
ON position. Printer.
3 | MSCEF Jaz Disk Drive Set the Power switch to the Applies power to the MSCF
UD71A6 ON position. Jaz Disk Drive.
NOTE
Step 4 or 5 applies only to the Distant MSCF Group (site
specific).

4 [MSCEF Frame Relay Hub | Set the Power switch to the Applies power to the MSCF
Router UD75 ON (1) position. Frame Relay Hub Router.

5 [MSCEF Standalone Set the Power switch (rear of | Applies power to the MSCF
Dedicated Modem unit) to the ON (1) position. Standalone Dedicated Modem,
UD71AS5 and the LCD displays a status

message.

6 | MSCEF Processor Set the Power switch (rear of [ Applies power to the MSCF
UD71A1 unit) to the ON (1) position. Processor, and the MSCF

system boots all the way up.

7 | Distant MSCF Processor | Repeat steps 1, 2, 3, and 6. Applies power to Distant
UD71 Group located at MSCF equipment.

NWS WFOs
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Table 4-40. Remote RDA Maintenance Terminal Startup Procedure

Step | Equipment/Location Action/Procedure Indication/Reference
1 |Remote RDA Set the Power switches to the | Applies power to the CPU and
Maintenance Terminal ON (1) position. Monitor.
UD32A9/A10
2 |STATMUX UD32A3 Set the Power switch (rear of [ Applies power to the
unit) to the ON position. STATMUX.
3 [Standalone Modem Set the Power switch (rear of [ Applies power to the Modem.

UD32A4

unit) to the ON (1) position.

4 [Standalone Modem Open the front door of the Wait for self test to complete
UD32A4 modem. Observe the display. |and this message to appear:
3261 Ready.
5 [Standalone Modem Press the Return button until Disconnect T/D?
UD32A4 this message is displayed: is displayed.
Disconnect T/D?
6 |Standalone Modem Press the Across button until Dial from # =1
UD32A4 this message is displayed: is displayed.
Dial from # =1
7 |Standalone Modem Press the Enter button. Establishes connection to the

UD32A4

RDA.
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Section 4.6. Unique Operating System Requirements/Programs

NOTE

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

4.6.1 INTRODUCTION.

Some UNIX OS level manipulation is necessary for the Sun processors to administer the system and
ensure the integrity of the system. Many of these programs (processes) are executed from a terminal
command line but may also include use of a Human Computer Interface (HCI). Procedures are
provided for all three processors to include:

* Stopping/starting applications software (paragraph 4.6.2)

e Software loads (paragraph 4.6.3)

* Software backups (paragraph 4.6.4)

* Software restorals (paragraph 4.6.5)

* Miscellaneous load/setup procedures (paragraph 4.6.6)

e Processor system initialization (reboot) procedures (paragraph 4.6.7)
e System cleanup actions (paragraph 4.6.8)

* Use of “admintool” to add groups, users, etc. (paragraph 4.6.9)

This section only discusses critical processes which must be performed on a periodic basis or when
dictated by another event (e.g., receipt of new software). Paragraph 4.6.2 discusses
Applications—level software; however, it is only discussed in this section to provide procedures for
the user to stop and start applications software using OS-level commands. For all three Sun
processor applications functionalities, these commands would normally not be performed because
normal interaction with the applications software is through the graphical HCIs (see Section 4.7 for
additional information for the RPG’s HCI ran at the RPG or MSCF workstations). Section 4.3
discusses the majority of the more common UNIX commands (processes) which may be used within
this section or at other times on a routine basis for non—critical functions.

NOTE

With the exception of paragraph 4.6.2, requirements discussed in
this section would normally be performed by a System
Administrator and most must be performed in the Superuser mode.
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NOTES

Command entries and mouse selections are shown in this section
in bold type. Variable names are normally shown with a unique
font (e.g., variable_name). Within a specified command string
that must be entered, the variable placeholders are not bold type;
however, all portions of the command that are entered exactly as
shown are in bold type. The variable placeholder within the
command string must be replaced with a name, address, etc.
unique to each system and the user is told how to formulate the
entry, or directed to where to find this information. Since the
keyboard in use may have either an “Enter” key or a “Return” key,
the end of the command line is delineated with a <CR>. Unless
stated otherwise, each command line shown must be “entered” to
be processed. Also, directory names/paths shown outside of a
command example are italicized for clarity purposes.

This section will discuss some graphical manipulations using a
mouse. The word “click” indicates a standard left mouse click.
When a right click or double—click is required, it is specifically
indicated. The symbol P is used to indicate subsequent left clicks
through sub—menu selections.

Procedures requiring Sun operating system level Superuser (root)
privileges are marked as follows at the right margin:

SU
The following is a consolidated index of all procedures in this section:
Consolidated Procedures Index
Procedure Reference
Stopping the RPG Applications Software Table 4-41
Starting the RPG Applications Software (Normal) Table 4-42
Starting the RPG Applications Software With Clean Start Mode Table 4-43
Stopping the RPG’s HCI at MSCF Table 4-44
Stopping the MSCF Application Table 4-45
Starting the MSCF Application Table 4-46
Starting the RPG’s HCI at MSCF Table 4-47
Stopping the BDDS Software Table 4-48
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Consolidated Procedures Index — Continued

Procedure Reference
Starting the BDDS Software Table 4-49
Stopping the PowerChute Display Table 4-50
Starting the PowerChute Display Table 4-51
RPG Processor Full System Software Load Table 4-52
BDDS Processor Full System Software Load Table 4-53
MSCEF Processor Full System Software Load Table 4-54
Load of New RPG Applications Software Table 4-55
Load of New MSCF Applications Software Table 4-56
Load of New BDDS Applications Software Table 4-57
System Software Backup Using ufsdump (Example) Table 4-58
RPG Applications Software Backup Table 4-59
MSCEF Applications Software Backup Table 4-60
Backup of BDDS User Account Directories Using tar Table 4-61
Backup of RPG or MSCF User Account Directories Using tar Table 4-62
Adaptation Data Backups at RPG Workstation Table 4-63
Adaptation Data Backups at MSCF Workstation Table 4-64
System Software Restoral Using ufsrestore (Individual File Table 4-65
System Example)

RPG Applications Software Restoral Table 4-66
MSCEF Applications Software Restoral Table 4-67
Restoral of RPG or MSCF User Account Directories Made Using tar Table 4-68
Restoral of BDDS User Account Directories Made Using tar Table 4-69
RPG Adaptation Data Restoral at RPG Workstation Table 4-70
MSCF Adaptation Data Restoral at MSCF Workstation Table 4-71
Jaz Drive Disk Format and Mounting for Backup Purposes Table 4-72
Magma Four/Eight Port Serial Card Driver Load Table 4-73
Date/Time Set Process Table 4-74
Normal Processor System Reinitialization Procedure Table 4-75
Abnormal Processor System Reinitialization Procedure Table 4-76
Find and Clean Out Core Dumps Table 4-77
Clean Out Print Queues Table 4-78
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Consolidated Procedures Index — Continued

Procedure Reference

Addition of Groups Table 4-79

Addition of Users Table 4-80

Scan All Diskettes Prior to Use Table 4-81

Scan All CDs Prior to Use Table 4-82

Scan Processor Hard Drives Table 4-83
4.6.2 STOPPING/STARTING APPLICATIONS SOFTWARE.

This paragraph provides procedures for stopping/starting all applications level software from the
command line. Paragraphs 4.6.2.1 and 4.6.2.2 deal with stopping/starting the RPG applications
software running on the RPG processor (UD70/170A7). Paragraphs 4.6.2.3 and 4.6.2.4 deal with
stopping/starting the MSCF Client software running on the MSCF (UD71A1). Paragraphs 4.6.2.5
and 4.6.2.6 deal with stopping/starting the BDDS software running on the BDDS processor
(UD70A1). Paragraphs 4.6.2.7 and 4.6.2.8 deal with stopping/starting the PowerChute display
(either graphical or text based) on the RPG processors. This is only for the display —— the actual
UPS monitoring software is running all the time.

NOTE

For all three Sun processor applications functionalities, these
commands would normally not be performed because normal
interaction with the applications software is through the graphical
HCISs (see Section 4.7 for additional information for the RPG’s
HCI ran at the RPG or MSCF workstations). Also, starting with
ROC software development release version 1.86, system users will
always log into the Sun processors under their own accounts, and
then have access privileges to applications software functionalities
as needed. In many cases within this section, this is referred to as
“logging in as a normal user” or possibility have an indication of
“At a normal user prompt” (as opposed to “At a root prompt” or
“At a # prompt”).

Index, Starting/Stopping Applications Software

Procedure Reference
Stopping the RPG Applications Software Table 4-41
Starting the RPG Applications Software (Normal) Table 4-42
Starting the RPG Applications Software With Clean Start Mode Table 4-43
Stopping the RPG’s HCI at MSCF Table 4-44
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Index, Starting/Stopping Applications Software — Continued

Procedure Reference
Stopping the MSCF Application Table 4-45
Starting the MSCF Application Table 4-46
Starting the RPG’s HCI at MSCF Table 4-47
Stopping the BDDS Software Table 4-48
Starting the BDDS Software Table 4-49
Stopping the PowerChute Display Table 4-50
Starting the PowerChute Display Table 4-51

4.6.2.1 Stopping the RPG Applications Software. Normally, the RPG software can be stopped

from the RPG HCI at the MSCF workstation or an RPG HCI running on the RPG workstation in the
RPGPCA. In the event that the software can not be stopped through the graphical interface, the
following procedure can be used to stop the software.

NOTE

These procedures are written based upon being at the RPG
workstation in the UD70/170 RPGPCA. If being performed from
the MSCEF, a ssh session would have to be established to the RPG
(two possible RPGs for FAA Redundant)

Table 4-41. Stopping the RPG Applications Software

STEP

ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

1 [Atanormal user prompt, enter: The “stop” alias calls the “mrpg shutdown”

stop<CR> command which stops the applications soft-

ware. A prompt will appear in approximate-
ly 15 seconds but wait an additional 15 sec-
onds before proceeding.
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Table 4-41. Stopping the RPG Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

At a normal user prompt, enter:

rpg_ps<CR>

This will display a list of the active RPG
processes. Not counting the miscellaneous
“le_pipes” and “pings” that are running,
there should only be four processes still ac-
tive as shown in the following example
(mnet, mrpg, nds, and rssd). Some tasks
such as cm_uconx and p_server could take
up to 45 seconds to gracefully stop, so re-
peat this step several times up to 1 minute
following the commanded stop. At that
point, if other processes are still running,
repeat steps 1 and 2. If there are still re-
maining active processes other than the four
listed in the example and the miscellaneous
le_pipes/pings, then continue with step 3 to
stop the renegade process(es). It is not man-
datory to “kill” the RPG HCI; however, pro-
ceed to step 4 to clear it from the display if
desired.

EXAMPLE:

27 rpgl-osfl /export/home/v1.81 :rpg_ps
RPG: Shutdown state — Active — In Operational Mode

name tskid inst pid cpu mem

le_pipe 11004
le pipe 11004
le_pipe 11004
le_pipe 11004
le pipe 11004
mnet 11002
.rssd.conf —w 120
mrpg 11101
nds 11102
infr/nds.1b
ping 11003
ping 11003
ping 11003
ping 11003
ping 11003
rssd 10006

12961
12968
12958
12965
12971
12949

29915
29918

12963
12957
12960
12967
12970
12948

2030m
230m
160m
6550m
170m

49k
49k
49k
49k
49k

14s 270k

life command

18h le_pipe —t mnet_in

18h le_pipe —t mnet_in

18h le_pipe —t mnet_in

18h le_pipe —t mnet_in

18h le_pipe —t mnet_in

18h mnet —c /export/home/v1.99/

110m 606k 10s mrpg shutdown

50m

-2m
-2m
-2m
-2m
-2m

57k

0B
0B
0B
0B
0B

10s nds —v —f /export/home/v1.99data/

18h /usr/sbin/ping -1 2 mscf 1
18h /usr/sbin/ping —I 2 bdds 1
18h /usr/sbin/ping -1 2 lan 1
18h /usr/sbin/ping -1 2 rtr 1
18h /usr/sbin/ping -1 1 rpg 1

16s 214k 18h rssd —c /export/
home/v1.99/.rssd.conf —f 256 -1 /export/home/v1.99/rssd.log
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Table 4-41. Stopping the RPG Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
3 | At a normal user prompt, enter: Where nnn is the PID (”inst pid”’) number
kill -9 nnn<CR> of the process to stop. Repeat steps 2 and 3

as necessary until there are no active pro-
cesses other than those listed in the exam-
ple. It is not mandatory to “kill” the RPG
HCI; however, continue with step 4 to clear
it from the display if desired.

4 | Close the RPG HCI window, if open, by Closes current RPG HCI. After software is

double—clicking the minus sign [-] in the restarted, it will be best to start a new RPG
upper left corner of the window. HCL
4.6.2.2 Starting the RPG Applications Software. In most cases, the RPG applications software

can be restarted from the RPG HCI at the MSCF workstation or an HCI running on the RPG
workstation in the RPGPCA. In the event that the software can not be started through the graphical
interface, the following procedure can be used to start the software from an RPG processor
command line. Table 4-42 provides the procedure for bringing the RPG software up in a normal
manner. However, if incorrect applications functionality is noted, the RPG should be brought up in a
clean start mode as indicated in Table 4-43 (can not be done graphically).

NOTE

These procedures are written based upon being at the RPG
workstation in the UD70/170 RPGPCA. If being performed from
the MSCEF, a ssh session would have to be established to the RPG
(two possible RPGs for FAA Redundant)

Table 4-42. Starting the RPG Applications Software (Normal)
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

Starting with ROC development release version v1.57, the RPG
applications software will auto—start immediately after running
its configuration script or after a system reboot, as long as it was
running prior to the reboot Thus, perform step 1 only if the RPG
applications software was manually stopped, or stopped prior to a
system reboot.
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Table 4-42. Starting the RPG Applications Software (Normal) — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.
1 | Atanormal user prompt, enter: The “start” alias calls the “mrpg —v start-
start<CR> up” command which starts the RPG applica-
tions software. The start process will take
approximately 30 seconds to complete. Af-
ter returned to a prompt, the RPG should be
operational.
2 | At a normal user prompt, enter: This will display a list of the active RPG
rpg_ps<CR> processes. There will be approximately 100
processes listed and none should show a
“FAIL” in the “inst pid” column (use scroll
bar as necessary to view top of list). If
some processes did not start correctly (FAIL
indicated) or if incorrect applications func-
tionality is noted, perform the procedure in
Table 4-41 to stop the software and then
perform the procedure in Table 4-43 to start
the software in a clean start mode.
3 If at the RPG Processor maintenance This will start the RPG HCI on the RPG

position within the RPGPCA cabinets and
an HCI is desired, then, at the normal user
prompt in any terminal window, enter:
hci&<CR> If this was being performed via
a ssh session from the MSCF workstation,
then start a new RPG HCI at the MSCF
workstation by clicking the RPG HCI
button on the MSCF display window.

maintenance position monitor or the MSCF
workstation, as applicable.
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Table 4-43. Starting the RPG Applications Software With Clean Start Mode

STEP

ACTION/PROCEDURE RESPONSE/COMMENTS

NOTES

Starting with development release version v1.57, the RPG
applications software will auto—start immediately after running
its configuration script within a full system software load
procedure or after a system reboot, as long as it was running
prior to the reboot Thus, perform step 1 only if the RPG
applications software was manually stopped, or stopped prior to a
system reboot, and a clean start is necessary to recover possible
failed tasks.

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

CAUTION

A clean start will reinitialize some system logs and product
databases. This procedure should only be used when necessary
to recover failed tasks or possibly recover from abnormal
applications functionality.

1 | At a normal user prompt, enter: The “cleanstart” alias calls the “mrpg —r —v

cleanstart<CR> startup” command which starts the RPG ap-

plications software. The “—r” option indi-
cates the transient data stores in the RPG
will be re—created. This process will take
approximately one minute to complete. Af-
ter returned to a prompt, the RPG should be
operational.
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Table 4-43. Starting the RPG Applications Software With Clean Start Mode - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

2

At a normal user prompt, enter:

rpg_ps<CR>

This will display a list of the active RPG
processes. There will be approximately 100
processes listed and none should show a
“FAIL” in the “inst pid” column (use scroll
bar as necessary to view top of list). If all
processes are active, then proceed to step 3.
If some processes did not start correctly
(FAIL indicated) or if incorrect applications
functionality is noted, perform a normal sys-
tem reinitialization of the RPG processor
IAW Table 4-75 (if done by a Superuser via
a ssh session, an init 6<CR> from a #
prompt could also be used for the reinitial-
ization). If the reinitialization is performed,
after the system boots up, login in as a nor-
mal user and then recheck the processes
with the rpg_ps command. If problems are
still evident, contact the ROC Hotline for
further assistance.

If at the RPG Processor maintenance posi-
tion within the RPGPCA cabinets and an
HCI is desired, then, at the normal user
prompt in any terminal window, enter:
hci&<CR> If this was being performed via
a ssh session from the MSCF workstation,
then start a new RPG HCI at the MSCF
workstation by clicking the RPG HCI but-
ton on the MSCF display window.

This will start the RPG HCI on the RPG
maintenance position monitor or the MSCF
workstation, as applicable.

4.6.2.3

Stopping the MSCEF Client Software. At this point, the only two MSCF functionalities
that can be stopped are the RPG’s HCI (as displayed at the MSCF) and the Simple Network
Management Protocol (SNMP) MSCEF application. The MSCEF application provides buttons to start
HClIs for various Open Systems components, an SNMP trap log, as well as power control and added
communication monitoring capabilities. In the future, this particular application display will also be
used to provide an interface to the Open RDA. See Table 4-44 to stop the RPG HCI (or two HCIs
for FAA Redundant). See Table 4-45 for stopping the MSCF application.

4-177



NWS EHB 6-525

Table 4-44. Stopping the RPG’s HCI at MSCF

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
1 | Double—click the [-] in the upper left corner | The RPG HCI closes. Since this RPG HCI
of the RPG HCI window. is displayed on this platform through a Re-
mote Support Services Daemon (RSSD),
this is all that is required to stop the RPG
HCI functionality.
Table 4-45. Stopping the Master System Control Functions Application
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
1 | Double—click the [-] in the upper left corner | The Master System Control
of the Master System Control Functions application window closes.
Functions window.
4.6.2.4 Starting the MSCF Client Software. At this point, the only two MSCF functionalities

that can be started are the MSCF application (commonly called the “MSCF display”) and the RPG’s
HCI displayed at the MSCF via a Remote Support Services Daemon. The MSCF application
(display) provides buttons to start HCIs for various Open Systems components. It also provides an
SNMP trap log, as well as power control and added communication monitoring capabilities. These
last functionalities are provided via use of SNMP. In the future, the MSCEF display will also be used
to provide an interface to the Open RDA. See Table 4-46 for starting the MSCF application. See
Table 4-47 to start the RPG HCI (or two HCIs for FAA Redundant).

NOTE

It is normally not necessary to use Table 4-46 or Table 4-47 to
start the MSCF display or the RPG’s HCI at the MSCF
workstation via command line entries. The actual MSCF display
should auto—start upon login under the CDE and it has a button
that can be used to start the RPG’s HCI.

Table 4-46. Starting the Master System Control Functions Application

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

At a normal user prompt, enter:
mscf &<CR>

This will call the “mscf” program to start
the MSCEF display. Starting with ROC soft-
ware development release version v1.71, the
“msct” program/display will start as soon as
a normal user logs into CDE on the MSCF.
In the event that the MSCF Display does not
auto—start when logging into CDE, or the
present “mscf” display dies or becomes cor-
rupted, the “msct” command can always be
used to start a new display.
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Table 4-47. Starting the RPG’s HCI at MSCF
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 Click the RPG HCI button on the Master [If the button does not start an RPG HCI,
System Control Functions window [continue with the next step. If the RPG HCI
to start the appropriate RPG HCI and this starts as expected, this procedure is com-
procedure is complete. plete.

For an FAA redundant system, an RPG HCI
can be started for either RPG as selected via
a toggle button on the Master System
Control Functions window.

2 |If this is an MSCF for a DoD system, then | This is an alias which will call the appropri-
proceed to step 3. If this is an MSCEF for an |ate binary and start the RPG HCI. This is a
FAA Redundant system, then proceed to high—bandwidth version of the RPG HCI.
step 4. For an NWS system, at the normal
user prompt, enter:

nwsmscfhci<CR>

3 | For an MSCEF off of a DoD system, at the This is a low bandwidth version of the RPG
normal user prompt, enter: HCI since the graphics must be passed
dodmscfhci<CR> across a modem link.

4  |For FAA Redundant systems, an RPG HCI | These are aliases which will call the ap-
can be started for each channel. At the nor- |propriate binary and has command line pa-

mal user prompt, enter: rameters necessary to specify the start of an
faamscfhci1<CR> and at a prompt in RPG HCI for each specific RPG (Channel 1
another window, enter: and Channel 2). These are low bandwidth

faamscfhci2<CR> versions of the HCI since the graphics must

be passed across a modem link. For that
reason, it is better to only start an RPG HCI
for the Active/Controlling channel.

4.6.2.5 Stopping the BDDS Software. Normally, the user should never need to stop the BDDS
software from the command line or through its graphical interface. From the MSCF Display, the
“BDDS HCI” can be used to stop the software. However, if the user does need to stop it from the
command line, perform the procedures provided in Table 4-48.

NOTE

These procedures are written based upon being at the BDDS
workstation in the UD70/170 RPGPCA. If being performed from
the MSCEF, a ssh session would have to be established to the
BDDS.
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Table 4-48. Stopping the BDDS Software

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at a BDDS workstation (installed in
RPGPCA cabinets), Raritan user channel 2 (BDDS) must be
selected. Activate mouse and use the on—screen menus to login
as raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the BDDS user channel.

1 If not already logged into the CDE, at the The BDDS software must be stopped by
CDE Login screen log into the CDE as root |[root. If already logged into CDE as a nor-
by entering: mal user or performing this procedure
root<CR> and the root password<CR> |through a remote session, this procedure can

be continued by becoming a Superuser. If
root privileges are not allowed, contact the
system administrator for assistance.

2 | Open up a terminal window if one is not al- | Use the CDE Control Panel to open a termi-
ready open. nal window.

3 | At the # prompt, enter: This is the normal directory location for the
cd /bdds<CR> bdds operational software. (Note: There is

a /export/home/bdds user directory. Howev-
er, it is used only for user login/initial soft-
ware loads and not the operational soft-
ware.)

4 | At the # prompt, enter: Should indicate /bdds
pwd<CR>

5 | At the # prompt, enter: This will stop the BDDS software.
./wbstop<CR>

6 | At the # prompt, enter: A “BDDS Active Processes” table is dis-

./wbstat<CR>

played; however, three of the four normal
active processes (“wbserver”, “convert”,
and “brecv”) will not be listed. The process
“wbcontrol” will still be listed. This indi-
cates that the server did stop correctly.
Broadcast Receive (brecv) is the process

that receives the base data from the RPG.

4-180



4.6.2.6

NWS EHB 6-525

Starting the BDDS Software. Normally the user should never have to manually start
the BDDS software because it starts by itself at boot time. From the MSCF Display, the “BDDS
HCI” can be used to start the software if it is stopped for any reason (not “Active” on the BDDS
HCI) . However, if the user does need to start it from the command line at the actual BDDS
workstation, perform the procedures provided in Table 4-49.

NOTE

These procedures are written based upon being at the BDDS
workstation in the UD70/170 RPGPCA. If being performed from
the MSCEF, a ssh session would have to be established to the

BDDS.

SU

Table 4-49. Starting the BDDS Software

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at a BDDS workstation (installed in
RPGPCA cabinets), Raritan user channel 2 (BDDS) must be
selected. Activate mouse and use the on—screen menus to login
as raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the BDDS user channel.

1 |Log into CDE as root. The BDDS software must be started by root.
If already logged into CDE as a normal user
or performing this procedure through a re-
mote session, this procedure can be contin-
ued by becoming a Superuser. If root privi-
leges are not allowed, contact the system
administrator for assistance.

2 | At the # prompt, enter: This is the normal directory location for the

cd /bdds<CR> bdds operational software. (Note: There is
a /export/home/bdds user directory. Howev-
er, it is used only for user logins/initial soft-
ware loads, and not the operational soft-
ware.)

3 | At the # prompt, enter: Should indicate /bdds

pwd<CR>
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Table 4-49. Starting the BDDS Software — Continued

STEP ACTION/PROCEDURE

RESPONSE/COMMENTS

4 | At the # prompt, enter:
./wbstat<CR>

Verify that the BDDS software is not run-
ning. A “BDDS Active Processes” table is
displayed; however, three of the four normal
active processes (“wbserver”, “convert”,
and “brecv”) will not be listed. The process
“wbcontrol” will still be listed. This indi-

cates that the server is not running.

5 | At the # prompt, enter:
./wbserver<CR>

This will start the BDDS software.

6 | At the # prompt, enter:
./wbstat<CR>

Verify that the BDDS software is running.
A “BDDS Active Processes” table is dis-
played and all four normal active processes
(“wbserver”, “convert”, “brecv”, and
“wbcontrol”) should be listed. This indi-

cates that the server has started correctly.

NOTE

This only starts the BDDS applications software. For the BDDS
to actually receive data (brecv) from the RPG, a “bcast” should
be running at the RPG. For all sites that have a BDDS system,
the RPG software automatically starts the bcast function when
the RPG applications level software is started so no further action

should be necessary.

4.6.2.7

Stopping the PowerChute Display. Normally, the user does not need to stop the

PowerChute display. Unless the system administrator leaves it open, it would not be observed.
However, if the user does need to stop it, perform the procedures provided in Table 4-50.

NOTE

This only stops the PowerChute display and this is only applicable
at the RPG workstation within the RPGPCA. The actual UPS
monitoring software is always running.
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Table 4-50. Stopping the PowerChute Display
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

1 | Use the mouse and double—click on the mi- |The PowerChute display closes.
nus sign (-) in the upper left corner of the
window.

4.6.2.8 Starting the PowerChute Display. The user should never have to actually start the
PowerChute UPS monitoring software because it starts by itself at boot time. The procedure in
Table 4-51 is only used to start the PowerChute software display. PowerChute software must be
started as a Superuser (root).

NOTE

This only starts the PowerChute display and this is only applicable
at the RPG workstation within the RPGPCA. The actual UPS
monitoring software is normally always running and there is no
mandatory requirement to start the PowerChute display. This
PowerChute display is an “added—bonus” maintenance tool that
can be used for evaluating UPS monitoring logs for power
continuity problems. For FAA Redundant systems, the
PowerChute display can be started on either RPG workstation to
display UPS data for either the Channel 1 or Channel 2 UPS.
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Table 4-51. Starting the PowerChute Display

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTES

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password).

Then select the RPG user channel.

This procedure is for starting the graphical PowerChute display.
In steps 2 and 6 below, the System Administrator must use a text
editor (e.g., “vi”) to perform file editing. Since this is a normal
System Administration process, no specific details will be given

here.

If not already at a root prompt, then at the
“node_name console login:” prompt, en-
ter:

root<CR>

and then

root_password<CR> at the Password:
prompt.

The remainder of this procedure must be
performed as a Superuser.

The System Administrator must use a text
editor (e.g., “vi”) and remove the “*LK*”
indicator from the second delimited field in
the /etc/shadow file for the “pwrchute” ac-
count line. This unlocks the “pwrchute” ac-
count for use. Save the edited file.

This procedure should be performed by the
System Administrator and that individual
should be familiar with text editing pro-
cesses.

At an # prompt, enter:

/ust/lib/powerchute/xpowerchute
&<CR>

This starts the PowerChute software process
for a graphical display.

At the Monitor Server window, use the
mouse to click and highlight the active UPS
indicated to be “On Line”. Then click OK.

Single channel system should only see one
active UPS listed. FAA redundant systems
will actually see the active UPS for each
channel listed and either UPS can be se-
lected and monitored from either channel.
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Table 4-51. Starting the PowerChute Display — Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

5 | Atthe Password window, click OK. The graphical PowerChute display appears.

6 | The System Administrator must use a text This procedure should be performed by the
editor (e.g., “vi”) and restore the “*LK*” System Administrator and that individual
indicator to the second delimited field in the [should be familiar with text editing pro-
/etc/shadow file for the “pwrchute” account |cesses.

line. This locks the “pwrchute” account to
meet security requirements.

4.6.3 SOFTWARE LOADS.

Full system software loads or reloads (e.g., loading the Solaris Operating System) are normally only
necessary for new systems or when software is upgraded. In these cases, the software will normally
be distributed as part of a formal release procedure with a unique set of procedures. However, in
some cases, the user may be required to load or reload the present version of the OS software if a
corruption occurs and the user can not recover functionality through a software restoral procedure
(paragraph 4.6.5). If the user needs to load or reload the entire operating system, follow the
procedure in paragraph 4.6.3.1 and Table 4-52 through Table 4-54. (RPG, BDDS, and MSCF
processors). To load the RPG applications software only, follow the procedure in paragraph 4.6.3.2
and Table 4-55. To load the MSCEF client applications software only, follow the procedure in
paragraph 4.6.3.3 and Table 4-56. To load the BDDS applications software only, follow the
procedure in paragraph 4.6.3.4 and Table 4-57. All of these procedures must be performed in
Superuser (root) mode. Also, all of these procedures must be performed at the boot console
(workstation monitor/keyboard).

Index, Software Loads

Procedure Reference
RPG Processor Full System Software Load Table 4-52
BDDS Processor Full System Software Load Table 4-53
MSCEF Processor Full System Software Load Table 4-54
Load of New RPG Applications Software Table 4-55
Load of New MSCF Applications Software Table 4-56
Load of New BDDS Applications Software Table 4-57
4.6.3.1 Full System Software Installations. This paragraph contains procedures for a full

system software load on the RPG processor, the BDDS processor, and the MSCF processor.
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4.6.3.1.1 RPG Processor UD70A7 Full System Software Installation. Table 4-52 contains the
procedures for performing a full system software load of the RPG Processor (UD70A7). This is a
full installation and if previous data does exist, it will not be retained. This procedure assumes the
user is starting with a completely “blank” system or the user desires to perform the full installation
procedure because present data corruption may exist or a new software build was received. If the
user wants to back up present user accounts, Table 4-52 provides the necessary references for
performing this backup and restoring the user accounts after the full system software load is
completed.

All of these procedures must be performed in Superuser (root) mode. Also, all of these procedures
must be performed at the boot console (i.e., the maintenance console in the RPG cabinets) and not
from a remote network session.

NOTE

If the following full system software load is aborted on the RPG
for any reason, all user accounts will be lost. Do not intentionally
abort the load. If the load aborts for any reason, reestablish all
user accounts IAW Table 4-80 after the full software load is
successfully completed. Table 4-80 has the necessary steps to also
relink user accounts to the RPG applications software so that all
users can access the RPG applications. If this is a new
replacement processor or fixed disk, user accounts must also
be reestablished after the load IAW Table 4-80.

SU
Table 4-52. RPG Processor UD70A7 Full System Software Load
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

1 If this is a previously loaded system and Backup current user account directories if
there is a need to retain current user account |desired. The full system load script will au-
data, then backup the account directories tomatically backup user IDs and passwords
prior to starting this procedure. This backup |should backup data from these account di-
can be done by following the procedure rectories be restored later. The system full
listed in Table 4-62. Only perform this load script will also create new home direc-
backup if there is a real need to retain user tories for all users with the current environ-
account data. ment file (.cshrc) in—place so backup/resto-

ral of user account data is not mandatory.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

2 | Backup the RPG adaptation data to a floppy |Stores current adaptation data to a floppy.
disk by following the procedure in Ensure the disk is labeled with current soft-
Table 4-63. ware build and date.

3 |If the system is powered off, skip to step 7. [Even though new systems come with Solaris
If the system is a “blank” or corrupted sys- [pre—loaded, software is reloaded to establish
tem, it will automatically stop or be at the specific disk partition sizes. This full load
ok (boot) prompt (skip to step 8). Other- procedure will accomplish that task and load
wise, continue with the next step. all software on the disk. If an “ok” prompt

is presently displayed, proceed to step 8. If
the system is powered on and not presently
at an “ok” prompt, continue with the next
step.
NOTE

Steps 4 through 6 contain methods to halt a system in a normal

manner. If accomplishing these steps does not halt the system,

press the Standby button on the front of the Ultra 5/10 processor

assembly (located below the green power LED) and wait 80

seconds. If the system still doesn’t shutdown, use the power

switch at the rear of the unit to power the processor off for five

seconds and then to power it back on. Enter <Stop> A to halt

the boot process. Then proceed to step 8.

4 |If at a CDE Login screen (see Figure 4-9 Applications software may still be running
for example) or within the CDE with an ac- |at this point; however, it is not relevant
tive Screen Lock, then proceed to step 6. If [since all system software is being reloaded.
within the CDE and the screen can be un-
locked, continue with the next step.

5 |Exit out of CDE by clicking EXIT on the Leave the CDE.

CDE Control Panel and OK at the acknowl-
edgement window.

6 | Push the power button on the front of the No immediate response for approximately
RPG Processor. 50 seconds, then another 20 seconds to com-

plete the shutdown. Halts the system and
system goes to an “ok” prompt. Proceed to
step 8.

7  |If the system was powered off, then power | An “ok” prompt will appear.

the system on, and enter Stop-A (i.e., si-
multaneously press the “Stop” and “A”
keys) when the system starts to boot.

4-187



NWS EHB 6-525

Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

Place the system software distribution disk
labeled RPG LOAD MEDIA Version X.X
in the CD-ROM drive and close the cradle
door.

Version X.X is the current software version
fielded.

At the ok prompt, enter:
set-defaults<CR>

This ensures all NVRAM settings are re-
turned to default values.

10

At the ok prompt, enter:
boot cdrom<CR>

This boots the CD-ROM disk. Some disk
check errors may be noted; however, they
are not relevant at this point. Disregard the
“hsfs mount failed, trying ufs ...” message.

NOTES

During the next two steps, if an incorrect entry is made, enter
<Ctrl> C and start over at the load menu.

If the load starts and it is then realized that an incorrect entry was
made, let the software complete its load and then start this
procedure over from the beginning. If the load is aborted while
in progress, all user accounts will be lost.

If an error appears that stops the load process, the CD-ROM may
be dirty. Remove the CD-ROM by pushing the button on the
right side of the drive, clean the surface, and return to Step 8. If
another error appears, the CD-ROM is probably defective. Use
the second CD—ROM supplied in the load kit and return to Step
8. If any other similar problems occur, call the WSR-88D

Hotline at (800) 643-3363.

11

For NWS and FAA systems only:

DoD sites, skip to step 12 and perform steps

12 through 15.
When the following message appears:
Choose System Type to Load:

1 RPG

2 MSCF

3 BDDS

4 Utilities

Enter Numeric Selection from
Above,

g to Quit or ? for Help:
[2,22,9]:
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
11 | Enter: Indicates Installing RPG Sys-
Cont. |1<CR> tem...

Skip to step 16.

12 [For DoD systems only: Steps 12 through 15 are for reloading Build

When the following message appears: 6.0 only.

Choose System Type to Load:

1 RPG

2 MSCF

3 BDDS

4 Utilities

Enter Numeric Selection from
Above, g to Quit or ? for
Help:

[2,22,q9]:

Enter:
4<CR>

13 [ When the following message appears:
Utility Choice:
1 Prompt

2 Upload Database
Enter selection [y,n,?,q]

Enter:
2<CR>

14 | When the following message appears:

Is the floppy in the drive
and ready? Yes or No

y,n,?,q]:

Insert the diskette labeled DoD BDDS Host
Update.

Enter:
y<CR>
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

15

The following message appears:

Trying to mount floppy . . .

After approximately 10 seconds, when the
following messages appear:

New database successfully
retrieved from media

Choose System Type to Load:

1 RPG

2 MSCF

3 BDDS

4 Utilities

Enter Numeric Selection from
Above, g to Quit or ? for
Help:

[2,22,q9]

Wait approximately 5 seconds for the green
light inside the left corner of the diskette

drive to turn off, then press the eject button.

Remove the diskette labeled DoD BDDS
Host Update from the drive.

Enter:
1<CR>

Indicates Installing RPG System...

16

When the following message appears:

Please enter the radar’s site
call letters (type ’'help’ for
list):
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
16 | Enter the appropriate four letter site mne- System responds with the system type, net-
Cont. |monic and press <CR>. Enter help<CR> |work number, and netmask. For example:
to see a li§t of site mn?monics ifitis unclear | gystem Type is: RPG
about which mnemonic to use. Site Name is: kXXX, DXXX,
txxx, or 1xxx.
Network is: 172.25.171.0
Subnet Mask is:
255.255.255.128
If this is not an FAA Redundant system the
installation will start and it will take approx-
imately 25 minutes to complete.
NOTE
For NWS and DoD systems: Proceed to step 18 while the
software is loading.
For FAA systems only: Proceed to the next step.
17 |For FAA only:
When the following message appears:
Is this channel 1 or 2?
Enter either 1<CR> or 2<CR> The installation will start and it will take
approximately 25 minutes to complete.
18 | While the software is loading, cycle the This is necessary to allow for the commu-

power switch off for five seconds and then
back on at the rear of all three communica-
tion servers (UD70/170A15, A16, and A17).

nication servers to upload new internal oper-
ating software if it changed on the RPG
processor as part of the new software load.
The upload will not actually occur until the
RPG processor itself is booted in subsequent
steps (but still before the RPG applications
software starts).

NOTE

If the screen is timed out and this is being performed at the RPG
workstation in the Radar Product Generation Processor
Communications Assembly (RPGPCA), Raritan user must be
selected. Activate mouse and use the onscreen menus to log in as
raritan<CR> user (no password) or, if a screen saver is not
active yet, press the <Scroll Lock> key twice quickly to
activate the on—screen menus. Then select the RPG user channel.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

19 | When the following message appears: SITE NAME is the site being
Do you want to restore an loaded at the time (site mne-
adaptation archive from CD or |Monic kxxx, pxxx, txxx, or
floppy for SITE NAME? 1xxx).
Yes or No [y,n,?,q]
Enter: If “n” is entered, proceed to step 21.
y<CR> if adaptation floppy is available
n<CR> if adaptation floppy is not available

20 | When the following message appears: At this time, adaptation data can only be re-
Choose the adaptation archive [Stored from a floppy.
media to restore from:

1 Floppy
2 CD (current install CD)

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,d]:
Enter: Floppy selected.
1<CR>

21 | When the following message appears: Ensure adaptation floppy is in the drive.

Is the floppy in the drive
and ready?

Yes or No [y,n,?,q]

Insert the adaptation floppy in the floppy
drive and then enter:

y<CR>

System starts to mount floppy.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

22

When the following message appears:

Trying to mount floppy...

Choose the adaptation file to
restore:

./adapt00001.site_specific_info
./adapt00001.site_specific_info

u

Z

b wNh R

etc.

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,d]:

Enter:

#<CR>

The site_specific_info will consist of the
site name and the date/time when the
adaptation data file was created. Unless di-
rected otherwise, always select the latest
backup from the list.

Where “#” is the desired number from the
list.

NOTES

System time will now be checked/set to ensure accurate system
operation. Steps 23 and 24 provide guidance for performing this
action prior to system reboot. In NWS configurations, the clock
will automatically synchronize with AWIPS. In DoD and FAA
configurations, the clock will synchronize with the MSCF.

The automated synchronization of the clocks will not work
correctly if the clocks are more than 1000 seconds apart. When
setting the time, ensure the time entered is within the 1000

second rule.

23

When the following message appears:

Adaptation data successfully
retrieved from media

RPG Installation Done!

Please [g]uit menu to reboot.

If “n” was entered in step 19, the system
will actually indicate that the adaptation
data restoral was skipped.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
23 [Choose System Type to Load:
Cont. 1 RPG

2 MSCF

3 BDDS

4 TUtilities

Enter Numeric Selection from
Above,q to Quit or ? for
Help: [?,??,d]:

Enter:

4<CR> to go into the Utility Choice
menu, then enter 1<CR> to get to a shell
prompt.

24

Verify the displayed date/time appears accu-
rate within one minute. At the # prompt,
enter date<CR> to redisplay a new date/
time. If necessary, set the date/time (GMT)
using the procedure in Table 4-74 starting at
step 3.

When completed, enter exit<CR> to return
to the main load menu.

Allows check/set of system time prior to
reboot.

25

When the following message appears:
Choose System Type to Load:

1 RPG

2 MSCF

3 BDDS

4 Utilities

Enter Numeric Selection from
Above,

g to Quit or ? for Help:
[2,22,9]:

Enter:
g<CR>

This will allow selection of a system reboot.

4-194



NWS EHB 6-525

Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

26 | When the following message appears: Menu will temporarily pop back up and then
Do you want to reboot the system reboots. On the first boot, a disk—
system? type error may be noted on a non—existent

disk (e.g., /dev/dsk/c1t4d0s0); how-
Enter: ; . . .
CR ever, this error is non—critical and will not
y<thR> occur on subsequent boots.
In approximately 2.5 minutes the CDE login
window appears.
NOTE

The RPG is now fully functional and applications are

loaded/started. No further interaction is required for the RPG to

actually perform its prime functions. The remaining steps are for

setting the root password and restoring user accounts if desired.

27 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login.

28 |Enter a <CR> Necessary to get to a Command Line Login

prompt.

29 | At the “node _name console login:” At this point, the system will not prompt for
prompt, enter: a root password because it is not set at this
root<CR> time.

A # prompt appears.

30 | At the # prompt, enter: CD-ROM cradle opens. Store the RPG
eject cdrom<CR>. Remove the RPG LOAD MEDIA Version X.X CD in a safe
LOAD MEDIA Version X.X CD and close |location.
cradle.

31 | At the # prompt, enter: This will start the ejection of the RPG
eject<CR> Adaptation floppy diskette. The diskette

does not automatically eject from the drive.

32 | When the following message appears: The floppy diskette can now by manually

/vol/dev/rdiskette0l /.

can now be manually ejected
Wait approximately 5 seconds for the green
light inside the left corner of the diskette
drive to turn off, then press the eject button.

Remove the floppy diskette and store it in a
safe location.

ejected.

This is the floppy diskette labeled RPG DE-
FAULT ADAPTATION DATA.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

33 [ At the # prompt, enter: The system prompts the user to enter a new
passwd<CR> password.

34 | Atthe New password: prompt, enter the | The system prompts the user to re—enter the
desired root_password<CR> new password.

NOTE
This password must meet the password requirements specified in
paragraph 4.2.3.2.8.1.

35 |Atthe Re—enter new password: Should indicate that the password was suc-
prompt, re—enter the desired cessfully changed for root.
root_password<CR>

36 | Open the CD-—ROM drive at the RPG. Use the latest RPG EPSS Files CD provided
Place the CD-ROM labeled RPG EPSS with the last software build.

Files . . . Use with RPG Build X.X into the
CD-ROM drive.
Close the cradle.

37 | At the # prompt, enter: Changes to the directory where local execut-
cd /usr/local/bin<CR> ables are stored.

38 | At the # prompt, enter: Starts the script to install the EPSS.
.J/install_epss.ksh<CR>

39 | When the following message appears: Installs the EPSS to provide on-line opera-

tor help screens. The EPSS icon (of a RDA
This script loads the EPSS. tower and shelter with a question mark) will
Please put the EPSS CD in the [be placed on the left side of the Control
CD drive now. Do you want to [Panel on the nextlogin as a normal user.
install EPSS on this system'’s
hard drive? This should take approximately 2 minutes.
Yes or No [y, n, ?, q]

When the EPSS installation is complete, the
Enter: # prompt appears.
y<CR>

40 | At the # prompt, enter: CD-ROM cradle opens.
eject cdrom<CR>

41 |Remove the CD-ROM. Close the cradle. Store the RPG EPSS Files . . . Use with

RPG Build X.X CD in a safe location.

42 | At the # prompt, enter: System returns to the CDE Login screen

exit<CR>

window after approximately 30 seconds.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
43 | At the RPG processor, when a CDE Login | To open a Terminal window, right click
screen is present, login as a regular site user. |on an open screen, select Tools, and then
Console and Terminal windows select Terminal.
should appear. If a Terminal window
does not appear, open one.
44 | Open the CD-ROM drive at the RPG. Use the latest RPG Blockage Flles CD pro-
Place the CD-ROM labeled RPG Blockage |Vided with the last software build.
Files . . . Use with RPG Build X.X into the
CD-ROM drive.
Close the cradle.
45 | Wait for approximately 30 seconds for the | This is done to unlock the keyboard.
File Manager... window to appear.
Close this File Manager window by
clicking in the upper left hand corner on
File and Close.
46 |Click in the Terminal window. At the Changes the prompt to cdrom directory.
user: prompt, enter:
cd /cdrom/cdrom@<CR>
A cdrom0: prompt appears.
NOTE
If a warning message is displayed indicating permissions
problems, cancel the install process by entering <Ctrl>C. Enter
cd<CR> to return to the v1.XX directory.
47 | Atthe cdrom0: prompt, enter: When completed, the following message
/install_tbd<CR> appears:
“Finished! 1Installed the
Terrain Blockage Data.
Restart RPG Software for Data
to take effect.”
48 |Atthe cdromO: prompt, enter: Changes the prompt to v1.XX directory.

cd<CR>

The v1.XX directory is the version num-
ber of the software build. It should read
something like vl.3 orv1l.12.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
49 |Atthevl.XX: prompt, enter: If a “Device busy” response appears, call
eject cdrom<CR> the ROC Hotline for recovery assistance.
CD-ROM cradle opens.
50 |Remove the CD-ROM. Close the cradle. Store the RPG Blockage Files . . . Use with
RPG Build X.X CD in a safe location.
51 |Atthevl.XX: prompt, enter: Shuts down the RPG. This should take
mrpg shutdown<CR> approximately 10 minutes.
When the following message appears:RPG
processes are notified to
shutdown.
It will be followed by the v1.XX: prompt.
52 |Atthe vl.XX: prompt, enter: This starts up the RPG.
mrpg startup<CR>
53 | When the following message appears: This opens an RPG HCI window. The RPG
RPG startup completed is now operational.
It will be followed by the v1.XX: prompt.
Atthe v1.XX: prompt, enter:
hci &<CR>
NOTE
All normal user accounts have been set up with a default CDE
“look” which includes one console window, one terminal
window, and one digital clock. Due to variances in monitor sizes
and types, the user may need to rearrange these items on the
desktop as desired for best viewing. When arranged as desired,
then log out of CDE to save the new desktop “look”.
54 | If this was a previously loaded system and it | Restores backed—up user account data if de-

is necessary to restore user account data
which was backed—up prior to starting this
procedure, then follow the procedure listed
in Table 4-68.

sired. Since user IDs and passwords were
retained and restored as part of the software
load and new user account home directories
are also created, it is not necessary to recre-
ate these user accounts after the load. All
user accounts should be fully functional af-
ter the load. The restoral procedure is just
for restoring previous user—specific data if
desired.
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Table 4-52. RPG Processor UD70A7 Full System Software Load - Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE

If the full system software load was aborted on the RPG for any
reason, all user accounts are lost. To correct this problem,
reestablish all user accounts IAW Table 4-80 after the full
software load is successfully completed. If this is a new
replacement processor or fixed disk, user accounts must also be
reestablished after the load IAW Table 4-80.

4.63.1.2 BDDS Processor UD70A1 Full System Software Installation. Table 4-53 contains the I
procedures for performing a full system software load of the BDDS Processor (UD70A1). This is a
full installation and if previous data did exist, it will not be retained. This procedure assumes the
user is starting with a completely “blank” system or the user desires to perform the full installation
procedure because present data corruption may exist or a new software build was received. If the
user wants to back up present user accounts, Table 4-53 provides the necessary references for
performing this backup and restoring the user accounts after the full system software load is
completed.

All of these procedures must be performed in Superuser (root) mode. Also, all of these procedures
must be performed at the boot console and not from a remote network session.

NOTE

If the following full system software load is aborted on the BDDS
for any reason, all user accounts will be lost. Do not intentionally
abort the load. If the load aborts for any reason, reestablish all
user accounts IAW Table 4-80 after the full software load is
successfully completed. If this is a new replacement processor
or fixed disk, user accounts must also be reestablished after the
load TAW Table 4-80.
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Table 4-53. BDDS Processor UD70A1 Full System Software Load

STEP

ACTION/PROCEDURE RESPONSE/COMMENTS

NOTES

If this is being performed at the BDDS workstation (installed in
the RPGPCA cabinet), Raritan user channel 2 (BDDS) must be

selected. Activate mouse and use the on—screen menus to login
as raritan<CR> user (no password) or, if a screen saver is not

active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the BDDS user channel.

If this is a reload of current software, the full system load script

will automatically backup user IDs and passwords should backup
data from these account directories be restored later. The system
full load script will also create new home directories for all users

with the current environment file (.cshrc) in—place so
backup/restoral of user account data is not mandatory. If it is
desired to backup user accounts, follow the procedure listed in

Table 4-61.

If this is a previously loaded system and
there is a need to retain current user account
data, then backup the account directories
prior to starting this procedure. This backup
can be done by following the procedure
listed in Table 4-61. Only perform this
backup if there is a real need to retain user
account data.

Backup current user account directories if
desired. The full system load script will au-
tomatically backup user IDs and passwords
should backup data from these account di-
rectories be restored later. The system full
load script will also create new home direc-
tories for all users with the current environ-
ment file (.cshrc) in—place so backup/resto-
ral of user account data is not mandatory.

If the system is powered off, skip to step 6.
If the system is a “blank™ or corrupted sys-
tem, it will automatically stop or be at the
ok (boot) prompt (skip to step 7). Other-
wise, continue with the next step.

Even though new systems come with Solaris
pre—loaded, software is reloaded to establish
specific disk partition sizes. This full load
procedure will accomplish that task and load
all software on the disk. If presently at an
“ok” prompt, proceed to step 7. If the sys-
tem is powered but it is not presently at an
“ok” prompt, continue with the next step.
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Table 4-53. BDDS Processor UD70A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
Steps 3 through 5 contain methods to halt a system in a normal
manner. If accomplishing these steps does not halt the system,
press the Standby button on the front of the Ultra 5/10 processor
assembly (located below the green power LED) and wait 80
seconds. If the system still doesn’t shutdown, use the power
switch at the rear of the unit to power the processor off for five
seconds and then to power it back on. Enter <Stop> A to halt
the boot process. Then proceed to step 7.
3 |If at a CDE Login screen (see Figure 4-9
for example) or within the CDE with an ac-
tive Screen Lock, then proceed to step 6. If
within the CDE and the screen can be un-
locked, continue with the next step.
4  |Exit out of CDE by clicking EXIT on the Leave the CDE.
CDE Control Panel and OK at the acknowl-
edgement window.
5  |Push the power button on the front of the Takes approximately 20 seconds to com-
BDDS Processor. plete the shutdown. Halts the system and
the system goes to an “ok” prompt. Pro-
ceed to step 7.
6 |If the system was powered off, then power | An “ok” prompt will appear.
the system on, and enter Stop-A (i.e., si-
multaneously press the “Stop” and “A”
keys) when the system starts to boot.
7  |Place the system software distribution disk [ Version X.X is the current software version
labeled RPG LOAD MEDIA Version X.X  [fielded.
in the CD-ROM drive and close cradle door.
8 [At the ok prompt, enter: This ensures all NVRAM settings are re-
set-defaults<CR> turned to default values.
9 | At the ok prompt, enter: This boots the CD-ROM disk. Some disk

boot cdrom<CR>

check errors may be noted; however, they
are not relevant at this point. Disregard the
hsfs mount failed, trying ufs
. . . message.
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Table 4-53. BDDS Processor UD70A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTES
During the next step, if an incorrect entry is made, enter
<Ctrl> C and start over at the load menu.
If the load starts and it is then realized that an incorrect entry was
made, let the software complete its load and then start this
procedure over from the beginning. If the load is aborted while
in progress, all user accounts will be lost.
If an error appears that stops the load process, the CD-ROM may
be dirty. Remove the CD-ROM by pushing the button on the
right side of the drive, clean the surface, and return to Step 7. If
another error appears, the CD-ROM is probably defective. Use
the second CD—ROM supplied in the load kit and return to Step
7. If any other similar problems occur, call the WSR-88D
Hotline at (800) 643-3363.
10 | When the following message appears:
Choose System Type to Load:
1 RPG
2 MSCF
3 BDDS
4 Utilities
Enter Numeric Selection from
Above,
g to Quit or ? for Help:
[?,22,q9]:
Enter: Indicates Installing BDDS Sys-
3<CR> tem...
11 | When the following message appears:

Please enter the radar’s site
call letters (type 'help’ for
list):
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Table 4-53. BDDS Processor UD70A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
11 | Enter the appropriate four letter site mne- System responds with the system type, net-
Cont. |monic and press <CR>. Enter help<CR> |work number, and netmask. For example:
to see a li§t of site mn?monics if itis unclear | gystem Type is: BDDS
about which mnemonic to use. Site Name is: KXXX OF pXXX
Network is: 172.25.171.0
Subnet Mask is:
255.255.255.128
The installation will start and it will take
approximately 25 minutes to complete.
NOTE
System time should be checked/set to ensure accurate system
operation. Steps 12 and 13 provide guidance for performing this
action prior to system reboot.
12 | When the following message appears:

BDDS Installation Done!
Please [g]uit menu to reboot.

Choose System Type to Load:

1 RPG
2 MSCF
3 BDDS

4 Utilities
Enter Numeric Selection from
Above,
g to Quit or ? for Help:
[2,22,q9]:

Enter:
4<CR> to go into the Utility Choice
menu, then enter 1<CR> to get to a shell

prompt.

NOTES

Perform the next step even though the BDDS will synchronize its
time with the AWIPS for NWS, or MSCF for DoD.

The automated synchronization of the clocks will not work
correctly if the clocks are more than 1000 seconds apart. When
setting the time, ensure the time entered is within the 1000

second rule.
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Table 4-53. BDDS Processor UD70A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

13

Verify the displayed date/time appears accu-
rate within one minute. At the # prompt,
enter date<CR> to redisplay a new date/
time. If necessary, set the date/time (GMT)
using the procedure in Table 4-74 starting at
step 3.

When completed, enter exit<CR> to return
to the main load menu.

Allows check/set of system time prior to
reboot.

14

When the following message appears:

Choose System Type to Load:
1 RPG
2 MSCF
3 BDDS
4 Utilities

Enter Numeric Selection from
Above,

g to Quit or ? for Help:
[?,22,q]:

Enter:
q<CR>

This will allow selection of a system reboot.

15

When the following message appears:
Do you want to reboot the
system?

Enter y<CR>

Menu will temporarily pop back up and then
system reboots. On the first boot, a disk—
type error may be noted on a non—existent
disk (e.g., “/dev/dsk/c1t4d0s0”); however,
this error is non—critical and will not occur
on subsequent boots.

NOTE

The BDDS is now fully functional and applications are
loaded/started. No further interaction is required for the BDDS
to actually perform its prime function. The remaining steps are
for setting the root password and restoring user accounts if

desired.
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Table 4-53. BDDS Processor UD70A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

16 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

17 |Enter a <CR> Necessary to get to a Command Line Login

prompt.

18 | At the “node_name console login:” At this point, the system will not prompt for
prompt, enter: a root password because it is not set at this
root<CR> time.

A # prompt appears.

19 | At the # prompt, enter: CD-ROM cradle opens. Store the RPG
eject cdrom<CR> LOAD MEDIA Version X.X CD in a safe
Remove the RP.G LOAD MEDIA Version | location.

X.X CD and close cradle.

20 | At the # prompt, enter: The system prompts the user to enter a new
passwd<CR> password.

21 |Atthe New password: prompt, enter the | The system prompts the user to re—enter the
desired root_password<CR> new password.

NOTE
This password must meet the password requirements specified in
paragraph 4.2.3.2.8.1.

22 | Atthe Re—enter new password: Should indicate that the password was suc-
prompt, re—enter the desired cessfully changed for root.
root_password<CR>

23 | At the # prompt, enter: System returns to the CDE Login screen af-

exit<CR>

ter approximately 30 seconds. If it is not
necessary to restore any backed—up user ac-
counts (data only), then this procedure is
theoretically complete; however, the follow-
ing Note provides information for setting up
the CDE “look” when logging into a normal
user account and into the CDE. If it is nec-
essary to restore user accounts (data only),
continue with the final step.

4-205



NWS EHB 6-525

Table 4-53. BDDS Processor UD70A1 Full System Software Load - Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

All normal user accounts have been set up with a default CDE
“look” which includes one console window, one terminal
window, and one digital clock. Due to variances in monitor sizes
and types, the user may need to rearrange these items on the
desktop as desired for best viewing. When arranged as desired,
then log out of CDE to save the new desktop “look”.

24 |1If this was a previously loaded system and it | Restores backed—up user account data if de-
1s necessary to restore user account data sired. Since user IDs and passwords were
which was backed—up prior to starting this | retained and restored as part of the software
procedure, then follow the procedure listed |load and new user account home directories
in Table 4-69. are also created, it is not necessary to recre-
ate these user accounts after the load. All
user accounts should be fully functional af-
ter the load. The restoral procedure is just
for restoring previous user—specific data if
desired.

NOTE

If the full system software load was aborted on the BDDS for any
reason, all user accounts are lost. To correct this problem,
reestablish all user accounts IAW Table 4-80 after the full
software load is successfully completed. If this is a new
replacement processor or fixed disk, user accounts must also be
reestablished after the load IAW Table 4-80.

4.63.1.3 MSCEF Processor UD71A1 Full System Software Installation. Table 4-54 contains the
procedures for performing a full system software load of the MSCF Processor (UD71A1). Thisis a
full installation and if previous data did exist, it will not be retained. This procedure assumes the
user is starting with a completely “blank” system or the user desires to perform the full installation
procedure because present data corruption may exist or a new software build was received. If the
user wants to back up present user accounts, Table 4-54 provides the necessary references for
performing this backup and restoring the user accounts after the full system software load is
completed.

All of these procedures must be performed in Superuser (root) mode. Also, all of these procedures
must be performed at the boot console and not from a remote session.
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If the following full system software load is aborted on the MSCF
for any reason, all user accounts will be lost. Do not intentionally
abort the load. If the load aborts for any reason, reestablish all
user accounts IAW Table 4-80 after the full software load is
successfully completed. Table 4-80 has the necessary steps to also
relink user accounts to the MSCF applications software so that all
users can access the MSCF applications. If this is a new
replacement processor or fixed disk, user accounts must also
be reestablished after the load IAW Table 4-80.

SU

Table 4-54. MSCF Processor UD71A2A1 Full System Software Load

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is a reload of current software, the full system load script
will automatically backup user IDs and passwords in case backup
data from these account directories need to be restored later. The
system full load script will also create new home directories for
all users with the current environment file (.cshrc).
Backup/restoral of user account data is not mandatory. However,
if there are important logs or graphic screen captures stored in
the user account directories that need to be retained, then backup
the MSCF user account directories using the procedures specified
in Table 4-62. Installed should ensure site’s list of user accounts
is available if inadvertently deleted during this load process.

If this is a previously loaded system and
there is a need to retain current user account
data, then backup the account directories
prior to starting this procedure. This backup
can be done by following the procedure
listed in Table 4-62. Only perform this
backup if there is a real need to retain user
account data.

Backup current user account directories if
desired. The full system load script will au-
tomatically backup user IDs and passwords
should backup data from these account di-
rectories be restored later. The system full
load script will also create new home direc-
tories for all users with the current environ-
ment file (.cshrc) in—place so backup/resto-
ral of user account data is not mandatory.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
2 |If the system is powered off, skip to step 6. | Even though new systems come with Solaris
If the system is a “blank” or corrupted sys- |[pre—loaded, software is reloaded to establish
tem, it will automatically stop or be at the specific disk partition sizes. This full load
ok (boot) prompt (skip to step 7). Other- procedure will accomplish that task and load
wise, continue with the next step. all software on the disk. If the system is
presently at an “ok” prompt, proceed to step
7. If the system is powered but not present-
ly at an “ok” prompt, continue with the next
step.
NOTE
Steps 3 through 5 contain methods to halt a system in a normal
manner. If accomplishing these steps does not halt the system,
press the Standby button on the front of the Ultra 5/10 processor
assembly (located below the green power LED) and wait 80
seconds. If the system still doesn’t shutdown, use the power
switch at the rear of the unit to power the processor off for five
seconds and then to power it back on. Enter <Stop> A to halt
the boot process. Then proceed to step 7.
3 |If at a CDE Login screen (see Figure 4-9
for example) or within the CDE with an ac-
tive Screen Lock, then proceed to step 6. If
within the CDE and the screen can be un-
locked, continue with the next step.
4  |Exit out of CDE by clicking EXIT on the Leave the CDE.
CDE Control Panel and OK at the acknowl-
edgement window.
5 | Push the power button on the front of the Takes approximately 20 seconds to com-
MSCEF Processor. plete the shutdown. Halts the system and
the system goes to an “ok” prompt. Pro-
ceed to step 7.
6 |If the system was powered off, then power | An “ok” prompt will appear.
the system on, and enter Stop-A (i.e., si-
multaneously press the “Stop” and “A”
keys) when the system starts to boot.
7 | Place the system software distribution disk [ Version X.X is the current software version

labeled RPG LOAD MEDIA Version X.X
in the CD—-ROM drive and close the cradle
door.

fielded.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE RESPONSE/COMMENTS

8

At the ok prompt, enter:
set-defaults<CR>

This ensures all NVRAM settings are re-
turned to default values.

At the ok prompt, enter:
boot cdrom<CR>

This boots the CD-ROM disk. Some disk
check errors may be noted; however, they
are not relevant at this point. Disregard the
hsfs mount failed, trying ufs
. . . message.

NOTES

During the next two steps, if an incorrect entry is made, enter
<Ctrl> C and start over at the load menu.

If the load starts and it is then realized that an incorrect entry was
made, let the software complete its load and then start this
procedure over from the beginning. If the load is aborted while
in progress, all user accounts will be lost.

If an error appears that stops the load process, the CD-ROM may
be dirty. Remove the CD-ROM by pushing the button on the
right side of the drive, clean the surface, and return to Step 7. If
another error appears, the CD—ROM is probably defective. Use
the second CD—ROM supplied in the load kit and return to Step

7. If any other similar problems occur, call the WSR-88D

Hotline at (800) 643-3363.

10

When the following message appears:

Choose System Type to Load:

1 RPG

2 MSCF

3 BDDS

4 Utilities

Enter Numeric Selection from
Above,

g to Quit or ? for Help:
[2,22,9]:

Enter:
2<CR>

Indicates Installing MSCF Sys-
tem...
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

11

When the following message appears:

A Distant MSCF connects to a
DoD or FAA site. Is this a
Distant MSCF?

Yes or No [y,n,?,q]

Enter either y<CR> or n<CR

Enter “n” for an MSCF on an NWS system.
Otherwise, enter “y”.

If you answered yes and are a Distant
MSCEF, it will respond with the question in
the following step.

12 [When the following message appears:
Does this Distant MSCF have
Frame Relay configured?
Enter either y<CR> or n<CR> Enter “y” if you have the Frame Relay Hub
Router UD75 installed. Otherwise, enter
(Cn77.
13 | When the following message appears:

Please enter the radar’s site
call letters (type 'help’ for
list):

Enter the appropriate four letter site mne-
monic and press <CR>. Enter help<CR>
to see a list of site mnemonics if it is unclear
about which mnemonic to use.

System responds with the system type, net-
work number, and netmask. For example:

System Type is: MSCF
Site Name is: kXXX or pxxx
Network is: 172.25.171.0
Subnet Mask is:
255.255.255.128

The installation will start and it will take
approximately 25 minutes to complete.

NOTE

The installation will start, and it will take approximately 25
minutes to complete (up to 40 minutes if MSCF uses Frame
Relay). There will be numerous error and warning messages
during the final minutes of the installation. These should be
ignored. Also ignore any prompts such as “Do you wish to

continue?”.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

14

When the following message appears:

Do you want to restore an
adaptation archive from CD or

floppy for SITE NAME?

Yes or No [y,n,?,q]

Enter:
y<CR> if adaptation floppy is available
n<CR> if adaptation floppy is not available

SITE NAME is the site being
loaded at the time (site mne-
monic kxxx, pxxx, txxx, or
1xxx).

If “n” is entered, proceed to step 18.

15

When the following message appears:

Choose the adaptation archive
media to restore from:

1 Floppy
2 CD (current install CD)

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,d]:

Insert the adaptation floppy in the floppy
drive and then enter:
1<CR>

At this time, adaptation data can only be re-
stored from a floppy.

Floppy selected.

16

When the following message appears:

Is the floppy in the drive
and ready?

Yes or No [y,n,?,q]

Insert the adaptation floppy in the floppy
drive and then enter:

y<CR>

Ensure adaptation floppy is in the drive.

System starts to mount floppy.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

17

When the following message appears:

Trying to mount floppy...

Choose the adaptation file to
restore:

1 ./adapt00001.site_specific_info
2 ./adapt00001.site_specific_info
3 i

4 u

5

etc.

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,d]:

Enter:
#<CR>

The site_specific_info will consist of the
site name and the date/time when the
adaptation data file was created. Unless di-
rected otherwise, always select the latest
backup from the list.

Where “#” is the desired number from the
list.

NOTES

System time should be checked/set to ensure accurate system
operation. Steps 18 and 19 provide guidance for performing this

action prior to system reboot.

The automated synchronization of the clocks will not work
correctly if the clocks are more than 1000 seconds apart. When
setting the time, ensure the time entered is within the 1000

second rule.

18

When the following message appears:

Adaptation data successfully
retrieved from media

MSCF Installation Done!

Please [g]uit menu to reboot.

If “n” was entered in step 14, the system
will actually indicate that the adaptation
data restoral was skipped.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

18 |Choose System Type to Load:

Cont. 1 RPG

2 MSCF

3 BDDS

4 Utilities
Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,q9]:
Enter:
4<CR> to go into the Utility Choice
menu, then enter 1<CR> to get to a shell
prompt.

19 | Verify the displayed date/time appears accu- | Allows check/set of system time prior to
rate within one minute. At the # prompt, reboot.
enter date<CR> to redisplay a new date/
time. If necessary, set the date/time (GMT)
using the procedure in Table 4-74 starting at
step 3.

When completed, enter eXit<CR> to return
to the main load menu.

20 [ When the following message appears:
Choose System Type to Load:

1 RPG
2 MSCF
3 BDDS
4 TUtilities
Enter Numeric Selection from
Above,
g to Quit or ? for Help:
[?,22,q9]:
Enter: This will allow selection of a system reboot.
q<CR>
21 [ When the following message appears:

Do you want to reboot the
system?
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
21 |Enter y<CR> Menu will temporarily pop back up and then
Cont. system reboots. On the first boot, a disk—
type error may be noted on a non—existent
disk (e.g., “/dev/dsk/c1t4d0s0”); however,
this error is non—critical and will not occur
on subsequent boots.
NOTE
The MSCEF is now functional and applications are loaded/started.
The remaining steps are for setting the root password and
restoring user accounts if desired. Following completion of these
procedures, log into CDE to start an MSCF display and an RPG
HCI if desired.

22 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

23 |Enter a <CR> Necessary to get to a Command Line Login

prompt.

24 [ At the “node _name console login:” At this point, the system will not prompt for
prompt, enter: a root password because it is not set at this
root<CR> time.

A # prompt appears.

25 | At the # prompt, enter: CD-ROM cradle opens. Store the RPG
eject cdrom<CR> Remove the RPG LOAD MEDIA Version X.X CD and
LOAD MEDIA Version X.X CD and close |adaptation data floppy, if used, in a safe
cradle. Also, manually eject the adaptation |[location.
data floppy if it was used.

26 | At the # prompt, enter: The system prompts the user to enter a new
passwd<CR> password.

NOTE
This password must meet the password requirements specified in
paragraph 4.2.3.2.8.1.

27 |Atthe New password: prompt, enter the |The system prompts the user to re—enter the
desired root_password<CR> new password.

28 |Atthe Re—enter new password: Should indicate that the password was suc-

prompt, re—enter the desired
root_password<CR>

cessfully changed for root.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
29 [If an RPG Electronic Performance Support |If the EPSS CD is not available, proceed to
System (EPSS) files CD is available, insert | step 36.
that CD in the CD—ROM drive at this time.
30 [At the # prompt, enter: Changes to the directory where local execut-
cd /usr/local/bin<CR> ables are stored.
31 | At the # prompt, enter: Starts the script to install the EPSS.
J/install_epss.ksh<CR>
32 | When the following message appears: Installs the EPSS to provide on-line
This script loads the EPSS. operator help screens (takes approximately
) 2 1/2 minutes). The EPSS icon (of an RDA
Please put the EPSS CD in the . . .
oD dri tower and shelter with a question mark) will
rive how. _ be placed on the left side of the Control
Atthe Do you want to install Panel on the next login as a normal user.
EPSS on this system’s hard
drive?
Yes or No [y, n, ?,q] prompt,
enter:
y<CR>
33 | At the # prompt, enter: CD-ROM cradle opens. Store the RPG
eject cdrom<CR> Remove the RPG EPSS Files CD in a safe location.
EPSS Files CD and close cradle.
34 [ At the # prompt, enter: This will electronically dismount the floppy
eject<CR> diskette and the drive.
35 [ When the following message appears: The floppy diskette can now be manually
/vol/dev/rdiskette0 . can |¢jected.
now be manually ejected This is the floppy diskette labeled RPG
Wait approximately 5 seconds for the green |DEFAULT ADAPTATION DATA or MSCF
light inside the left corner of the floppy dis- DEFAULT ADAPTATION DATA.
kette drive to turn off, then press the eject
button.
Remove the floppy diskette and place it in a
safe location.
36 | At the # prompt, enter: System returns to the CDE Login screen af-

exit<CR>

ter approximately 30 seconds.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

37

Log into the CDE as a normal user.

When logging into the CDE at the MSCEF,
an MSCEF Display should automatically start
and it can be used to start an RPG HCI if
desired. If the EPSS CD was loaded, take
note of the EPSS icon on the Control Panel.
Inform all users that this icon can be used to
start the EPSS if needed. See the following
NOTE for setting up a default CDE “look”
and for customizing Netscape for EPSS
viewing.

NOTES

All normal user accounts have been set up with a default CDE
“look” which includes one console window, one terminal
window, and one digital clock. Due to variances in monitor sizes
and types, the user may need to rearrange these items on the
desktop as desired for best viewing. When arranged as desired,
then log out of CDE to save the new desktop “look”.

Inform all users that when they start the EPSS with the icon on
the Control Panel, they should use Netscape’s Edit Preferences
option to set both the Fixed and Variable Width fonts to
Application (Dt) Size 12. Refer to NWS EHB 6-526 Operations
Instructions for specific procedures concerning setup and use of

the EPSS.

38

If this was a previously loaded system and
there is a need to restore user account data
which was backed—up prior to starting this
procedure, then follow the procedure listed
in Table 4-68.

Restores backed—up user account data if de-
sired. Since user IDs and passwords were
retained and restored as part of the software
load and new user account home directories
are also created, it is not necessary to recre-
ate these user accounts after the load. All
user accounts should be fully functional af-
ter the load. The restoral procedure is just
for restoring previous user—specific data if
desired. Log into CDE to start an MSCF
display and a RPG HCI if desired.
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Table 4-54. MSCF Processor UD71A2A1 Full System Software Load - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If the full system software load was aborted on the MSCF for any
reason, all user accounts are lost. To correct this problem,
reestablish all user accounts IAW Table 4-80 after the full
software load is successfully completed. If this is a new
replacement processor or fixed disk, user accounts must also be
reestablished after the load IAW Table 4-80.

4.6.3.2

Load of New RPG Applications Software. Follow the procedures in Table 4-55 to

perform a complete load of new RPG applications software. The following assumptions apply:

e The system is running Solaris 8 and has been previously fully loaded using the

procedures in Table 4-52.

e All RPG software user accounts have been established IAW Table 4-80.

* A normal user is presently logged into the CDE on the RPG workstation.

SU
Table 4-55. Load of New RPG Applications Software
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.
1 Stop the present applications software IAW [ This ensures no old processes are running
the procedures in Table 4-41. when starting the new software. Log out of
the CDE from the current user account.

2 Log back into the CDE as root. This procedure must be performed in Super-
user mode. If root privileges are not al-
lowed, contact the System Administrator to
continue with this procedure.

3 Place the full system software release CD Version X.X is the current software version

labeled RPG LOAD MEDIA Version X.X
into the CD-ROM drive and close the
cradle door.

fielded.
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Table 4-55. Load of New RPG Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

4 |AFile Manager window should appear. | The CD should auto—-mount and bring up a
File Manager window. The listed files/
directories should be relative to the CD.
The name displayed at the top of the file
manager window will also indicate “un-
named_cdrom”.

5 |Double-click on the This is a installation script that can be used

install_apps_only.ksh icon. to install or reinstall the RPG, MSCEF, or
BDDS applications software. An Action:
Run window will appear.

6 |Onthe Action: Run window, click OK |No options are needed. A Run window will
appear and a disclaimer is displayed. Then,
the system will prompt the user to continue,
or not.

NOTE

If an error appears that stops the load process, the CD-ROM may
be dirty. Remove the CD-ROM by pushing the button on the
right side of the drive, clean the surface, and return to Step 3. If
another error appears, the CD-ROM is probably defective. Use
the second CD-ROM supplied in the load kit and return to Step
3. If any other similar problems occur, call the WSR-88D
Hotline at (800) 643-3363.

7 | When the following message appears:

Do you wish to continue with
installation ?
Yes or No [y,n,?,q]

Enter:
y<CR>

Displays load menu.
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Table 4-55. Load of New RPG Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
8 [For NWS and FAA systems only:
DoD sites, skip to step 9 and perform steps
9 through 12.
When the following message appears:
Choose System Type to Load:
1 RPG
2 MSCF
3 BDDS
4 Utilities
Enter Numeric Selection from
Above,
g to Quit or ? for Help:
[?2,22,9]:
Enter: Indicates Installing RPG Sys-
1<CR> tem...
Skip to step 13.
9 |For DoD systems only: Steps 9 through 12 are for reloading Build

When the following message appears:
Choose System Type to Load:

1 RPG

2 MSCF

3 BDDS

4 TUtilities

Enter Numeric Selection from
Above, g to Quit or ? for
Help:

[?,2?2,q9]:

Enter:
4<CR>

6.0 only.
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Table 4-55. Load of New RPG Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

10

When the following message appears:
Utility Choice:
1 Prompt

2 Upload_Database
Enter selection [y,n,?,q]

Enter:
2<CR>

11 | When the following message appears:
Is the floppy in the drive
and ready? Yes or No
[y,n,?,q]:
Insert the diskette labeled DoD BDDS Host
Update.
Enter:
y<CR>

12 | The following message appears:

Trying to mount floppy . . .

After approximately 10 seconds, when the
following messages appear:

New database successfully re-
trieved from media

Choose System Type to Load:

1 RPG
2 MSCF
3 BDDS

4 Utilities

Enter Numeric Selection from
Above, g to Quit or ? for
Help:

[2,22,q9]
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Table 4-55. Load of New RPG Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
12 | Wait approximately 5 seconds for the green
Cont. |light inside the left corner of the diskette
drive to turn off, then press the eject button.
Remove the diskette labeled DoD BDDS
Host Update from the drive.
Enter: Indicates Installing RPG System...
1<CR>
13 [ When the following message appears:
Please enter the radar’s site
call letters (type 'help’ for
list):
Enter the appropriate four letter site mne- System responds with the system type, site
monic and press <CR>. Enter help<CR> |name, and software version. For example:
to see a li_st of site mn_emonics if it is unclear System Type is: RPG
about which mnemonic to use. Site Name is: ktlx
Software Version found is
v1.92
If this is not an FAA Redundant system the
installation will start. Proceed to step 15. If
this is an FAA Redundant system, the “Soft-
ware Version ...” line will not be noted yet.
Continue with the next step.
NOTE
For NWS and DoD systems: Proceed to step 15 while the
software is loading.
For FAA systems only: Proceed to the next step.
14 | When the following message appears:

Is this channel 1 or 2?

Enter either 1<CR> or 2<CR>

The “Software Version ...” line will now be
noted and the installation will start.
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Table 4-55. Load of New RPG Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

15

The following feedback may be noted (ex-
ample only):

/export/home/v1.92/

orpg bld mb5 beta v1.92 25MAY
00.tar already exists; do you
wish to overwrite /export/
home/
v1.92/0orpg bld mb5 beta v1.92
_25MAY00.tar (yes or no)?

This message will only appear if this is a
reinstallation of the original applications
software. Since this is being done to correct
possible corrupted software, it is desirable
to overwrite the current tar file. If this
prompt does not appear, then the installation
has started and it will take one to two min-
utes to complete. Continue to the next step.

Enter: The installation will start and it will take
y<CR> one to two minutes to complete.
16 [ When the following message appears:
Do you want to restore an SITE NAME is the site being
adaptation archive from CD or |loaded at the time (site mne-
floppy for SITE NAME? monic kxxx, pxxxX, txxx, or
1xxx).
Yes or No [y,n,?,q]
Enter: If “n” is entered, proceed to step 20.
y<CR> if adaptation floppy is available
n<CR> if adaptation floppy is not available
17 [ When the following message appears:
Choose the adaptation archive [At this time, adaptation data can only be re-
media to restore from: stored from a floppy.
1 Floppy
2 CD (current install CD)
Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,?2,q9]:
Enter: Floppy selected.
1<CR>
18 [ When the following message appears:

Is the floppy in the drive
and ready?

Yes or No [y,n,?,q]

Ensure adaptation floppy is in the drive.
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Table 4-55. Load of New RPG Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

18 |Insert the adaptation floppy in the floppy System starts to mount floppy.

Cont. |drive and then enter:
y<CR>

19 | When the following message appears: The site_specific_info will consist of the

Trying to mount floppy... site name and the date/time when the
adaptation data file was created. Unless di-

Choose the adaptation file to rected otherwise, always select the latest

restore: backup from the list.

1 ./adapt00001.site_specific_info

2 ./adapt00001.site_specific_info

3 “

4 i

5 etc.

Enter Numeric Selection from

Above, g to Quit or ? for

Help: [?,??,d]:

Enter: Where “#” is the desired number from the

#<CR> list.

20 [ When the following message appears: If “n” was entered in step 16, the system
Adaptation data successfully will actually indicate that the adaptation
retrieved from media data restoral was skipped.

RPG Installation Done!
Script Finished
Click on the Run window and enter:
<Ctrl> C to close the Run window.
21 |[Onthe File Manager window, click: Ejects the RPG LOAD MEDIA Version

File p» Eject Also, manually eject the
adaptation data floppy if it was used.

X.X CD media (remove and store) and
closes the File Manager window. Also,
store the adaptation data floppy if it was
used.

4-223



NWS EHB 6-525

Table 4-55. Load of New RPG Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

22

At a window # prompt, enter:
init 6<CR>

Reboots the system. System returns to the
CDE Login screen after approximately two
minutes. If this was a new version of ap-
plications software that was just loaded, the
RPG software should auto-start and this
procedure is theoretically complete. Per-
form steps 23, 26, and 27 if desired to verify
the RPG is operating correctly.

If this was a reinstallation of the original
applications software, perform all remaining
steps to restart the RPG software and verify
proper operation.

23

Log back into the CDE using a normal user
account.

When entering CDE within a normal user
account, all environment variables which
were imported as part of the software load
are in effect.

NOTES

All normal user accounts have been set up with a default CDE
“look” which includes one console window, one terminal
window, and one digital clock. Due to variances in monitor sizes
and types, the user may need to rearrange these items on the
desktop as desired for best viewing. When arranged as desired,
then log out of CDE to save the new desktop “look”.

24

At a normal user prompt, enter:

rpg_ps<CR>

If this was a reinstallation of the original
applications software, this step will not re-
turn any feedback except an error message
since the auto—start process is presently un-
sure about the previous state of the machine.
Proceed to the next step to start the soft-
ware.
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Table 4-55. Load of New RPG Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
24 If this was a new version of applications
Cont. software that was just loaded, the RPG soft-

ware should auto—start and the “rpg_ps”
command should display approximately 100
processes listed. None should show a
“FAIL” in the “inst pid” column (proceed to
step 27). If some processes did not start
correctly (FAIL indicated) or if incorrect
applications functionality is noted, perform
the procedure in Table 4-41 to stop the soft-
ware, perform the procedure in Table 4-43
to start the software in a clean start mode,
and then proceed to step 27.

25 | At anormal user prompt, enter: The “start” alias calls the “mrpg —v start-
start<CR> up” command which starts the RPG applica-
tions software. The start process will take
approximately 30 seconds to complete. Af-
ter returned to a prompt, the RPG should be

operational.
26 | At a normal user prompt, enter: This will display a list of the active RPG
rpg_ps<CR> processes. There will be approximately 100

processes listed and none should show a
“FAIL” in the “inst pid” column. If some
processes did not start correctly (FAIL indi-
cated) or if incorrect applications function-
ality is noted, perform the procedure in
Table 4-41 to stop the software and then
perform the procedure in Table 4-43 to start
the software in a clean start mode.

27 |1f at the RPG Processor maintenance posi- | This will start the HCI on the maintenance

tion within the RPGPCA cabinets and an position monitor. See Table 4-47 for proce-
HCl is desired, then, at the normal user dures for starting an RPG HCI at the MSCEF.
prompt in any terminal window, enter:

hci&<CR>

4.6.3.3 Load of New MSCF Applications Software. Follow the procedures in Table 4-56 to
perform a complete load of new MSCF applications software. The following assumptions apply:

e The system is running Solaris 8 and has been previously fully loaded using the
procedures in Table 4-54.

e All MSCEF software user accounts have been established IAW Table 4-80.
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* A normal user is presently logged into the CDE at the MSCF workstation.

SU

Table 4-56. Load of New MSCF Applications Software

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 |If in the CDE, exit the CDE by clicking Logs the current user out of the CDE.

EXIT on the CDE Control Panel and OK at
the acknowledgement window.

2 Log back into the CDE as root. This procedure must be performed in Super-
user mode. If root privileges are not al-
lowed, contact the System Administrator to
continue with this procedure.

3 | Place the full system software release CD Version X.X is the current software version

labeled RPG LOAD MEDIA Version X.X fielded.
into the CD-ROM drive and close the
cradle door.

4 |AFile Manager window should appear. | The CD should auto—mount and bring up a
File Manager window. The listed files/
directories should be relative to the CD.
The name displayed at the top of the file
manager window will indicate “un-
named_cdrom”.

5 Double-click on the This is a installation script that can be used

install_apps_only.ksh icon. to install or reinstall the RPG, MSCEF, or
BDDS applications software. An Action:
Run window will appear.
6 |Onthe Action: Run window, click OK. |No options are needed. A Run window will

appear and a disclaimer is displayed. Then,
the system will prompt the user to continue,
or not.

NOTE

If an error appears that stops the load process, the CD-ROM may
be dirty. Remove the CD-ROM by pushing the button on the
right side of the drive, clean the surface, and return to Step 3. If
another error appears, the CD-ROM is probably defective. Use
the second CD—ROM supplied in the load kit and return to Step
3. If any other similar problems occur, call the WSR-88D

Hotline at (800) 643-3363.

4-226



NWS EHB 6-525

Table 4-56. Load of New MSCF Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

When the following message appears:

Do you wish to continue with
installation ?
Yes or No [y,n,?,q]

Enter:
y<CR>

Displays load menu.

When the following message appears:
Choose System Type to Load:

1 RPG
2 MSCF
3 BDDS

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,d]:

Enter:
2<CR>

Indicates Installing MSCF Sys-
tem...

When the following message appears:

A Distant MSCF connects to a
DoD or FAA site. Is this a
Distant MSCF?

Yes or No [y,n,?,q]

Enter either y<CR> or n<CR

Enter “n” for an MSCF on an NWS system.

({3

Otherwise, enter “y

If you answered yes and are a Distant
MSCF, it will respond with the question in
the following step.

10

When the following message appears:

Does this Distant MSCF have
Frame Relay configured?

Enter either y<CR> or n<CR>

[}

Enter “y” if you have the Frame Relay Hub
Router UD75 installed. Otherwise, enter
C‘n’J.

Loading Cisco IOS Version
12.1 (21) IP
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Table 4-56. Load of New MSCF Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

11

When the following message appears:

Please enter the radar’s site
call letters (type 'help’ for
list):

Enter the appropriate four letter site mne-
monic and press <CR>. Enter help<CR>
to see a list of site mnemonics if it is unclear
about which mnemonic to use.

System responds with the system type, site
name and software version. For example:

System Type is: MSCF

Site Name is: ktlx
Software Version found is
v1.92

The installation will start.

12 | The following feedback may be noted (ex- | This message will only appear if this is a

ample only): reinstallation of the original applications
software. Since this is being done to correct

/export/home/v1.92/ possible corrupted software, it is desirable
orpg bld mb5 beta v1.92 25MAY [to overwrite the current tar file. If this
00.tar already exists; do you |prompt does not appear, then the installation
wish to overwrite /export/ has started and it will take approximately
home/ one minute to complete. Continue to the
v1.92/orpg bld mb5 beta v1.92 |next step.
_25MAY00.tar (yes or no)?
Enter: The installation will start and it will take
y<CR> approximately one minute to complete.

13 | When the following message appears: SITE NAME is the site being

Do you want to restore an

adaptation archive from CD or
floppy for SITE NAME?

Yes or No [y,n,?,q]

Enter:
y<CR> if adaptation floppy is available
n<CR> if adaptation floppy is not available

loaded at the time (site mne-
monic kxxx, pxxx, txxx, or
1xxx).

If “n” is entered, proceed to step 17.
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Table 4-56. Load of New MSCF Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

14

When the following message appears:

Choose the adaptation archive
media to restore from:

1 Floppy
2 CD (current install CD)

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??2,q9]:

Enter:
1<CR>

At this time, adaptation data can only be re-
stored from a floppy.

Floppy selected.

15

When the following message appears:

Is the floppy in the drive
and ready?

Yes or No [y,n,?,q]

Insert the adaptation floppy in the floppy
drive and then enter:

y<CR>

Ensure adaptation floppy is in the drive.

System starts to mount floppy.

16

When the following message appears:
Trying to mount floppy...

Choose the adaptation file to
restore:

1 ./adapt00001.site_specific_info
2 ./adapt00001.site_specific_info
3 'z

4 u

5

etc.

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,q9]:

Enter:
#<CR>

The site_specific_info will consist of the
site name and the date/time when the
adaptation data file was created. Unless di-
rected otherwise, always select the latest
backup from the list.

Where “#” is the desired number from the
list.
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Table 4-56. Load of New MSCF Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

17

When the following message appears:

Adaptation data successfully
retrieved from media

MSCF Installation Done!

Script Finished

Click on the Run window and enter:
<Ctrl> C to close the Run window.

If “n” was entered in step 13, the system
will actually indicate that the adaptation
data restoral was skipped.

18 |Onthe File Manager window, click: Ejects the RPG LOAD MEDIA Version
File p Eject Also, manually eject the X.X CD media (remove and store) and
adaptation data floppy if it was used. closes the File Manager window. Also,

store the adaptation data floppy if it was
used.

19 | At a window # prompt, enter: Reboots the system. System returns to the
init 6<CR> CDE Login screen after approximately two

minutes. Log back into the CDE as a nor-
mal user to start an MSCF display and an
RPG HCI if desired. The MSCF display
should auto—start and then it can be used to
start an RPG HCI.
NOTE

All normal user accounts have been set up with a default CDE

“look” which includes one console window, one terminal

window, and one digital clock. Due to variances in monitor sizes

and types, the user may need to rearrange these items on the

desktop as desired for best viewing. When arranged as desired,

then log out of CDE to save the new desktop “look”.

4.6.34 Load of New BDDS Applications Software. Follow the procedures in Table 4-57 to

perform a complete load of new BDDS applications software. All of this procedure must be
performed in Superuser (su) mode (i.e., with root access). The following assumptions apply:
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SU

Table 4-57. Load of New BDDS Applications Software

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE

If this is being performed at the BDDS workstation (installed in

the RPGPCA cabinet), Raritan user channel 2 (BDDS) must be
selected. Activate mouse and use the on—screen menus to login

as raritan<CR> user (no password) or, if a screen saver is not

active yet, hit the <Scroll Lock> key twice quickly to activate

the on—screen menus. Then select the BDDS user channel.

1 Log into CDE as root. Stop the present ap- | This ensures no old applications—level pro-
plications software IAW the procedures in | cesses are running while loading the new
Table 4-48. At the end of the “stop” proce- |software. The PID of the “wbcontrol” pro-
dure, note the PID of the remaining “wbcon- [cess will be used in the next step.
trol” process still running after the applica-
tions software is stopped.

2 | At the # prompt, enter: Where PID is the PID of the “wbcontrol”
kil -9 PID<CR> process that was still running after the

BDDS applications software was stopped.

3 Place the full system software release CD Version X.X is the current software version
labeled RPG LOAD MEDIA Version X.X  [fielded.
into the CD-ROM drive and close the
cradle door.

4 |AFile Manager window should appear. | The CD should auto—mount and bring up a
File Manager window. The listed files/
directories should be relative to the CD.
The name displayed at the top of the file
manager window will indicate “un-
named_cdrom”.

5 Double—click on the This is a installation script that can be used

install_apps_only.ksh icon. to install or reinstall the RPG, MSCEF, or
BDDS applications software. An Action:
Run window will appear.
6 On the Action: Run window, click OK. |No options are needed. A Run window will

appear and a disclaimer is displayed. Then,
the system will prompt the user to continue,
or not.
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Table 4-57. Load of New BDDS Applications Software — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If an error appears that stops the load process, the CD-ROM may
be dirty. Remove the CD-ROM by pushing the button on the
right side of the drive, clean the surface, and return to Step 3. If
another error appears, the CD-ROM is probably defective. Use
the second CD—ROM supplied in the load kit and return to Step
3. If any other similar problems occur, call the WSR-88D

Hotline at (800) 643-3363.

When the following message appears:
Do you wish to continue with

installation ?
Yes or No [y,n,?,q]

Enter:
y<CR>

Displays load menu.

When the following message appears:
Choose System Type to Load:

1 RPG
2 MSCF
3 BDDS

Enter Numeric Selection from
Above, g to Quit or ? for
Help: [?,??,d]:

Enter:
3<CR>

Indicates Installing BDDS Sys-
tem...

When the following message appears:

Please enter the radar’s site
call letters (type ’'help’ for
list):

Enter the appropriate four letter site mne-
monic and press <CR>. Enter help<CR>
to see a list of site mnemonics if it is unclear
about which mnemonic to use.

System responds with the system type and
site name. For example:

System Type is: BDDS
Site Name is: ktlx

The installation will start.
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Table 4-57. Load of New BDDS Applications Software — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
10 | The following feedback may be noted (ex- | This message will only appear if this is a
ample only): reinstallation of the original applications
software. Since this is being done to correct
/export/home/bdds bld 1.4 possible corrupted software, it is desirable
050800.tar already exists; do [tooverwrite the current tar file. If this
you wish to overwrite /ex- prompt does not appear, then the installation
port/home/ has started and it will take approximately 30
bdds bld 1.4 050800.tar (yes seconds to complete. Continue to the next
or no)? step.
Enter: The installation will start and it will take
y<CR> approximately 30 seconds to complete.
11 | When the following message appears:
BDDS Installation Done!
Script Finished
Click on the Run window and enter:
<Ctrl> C to close the Run window.
12 [Onthe File Manager window, click: Ejects the RPG LOAD MEDICA Version
File p Eject X.X CD media (remove and store) and
closes the File Manager window.
13 | At a window # prompt, enter: Reboots the system. When the system
init 6<CR> boots, the BDDS software will start auto-
matically and it requires no operator assis-
tance. However, if it is desired to verify
operability, log into the CDE as root and use
the /bdds/wbstat command to verify that the
BDDS software started (see step 6 of
Table 4-49 for additional information).
4.6.4 SOFTWARE BACKUPS.

Software that is periodically backed up can be restored with all changes made up to the point it was
backed up. If the user has to do an initial software load, no user changes would be available
immediately after that load. With backups, some site—unique software (e.g., user accounts) could
possibly be retrieved. On the other hand, if software was just reloaded to overcome some type of
software problem, caution must be exercised when restoring backup data because the backup data
may also have some corruption.
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4.6.4.1 Type of Backups. This paragraph will provide procedures for both operating system
(system-level) backups as well as a procedure for backing up the RPG applications software, the
MSCEF applications software, individual user accounts and the RPG adaptation data. There are two
methods of backups described in this section:

e Backup using “ufsdump”. Use of User File System Dump (ufsdump) allows the
user to backup individual file systems (e.g., /var, /export/home, etc.). These are
considered a system—level backups even though they are designed to backup
individual file “systems” rather than the entire operating system at one time.

e Backup using “tar”. Use of Tape Archive (tar) allows the user to backup any level
of software desired. For the applications—level type software backups (e.g., RPG
application software) and user account backups, “tar” is used exclusively.

NOTES

There is no longer any procedures designed to actually accomplish
true “full system” backups or restorals. With the advent of CD
software loads, it is easier and quicker to reload the software from
the original load CD rather than restoring a complete system from
a backup. After reloading from the original load CD, user
accounts can be restored from backups, and in the case of the RPG
or MSCF, it may be desired to restore applications software to
restore site—unique adaptation data or other customization. No
specific backup procedure is provided for the BDDS applications
software. No adaptation data exists for the BDDS unit and, since it
is a non—critical system, it can always be fully reloaded from CD
without impacting critical operations.

With the exception of the RPG adaptation data backup procedure,
all of the following procedures are designed to use the Jaz drive as
the backup/restoral device. For these examples, the mount point
directory referenced is /jaz. However, as indicated at the bottom of
Table 4-72, the user can chose to make and use uniquely—named
mount point directories depending on what the user intends to do

at the time. For the RPG and MSCF adaptation data backup
procedures, a floppy disk is used instead of a Jaz disk.

Index, Software Backups

Procedure Reference
System Software Backup Using ufsdump (Example) Table 4-58
RPG Applications Software Backup Table 4-59
MSCF Applications Software Backup Table 4-60
Backup of BDDS User Account Directories Using tar Table 4-61
Backup of RPG or MSCF User Account Directories Using tar Table 4-62
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Index, Software Backups (continued)

Procedure Reference
Adaptation Data Backups at RPG Workstation Table 4-63
Adaptation Data Backups at MSCF Workstation Table 4-64

4.6.4.2 RPG/MSCE/BDDS System Software Backup Using ufsdump (Example). Use of the
ufsdump utility allows software to be backed up individually for each file system. This allows
software to be restored individually for each file system. Thus, it allows for restoration of one file
system without having to restore all file systems at the same time. Table 4-58 provides the
procedures for performing system—level backups using ufsdump. There are normally six file
systems that can be individually backed-up:

e /

e /export/home

e Jopt

e Jusr

*  /usr/openwin

e /var
To back up the entire processor system using ufsdump, the user would need to back up all six of
these file systems individually. However, as previously indicated, there is no real need to perform a
backup of this nature since full system software can be reloaded easily and this section exists
primarily as a System Administrator reference only. Table 4-58 will only provide an example of

dumping the /export/home file system (normally has all user directories, including the applications
software).

SU
Table 4-58. RPG/MSCF/BDDS System Software Backup Using ufsdump (Example)

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user
channel as appropriate.

1 | For the RPG processor only, stop the ap-
plications software per Table 4-41.
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Table 4-58. RPG/MSCF/BDDS System Software Backup Using ufsdump (Example)

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

2 |Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

3 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

4  |Enter a <CR> Necessary to get to a Command Line Login

prompt.

5 | Atthe “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

6 |If a disk is inserted in the Jaz drive, then at | This unmounts the Jaz disk prior to per-
the # prompt, enter: forming the backup. If a disk is not in-
umount /jaz<CR> then press the button  |[serted, continue with the next step. If a
on the Jaz drive and remove the Jaz disk “umount: /jaz not mounted” message oc-
from the drive. curs, it indicates that the Jaz disk cartridge

is already unmounted.

7 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

8 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

9 |Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

10 [ At the # prompt, enter: Places the user at the root directory (/).
cd /<CR>

11  |Insert the backup disk cartridge into the Jaz | This should be a cartridge that will be re-

drive.

tained for this backup. The disk cartridge
should have already been “formatted” IAW
the procedures in Table 4-72.
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Table 4-58. RPG/MSCF/BDDS System Software Backup Using ufsdump (Example)

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
12 | At the # prompt, enter: This only needs to be done once on the sys-
mkdir /jaz<CR> tem unless the system software is fully re-
loaded. IfaFile exists error is dis-
played, it means that the /jaz mount point
directory already exists.
NOTE

At the MSCE, a “jazmount” utility also exists which will

automount the Jaz disk to a /jaz mount point and this utility can

be used in lieu of step 13. If used (jazmount<CR>), it does a

file system check (fsck) on the disk and it will take

approximately 30 seconds before the disk mount completes.

13 |Mount the disk cartridge as follows at the # | As indicated by the note and examples at
prompt: steps 19 through 25 of Table 4-72, the
mount /dev/dsk/c1t3d@s2 /jaz<CR> [mount point directory name may be a differ-

ent name if the user chooses to use a differ-
ent name. In this example, the directory
mount point name /jaz is used. If a different
name is used, that name (path) must be sub-
stituted for /jaz for the remainder of this
procedure.

14 | At the # prompt, enter:
ufsdump Qucf /jaz/exp_home /export/home <CR>

This will dump the /export/home file system
to a file named “exp_home” on the Jaz disk
cartridge (mounted at /jaz). This process
should could take up to 10 minutes depend-
ing on the size of the file system being
dumped.

15 [At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.

16  [Press the button on the Jaz drive to eject the |Ensure the disk label indicates the processor

disk, remove the backup disk cartridge from
the Jaz drive, and label its contents on a disk
label.

where the backup was performed (RPG,
MSCEF, or BDDS), the current system soft-
ware build, and the current date at a mini-
mum. Return the disk to its holder and store
the disk in a safe location.

4-237



NWS EHB 6-525

Table 4-58. RPG/MSCF/BDDS System Software Backup Using ufsdump (Example)
- Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

CAUTION

A backup of this nature can not be made on one system processor
(RPG, MSCEF, or BDDS) and later restored on a different
processor. It should only be used for restorals on the same
processor. Ensure the Jaz disk label indicates the processor on
which this backup was made and use/label a separate Jaz disk

cartridge for each processor.

17

At the # prompt, enter:
sync<CR>
init 3<CR>

This will perform an initialization to the
multi—user mode (init level 3) and to a CDE
Login screen. Return to normal operations
as desired. Message concerning
http—-8888 failed to start

is not critical.

18 [If at an RPG processor, log into CDE and If at an RPG, applications software was
restart applications software per Table 4—42. | stopped prior to performing this procedure.
If at an MSCEF processor, log into CDE and
restart the MSCF applications per
Table 4-46 and Table 4-47.
4.64.3 RPG Applications Software Backup. The RPG applications software should be backed

up after it is loaded and when all adaptable parameters are set as desired. It should also be backed
up after any changes are made to adaptable parameters. Table 4-59 provides the procedures for

performing a backup of the RPG applications software.

SU

Table 4-59. RPG Applications Software Backup

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the

RPG user channel.

Stop the applications software per
Table 4-41.
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Table 4-59. RPG Applications Software Backup - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

2 |Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

3 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

4  |Enter a <CR> Necessary to get to a Command Line Login

prompt.

5 | Atthe “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

6 |If a disk is inserted in the Jaz drive, then at | This unmounts the Jaz disk prior to per-
the # prompt, enter: forming the backup. If a “umount: /jaz not
umount /jaz<CR> then press the button | mounted” message occurs, it indicates that
on the Jaz drive and remove the Jaz disk the Jaz disk cartridge is already unmounted.
from the drive.

7 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

8 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

9 |Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

10 [Insert the backup disk cartridge into the Jaz | This should be a cartridge that will be re-
drive. tained for this backup. The disk cartridge

should have been already been “formatted”
IAW the procedures in Table 4-72.
11 | At the # prompt, enter: This only needs to be done once on the sys-

mkdir /jaz<CR>

tem unless the system software is fully re-
loaded. If a “File exists” error is displayed,
it means that the /jaz mount point directory
already exists.
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Table 4-59. RPG Applications Software Backup - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

At the MSCEF, a “jazmount” utility also exists which will
automount the Jaz disk to a /jaz mount point and this utility can
be used in lieu of step 12. If used (jazmount<CR>), it does a
file system check (fsck) on the disk and it will take
approximately 30 seconds before the disk mount completes.

12

Mount the disk cartridge as follows at the #
prompt:
mount /dev/dsk/c1t3d@s2 /jaz<CR>

As indicated by the note and examples at
steps 19 through 25 of Table 4-72, the
mount point directory name may be a differ-
ent name if the user chooses to use a differ-
ent name. In this example, the directory
mount point name /jaz is used. If a different
name is used, that name (path) must be sub-
stituted for /jaz for the remainder of this
procedure.

13 | At the # prompt, change to the home direc- | The home directory (home _dir) of the cur-
tory of the current RPG software build: rent software build is vn.n, where .n.n
cd /export/home/home_dir<CR> could be “1.0” or “1.13” for Open Build 1,

“2.0” for Open Build 2, etc (as examples).

14 [ At the # prompt, enter: This will archive all files from the home di-

tar cvf /jaz/rpgapps.tar . <CR> rectory to a file named “rpgapps.tar” on the
Jaz disk cartridge (mounted at /jaz). This
process should only take approximately one
minute and the system then returns to the #
prompt.

15 [At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.

16 | Press the button on the Jaz drive to eject the |Ensure the disk label indicates the current
disk, remove the backup disk cartridge from |system software build and current date as a
the Jaz drive, and label its contents. minimum. Return the disk to its holder and

store the disk in a safe location.

17 | At the # prompt, enter: This will perform an initialization to the
sync<CR> multi—user mode (init level 3) and to a CDE
init 3<CR> Login screen. Return to normal operations

as desired. Message concerning
http-8888 failed to start
is not critical.

18 [Log into CDE and restart RPG applications [ Applications software was stopped prior to

software per Table 4-42.

performing this procedure.
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MSCF Applications Software Backup. Table 4-60 provides the procedures for
performing a backup of the MSCF applications software.

SU

Table 4-60. MSCF Applications Software Backup

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 | Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

2 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

3 [Enter a <CR> Necessary to get to a Command Line Login

prompt.

4 [ At the “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

5 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

6 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

7 | Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

8  |Insert the backup disk cartridge in the Jaz This should be a cartridge that will be re-
drive. tained for this backup. The disk cartridge

should have been already been “formatted”
IAW the procedures in Table 4-72.
9 | At the # prompt, enter: This only needs to be done once on the sys-

mkdir /jaz<CR>

tem unless the system software is fully re-
loaded. If a “File exists” error is displayed,
it means that the /jaz mount point directory
already exists.

4-241



NWS EHB 6-525

Table 4-60. MSCF Applications Software Backup - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

At the MSCEF, a “jazmount” utility also exists which will
automount the Jaz disk to a /jaz mount point and this utility can
be used in lieu of step 10. If used (jazmount<CR>), it does a
file system check (fsck) on the disk and it will take
approximately 30 seconds before the disk mount completes.

10

Mount the disk cartridge as follows at the #
prompt:
mount /dev/dsk/c1t3d@s2 /jaz<CR>

As indicated by the note and examples at
steps 19 through 25 of Table 4-72, the
mount point directory name may be a differ-
ent name the user chooses to use a different
name. In this example, the directory mount
point name /jaz is used. If a different name
is used, that name (path) must be substituted
for /jaz for the remainder of this procedure.

11 [ At the # prompt, change to the home direc- |The home directory (home _dir) of the cur-
tory of the current RPG software build: rent software build is vn.n, where .n.n
cd /export/home/home_dir<CR> could be “1.0” or “1.13” for Open Build 1,

“2.0” for Open Build 2, etc (as examples).

12 | At the # prompt, enter: This will archive all files from the home di-

tar cvf /jaz/mscfapps.tar . <CR> rectory to a file named “mscfapps.tar” on
the Jaz disk cartridge (mounted at /jaz).
This process should only take approximate-
ly one minute and the system then returns to
a # prompt.

13 [ At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.

14 | Press the button on the Jaz drive to eject the |Ensure the disk label indicates the current
disk, remove the backup disk cartridge from |system software build and current date as a
the Jaz drive, and label the contents on its minimum. Return the disk to its holder and
disk label. store the disk in a safe location.

15 | At the # prompt, enter: This will perform an initialization to the
sync<CR> multi—user mode (init level 3) and to a CDE
init 3<CR> Login screen. Return to normal operations

as desired. Message concerning
http-8888 failed to start
is not critical.

16 [Log into CDE and restart the MSCF ap- Procedure complete.

plications per Table 4-46 and Table 4-47.
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4.6.4.5 Backup of User Account Directories. The tar process is also used to backup user
account home directories. These procedures are only for backing up information in user account
home directories should a user later need to retrieve old data following a software load. These
particular backups will not help to actually reestablish user accounts should they be lost because of
an aborted full system software load or if a new processor or hard disk is installed. In these cases,
previous user accounts must always be reestablished IAW Table 4-80 following the full system
software load.

User accounts can and will exist on all three processors. Table 4-61 is for use at the BDDS
processor since it doesn’t have a Jaz drive. Table 4-62 provides the procedures for performing these
backups on an RPG or MSCEF processor.

If all user account home directories require backup, then perform backup of the BDDS user account
directories first (Table 4-61) prior to performing backup of the RPG user account directories. This
will ensure the BDDS user account backup file is placed on the RPG’s backup Jaz disk cartridge
when its backup is done. These backup procedures assume that all user account directories exist in
the /export/home file system.

NOTE

The procedures are designed to stop user applications software if
not already stopped. Therefore, these procedures should not be
performed if system operation can not be impacted at this time.

SU

Table 4-61. Backup of BDDS User Account Directories Using tar
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the BDDS workstation installed in
the RPGPCA cabinet, Raritan user channel 2 (BDDS) must be
selected. Activate mouse and use the on—screen menus to login
as raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the BDDS user channel.

1 | Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

2 | At the CDE Login screen, click and hold Will enable login as root outside of the

Options then select Command Line CDE.
Login
3 |Enter a <CR> Necessary to get to a Command Line Login
prompt.
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Table 4-61. Backup of BDDS User Account Directories Using tar — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

At the “node_name console login:”
prompt, enter:

root<CR>

and then

root_password<CR> at the Password:
prompt.

The remainder of this procedure must be
performed as a Superuser. If root privileges
are not allowed, contact the System Admin-
istrator for assistance with this procedure.

5 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.
6 |[Atthe Do you want to continue? [Shuts down to single user mode.
(y or n): prompt, enter:
y<CR>
7 | Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.
8 | At the # prompt, enter: Places the user at the /export/home directory
cd /export/home<CR> which is the file system for all user ac-
counts.
9 | At the # prompt, enter: Copies the system “/etc/passwd” file to this
cp -p /etc/passwd .<CR> directory. This file can be used later by the
System Administrator as a record of user
IDs existing when this backup is made.
10 [ At the # prompt, enter: Determine all user account names (directo-

Is -1 | more<CR>

Use the spacebar to advance one full screen
at a time, or the <CR> to advance a line at a
time.

ries) that require backup (site personnel).
User names consists of personnel’s names
that have access to individual accounts on
the BDDS. This information is used in the
next step.
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Table 4-61. Backup of BDDS User Account Directories Using tar — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
11 | At the # prompt, enter: This makes a file called “include.list” which
cat > include.list<CR> has the directory names of all users (noted
passwd<CR> in step 10) that should be included in the tar
roc<CR> file (from “roc” to the last user usern). The
user1<CR> control key function (<Ctrl> D) ends the
user2<CR> entry input into the file. The /etc/passwd
file is included to provide a System Admin-
istrator a way to later identify user IDs that
existed when the backup was made. This
would be important if user accounts are rec-
usern<CR> reated for any reason after the backup was
When all user names are entered, press made and different user IDs are used for
<Ctrl>D pre—existing users.
12 | At the # prompt, enter: Verify that the list has all of the correct user
cat include.list<CR> account names (directories). If not, repeat
steps 11 and 12.
13 | At the # prompt, enter:
tar cvf bdds_users.tar -1 include.list<CR>
This will archive all user account directories
listed in the “include.list” file to the current
directory (/export/home) with a file name of
“bdds_users.tar”. This process could take a
few minutes depending on the number of
user accounts on the system.
14 | At the # prompt, enter: This will perform an initialization to the

sync<CR>
init 3<CR>

multi—user mode (init level 3) and to a CDE
Login screen. BDDS applications software
will auto—start. Message concerning
http-8888 failed to start

is not critical.

NOTE

The BDDS does not have a Jaz drive and if its software were
completely reloaded at this point, the “bdds_users.tar” file would
be lost. The remaining steps are for compressing this file and
shipping it to the RPG processor for storage, both at the RPG
processor itself as well as the RPG’s Jaz drive if Table 4-62 is

accomplished.
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Table 4-61. Backup of BDDS User Account Directories Using tar — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
15 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.
Login
16 | Enter a <CR> Necessary to get to a Command Line Login
prompt.
17 | At the “node_name console login:”
prompt, enter:
root<CR>
and then
root_password<CR> at the Password:
prompt.
18 | At the # prompt, enter: Places the user at the /export/home directory
cd /export/home<CR> which is where the “bdds_users.tar” file is
located.
19 | At the # prompt, enter: Compresses the file and makes a “bdds_us-
compress bdds_users.tar<CR> ers.tar.Z” file.
20 | At the # prompt, enter: Establishes an FTP session to the RPG.
ftp rpg<CR>
21 | When prompted, enter: This will log the user into the RPG with root
root<CR> privileges.
and then enter the
RPG’s root_password<CR> at the Pass-
word: prompt.
22 | At the £tp> prompt, enter: At this point, the change directory command
cd /export/home<CR> (cd) is actually occurring at the remote end
(i.e., the RPG).
23 | At the £tp> prompt, enter: Ships the “bdds_users.tar.Z” file to the
put bdds_users.tar.Z<CR> RPG’s /export/home directory. This process
should take no more than one minute.
24 | At the £tp> prompt, enter: Quits the FTP session.
quit<CR>
25 | At the # prompt, enter: Exits the command line functions and re-

exit<CR>

turns to the CDE Login screen.
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NOTE

If all user account directories require backup, then perform backup
of the BDDS user account directories first (Table 4-61) prior to
performing backup of the RPG user account directories. This will
ensure the BDDS user account backup file is placed on the RPG’s
backup Jaz disk cartridge when its backup is done.

SU

Table 4-62. Backup of RPG or MSCF User Account Directories Using tar

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

1 | For the RPG processor only, stop the ap-
plications software per Table 4-41.

2 |Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

3 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

4  |[Enter a <CR> Necessary to get to a Command Line Login

prompt.

5 [Atthe “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

6 |If a disk is inserted in the Jaz drive, then at | This unmounts the Jaz disk prior to per-

the # prompt, enter:

umount /jaz<CR> then press the button
on the Jaz drive and remove the Jaz disk
from the drive.

forming the backup. If a disk is not in-
serted, continue with the next step. If a
umount: /jaz not mounted mes-
sage occurs, it indicates that the Jaz disk
cartridge is already unmounted.
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Table 4-62. Backup of RPG or MSCF User Account Directories Using tar - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

7 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

8 |[Atthe Do you want to continue? [Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

9 [Atthe Type control-d to proceed [Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

10 | At the # prompt, enter: Places the user at the /export/home directory
cd /export/home<CR> which is the file system for all user ac-

counts.

11 | At the # prompt, enter: Copies the system “/etc/passwd” file to this
cp -p /etc/passwd .<CR> directory. This file can be used later by the

System Administrator as a record of user
IDs existing when this backup is made.

12 [ At the # prompt, enter: Determine all user account names (directo-

Is -1 | more<CR> ries) that require backup (site personnel).
This information is used in the next step. If

Use the spacebar to advance a one full at an RPG processor, also note if a

screen at a time, or the <CR> to advance a | “bdds_users.tar.Z” file exists. If it does, this

line at a time. tar file will be individually backed—up in
step 19.

13 | At the # prompt, enter: This makes a file called “include.list” which
cat > include.list<CR> has the directory names of all users (noted
passwd<CR> in step 12) that should be included in the tar
roc<CR> file (from “roc” to the last user usern). The
user1<CR> control key function (<Ctrl> D) ends the
user2<CR> entry input into the file. The /etc/passwd

file is included to provide a System Admin-

istrator a way to later identify user IDs that

existed when the backup was made. This

would be important if user accounts are rec-
usern<CR> reated for any reason after the backup was
When all user names are entered, press made and different user IDs are used for
<Ctrl>D pre—existing users.

14 | At the # prompt, enter: Verify that the list has all of the correct user

cat include.list<CR>

account names (directories). If not, repeat
steps 13 and 14 (will overwrite bad file).
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Table 4-62. Backup of RPG or MSCF User Account Directories Using tar - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

15

Insert the backup disk cartridge in the Jaz
drive.

This should be a cartridge that will be re-
tained for this backup. The disk cartridge
should have been already been “formatted”
IAW the procedures in Table 4-72.

16

At the # prompt, enter:
mkdir /jaz<CR>

This only needs to be done once on the sys-
tem unless the system software is fully re-
loaded. If a “File exists” error is displayed,
it means that the /jaz mount point directory
already exists.

NOTE

At the MSCE, a “jazmount” utility also exists which will
automount the Jaz disk to a /jaz mount point and this utility can
be used in lieu of step 17. If used (jazmount<CR>), it does a
file system check (fsck) on the disk and it will take
approximately 30 seconds before the disk mount completes.

17

Mount the disk cartridge as follows at the #
prompt:
mount /dev/dsk/c1t3dQs2 /jaz<CR>

As indicated by the note and examples at
steps 19 through 25 of Table 4-72, the
mount point directory name may be a differ-
ent name if the user chooses to use a differ-
ent name. In this example, the directory
mount point name /jaz is used. If a different
name is used, that name (path) must be sub-
stituted for /jaz for the remainder of this
procedure.

18

At the # prompt, enter:

tar cvf /jaz/users.tar -1 include.list<CR>

This will archive all user account directories
listed in the “include.list” file to the Jaz disk
cartridge (mounted at /jaz) with a file name
of “users.tar”. This process could take a
few minutes depending on the number of
user accounts on the system. If a “bdds_us-
ers.tar.Z” file existed in step 12, perform the
next step. Otherwise, proceed to step 20.

19

At the # prompt, enter:
cp bdds_users.tar.Z /jaz<CR>

This will individually copy the compressed
backup of the BDDS user accounts
(”bdds_users.tar.Z”) to the Jaz disk car-
tridge.
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Table 4-62. Backup of RPG or MSCF User Account Directories Using tar - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
20 [At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.

21 | Press the button on the Jaz drive to eject the |Ensure the disk label indicates the processor
disk, remove the backup disk cartridge from |where the backup was performed (RPG or
the Jaz drive, and label the contents on its MSCEF), the current system software build,
disk label. and the current date at a minimum. Return
the disk to its holder and store the disk in a
safe location.

CAUTION

A backup of this nature can not be made on one system processor
(RPG, or MSCF) and later restored on a different processor. It
should only be used for restorals on the same processor. Ensure
the Jaz disk label indicates the processor on which this backup
was made and use/label a separate Jaz disk cartridge for each

processor.
22 | At the # prompt, enter: This will perform an initialization to the
sync<CR> multi—user mode (init level 3) and to a CDE
init 3<CR> Login screen. Return to normal operations

as desired. Message concerning
http-8888 failed to start
is not critical.

23 [If at an RPG processor, log into CDE and If at an RPG, applications software was
restart applications software per Table 4—42. |stopped prior to performing this procedure.

4.6.4.6 Adaptation Data Backups. Table 4-63 provides the procedures for performing a backup
of the RPG adaptation data to floppy at the RPG workstation. Backups of RPG adaptation data
should be made after every permanent change to RPG adaptation data (communications
configuration, algorithm parameters, etc.). This backup can be made with the RPG applications
software running or shut down —— it doesn’t matter.

Table 4-64 contains the the procedures for backing up MSCF adaptation data to floppy at the MSCF.
In either case (Table 4-63 or Table 4-64), the procedure also indicates that adaptation data from one
end (e.g., the RPG) could also be backed up at the other end (e.g., the MSCF). In this case,
adaptation data is actually transferred from the RPG to the MSCF or the MSCF to the RPG using the
Remote Services daemon. If this is done, when adaptation data is restored at either an RPG or
MSCEF, a floppy made in either location can be used at either location. The RPG or MSCF will
always restore the correct file based on the file name. This provides redundancy of data should one
of the two floppies becomes corrupted.
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Table 4-63. Adaptation Data Backups at RPG Workstation

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If there is a BDDS installed, Raritan user channel 1 (RPG) must
be selected. Activate mouse and use the on—screen menus to
login as raritan<CR> user (no password) or, if a screen saver is
not active yet, hit the <Scroll Lock> key twice quickly to
activate the on—screen menus. Then select the RPG user channel.

At the RPG workstation within the
RPGPCA cabinets, log into the CDE as a
normal user.

At the RPG Ultra 10 processor, insert a for-
matted floppy into the floppy drive. Ensure
the floppy disk is not write protected and
ensure this is a floppy which can be secured
and retained for adaptation backup pur-
poses.

The floppy can be formatted using a stan-
dard DOS based PC format program or by
using the Sun’s UNIX format utility.

At the normal user prompt, enter:
volcheck -v /dev/diskette<CR>

This is to mount the diskette.
Feedback is:
/dev/diskette has media

At the normal user prompt, enter:

vscan /floppy/floppyD@<CR>

Example of feedback is given below:

Virus Scanner v3.1l, VSAPI

v5.600-1011

Trend Micro Inc. 1996, 1997
Pattern Version 329
Pattern number 46849

Directory /floppy/floppy0

Directory:
Searched: (number depends on
while has been recorded to diskette)
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Table 4-63. Adaptation Data Backups at RPG Workstation — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

Cont

File:

Searched: (number depends on what
has been recorded to diskette)

Scan : (number depends on what has
been recorded)

Infected: If >0 infected files are
reported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Infected: (Includes files that have
been compressed) If >0 infected files are
reported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Time:
Start: (date/time when scan starts)
Stop: (date/time when scan finishes)
Used: (reports number of seconds
scan runs)

At a normal user prompt, enter:
save_adapt_floppy<CR> to start the
RPG adaptation data backup. For FAA Re-
dundant systems, this must be done on both
channels.

“save_adapt_floppy” is a script program de-
signed to backup the adaptation data to the

floppy.

The program will indicate:
———>Saving Adaptation Data
———>Insert a new floppy into
the floppy drive

———>Hit return when ready

At this point, enter:
<CR>

The program will mount the floppy and per-
forms all necessary backup actions. It will
take approximately 30 seconds for the back-
up to complete. At the end of the backup,
the program will display the adaptation
backup file name which was made on the
floppy. The program will also unmount the

floppy.

At the RPG(s), the adaptation data can also
be backed up for an MSCF to the same
floppy. This should be done to ensure re-
dundancy of data should the prime floppy
disk specifically made for a given unit be-
comes corrupted. At a normal user prompt,
enter:

save_adapt_floppy -0 mscf<CR>

The backup is completed as indicated in
step 6 above.
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Table 4-63. Adaptation Data Backups at RPG Workstation — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

8 | When the backup is complete, remove the Ensure the disk label indicates the current
floppy from the drive and label the contents |system software build and current date at a
on its disk label. minimum. Store the disk in a safe location.

Table 4-64. Adaptation Data Backups at MSCF Workstation
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 | At the MSCF workstation, log into the CDE
as a normal user.

2 | At the MSCEF Ultra 5 processor, insert a for- | The floppy can be formatted using a stan-
matted floppy into the floppy drive. Ensure |dard DOS based PC format program or by
the floppy disk is not write protected and using the Sun’s UNIX format utility.
ensure this is a floppy which can be secured
and retained for adaptation backup pur-
poses.

3 | At the normal user prompt, enter: This is to mount the diskette.
volcheck -v /dev/diskette<CR> Feedback is:

/dev/diskette has media

4 | At the normal user prompt, enter: Example of feedback is given below:

vscan /floppy/floppyD@<CR>

Virus Scanner v3.1l, VSAPI

v5.600-1011

Trend Micro Inc. 1996, 1997
Pattern version 329
Pattern number 46849

Directory /floppy/floppy0

Directory:

Searched: (number depends on
what has been recorded to diskette)
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Table 4-64. Adaptation Data Backups at MSCF Workstation - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

Cont.

File:

Searched: (number depends on what
has been recorded to diskette)

Scan: (number depends on what has
been recorded)

Infected: If >0 infected files are re-
ported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Infected: (Includes files that have
been compressed) If >0 infected files are
reported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Time:
Start: (date/time when scan starts)
Stop: (date/time when scan finishes)
Used: (reports number of seconds
scan runs)

At a normal user prompt, enter:
save_adapt_floppy<CR> to start the
MSCEF adaptation data backup.

“save_adapt_floppy” is a script program de-
signed to backup the adaptation data to the
floppy.

The program will indicate:
———>Saving Adaptation Data
———>Insert a new floppy into
the floppy drive

———>Hit return when ready

At this point, enter:
<CR>

The program will mount the floppy and per-
forms all necessary backup actions. It will
take approximately 30 seconds for the back-
up to complete. At the end of the backup,
the program will display the adaptation
backup file name which was made on the
floppy. The program will also unmount the

floppy.
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Table 4-64. Adaptation Data Backups at MSCF Workstation - Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

At the MSCE, the adaptation data can also
be backed up for an RPG (or RPGs if FAA
redundant) to the same floppy. This should
be done to ensure redundancy of data should
the prime floppy disk specifically made for
a given unit becomes corrupted. At a nor-
mal user prompt, enter:
save_adapt_floppy -0 rpg1<CR> If
at an MSCF off of an FAA RPG, when this
first RPG backup is completed, also enter:
save_adapt_floppy -0 rpg2<CR>

Each backup is completed as indicated in
step 6 above.

When the backups are complete, remove the
floppy from the drive and label the contents
on its disk label.

Ensure the disk label indicates the current
system software build and current date at a
minimum. Store the disk in a safe location.

4.6.5

SOFTWARE RESTORALS.

Software previously backed up using procedures found under section 4.6.4 can be restored using the
procedures found within this paragraph. Restorals of this nature may be necessary after replacing
the hard disk drive and/or reloading the operating system from CD-ROM.

NOTE

There is no longer any procedures designed to actually accomplish
true “full system” backups or restorals. With the advent of CD
software loads, it is easier and quicker to reload the software from
the original load CD rather than restoring the entire system from a
backup. After reloading from the original load CD, user accounts
can be restored from backups, and in the case of the RPG or
MSCEF, it may be desired to restore applications software to restore
site—unique adaptation data or other customization. However, in
most cases, just a restoral of the RPG or MSCF adaptation data is
all that is needed and it is unnecessary to restore applications
software. No specific restoral procedure is provided for the BDDS

applications software.
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Index, Software Restorals

Procedure Reference
System Software Restoral Using ufsrestore (Individual File System Example) Table 4-65
RPG Applications Software Restoral Table 4-66
MSCEF Applications Software Restoral Table 4-67
Restoral of RPG or MSCF User Account Directories Made Using tar Table 4-68
Restoral of BDDS User Account Directories Made Using tar Table 4-69
RPG Adaptation Data Restoral at RPG Workstation Table 4-70
MSCF Adaptation Data Restoral at MSCF Workstation Table 4-71
4.6.5.1 System Software Restoral Using ufsrestore (Individual File Systems). Table 4-65

provides the procedures for a partial restoration of the system software backup made using ufsdump
(Table 4-58). In this procedure, individual file systems can be restored. As following the example
provided in Table 4-58, this procedure will only show an example restoral of the /export/home

directory.

SU

Table 4-65. System Software Restoral Using ufsrestore (Individual File System Example)

STEP

ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user
channel as appropriate.

I 1 For the RPG processor only, stop the ap-

plications software per Table 4-41.

2 |Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the

CDE Control Panel and OK at the acknowl- |next step.
edgement window.

3 | At the CDE Login screen, click and hold Will enable login as root outside of the

Login

Options then select Command Line CDE.
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Table 4-65. System Software Restoral Using ufsrestore (Individual File System Example)

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

4  |Enter a <CR> Necessary to get to a Command Line Login

prompt.

5 | Atthe “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

6 |If a disk is inserted in the Jaz drive, then at | This unmounts the Jaz disk prior to per-
the # prompt, enter: forming the restoral. If a disk is not in-
umount /jaz<CR> then press the button  |serted, continue with the next step. If a
on the Jaz drive and remove the Jaz disk umount: /jaz not mounted mes-
from the drive. sage occurs, it indicates that the Jaz disk

cartridge is already unmounted.

7 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

8 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

9 |Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

10 [ At the # prompt, enter: Places the user at the /export/home directo-

cd /export/home<CR>

ry.

NOTE

In this example, the /export/home file system is being restored
from a previous “ufsdump”. This is an example only. If another
file system is being restored, change to correct directory location

in step 10:
/
/opt
[usr

/usr/openwin

[var

4-257



NWS EHB 6-525

Table 4-65. System Software Restoral Using ufsrestore (Individual File System Example)
- Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

11

Insert the backup disk cartridge in the Jaz
drive.

This should be the same cartridge that was
used to make a backup using the “ufsdump”
utility specified in Table 4-58.

CAUTION

A restoral of this nature should not be made with a Jaz disk
cartridge used when the backup was performed on one of the
other system processors (RPG, MSCEF, or BDDS). Ensure that
the Jaz disk cartridge used for this procedure contains the backup

previously made on this processor.

12 | At the # prompt, enter: This only needs to be done once on the sys-
mkdir /jaz<CR> tem unless the system software is fully re-
loaded. If aFile exists error is dis-
played, it means that the /jaz mount point
directory already exists.
NOTE
At the MSCEF, a “jazmount” utility also exists which will
automount the Jaz disk to a /jaz mount point and this utility can
be used in lieu of step 13. If used (jazmount<CR>), it does a
file system check (fsck) on the disk and it will take
approximately 30 seconds before the disk mount completes.
13 [Mount the disk cartridge as follows at the # | As indicated by the note and examples at

prompt:
mount /dev/dsk/c1t3d@s2 /jaz<CR>

steps 19 through 25 of Table 4-72, the
mount point directory name may be a differ-
ent name if the user chooses to use a differ-
ent name. In this example, the directory
mount point name /jaz is used. If a different
name is used, that name (path) must be sub-
stituted for /jaz for the remainder of this
procedure.
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Table 4-65. System Software Restoral Using ufsrestore (Individual File System Example)
- Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

14

At the # prompt, enter:
ufsrestore xvf /jaz/exp_home<CR>

This will restore all files from the
“exp_home” file on the Jaz disk cartridge
(mounted at /jaz) and place them on the /ex-
port/home directory on the hard disk.

Numerous File exists type messages
will be noted if overwriting present files or
numerous Make node type messages will
be noted if the present file system is empty.
Then the feedback states: You have not
read any volumes yet. Unless
you know which volume your
file(s) are on you should
start with the last volume
and work towards the first.
Specify the next volume #:

15

At the volume entry prompt, enter:
1<CR>

The files are restored from the backup
dump. When all files are restored, the feed-
back indicates: Set directory mode,
owner, and times. Set owner/
mode for ’.’? [yn].

16

At the set owner/mode
enter
n<CR>

. « « prompt,

If overwriting present directories, the feed-
back indicates: Directories already
exist, set modes anyway? [yn].
Continue with the next step. If the present
file system was empty prior to the restoral,
this prompt will not be noted —— proceed to
step 18.

17

At the set modes anyway

prompt, enter
n<CR>

Actual restoral of file system is complete.

18

At the # prompt, enter:
umount /jaz<CR>

This unmounts the Jaz disk from the /jaz
mount point.

19

Press the button on the Jaz drive to eject the
disk and remove the backup disk cartridge
from the Jaz drive.

Return the disk to its holder and store the
disk in a safe location.
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Table 4-65. System Software Restoral Using ufsrestore (Individual File System Example)

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

20 [At the # prompt, enter: This will perform a complete system rein-
sync<CR> itialization and boot the system to a CDE
init 6<CR> Login screen. Return to normal operations

as desired.

21 |If at an RPG processor, log into CDE and If at an RPG, applications software was
restart applications software per Table 4-42. |stopped prior to performing this procedure.
If at an MSCEF processor, log into CDE and
restart the MSCEF applications per
Table 4-46 and Table 4-47.

4.6.5.2 RPG Applications Software Restoral. Table 4-66 provides the procedures for restoring

the RPG software backup made using the procedures in Table 4-59.

SU

Table 4-66. RPG Applications Software Restoral

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user

channel 1 (RPG) must be selected.

Activate mouse and use the

on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the

RPG user channel.

Stop the applications software per
Table 4-41.

2 |Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

3 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.
Login

4  |Enter a <CR> Necessary to get to a Command Line Login

prompt.
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Table 4-66. RPG Applications Software Restoral - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

5 [Atthe “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

6 |If a disk is inserted in the Jaz drive, then at | This unmounts the Jaz disk prior to per-
the # prompt, enter: forming the backup. If a umount: /jaz
umount /jaz<CR> then press the button [not mounted message occurs, it indi-
on the Jaz drive and remove the Jaz disk cates that the Jaz disk cartridge is already
from the drive. unmounted.

7 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

8 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

9 |Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

10 [Insert the backup disk cartridge in the Jaz This should be the same cartridge that was
drive. used to make a backup of the applications

software using the procedures specified by
Table 4-59.
11 | At the # prompt, enter: This only needs to be done once on the sys-

mkdir /jaz<CR>

tem unless the system software is fully re-
loaded. IfaFile exists error is dis-

played, it means that the /jaz mount point

directory already exists.

NOTE

At the MSCE, a “jazmount” utility also exists which will
automount the Jaz disk to a /jaz mount point and this utility can
be used in lieu of step 12. If used (jazmount<CR>), it does a
file system check (fsck) on the disk and it will take
approximately 30 seconds before the disk mount completes.
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Table 4-66. RPG Applications Software Restoral — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

12 [Mount the disk cartridge as follows at the # | As indicated by the note and examples at
prompt: steps 19 through 25 of Table 4-72, the
mount /dev/dsk/c1t3d@s2 /jaz<CR> [mount point directory name may be a differ-

ent name if the user chooses to use a differ-
ent name. In this example, the directory
mount point name /jaz is used. If a different
name is used, that name (path) must be sub-
stituted for /jaz for the remainder of this
procedure.

13 | At the # prompt, change to the home direc- |The home directory (home _dir) of the cur-
tory of the current RPG software build: rent software build is vn.n, where .n.n
cd /export/home/home_dir<CR> could be “1.0” or “1.13” for Open Build 1,

“2.0” for Open Build 2, etc (as examples).

14 | At the # prompt, enter: This will extract all files in the “rpgapps.tar”

tar xvf /jaz/rpgapps.tar<CR> file from the Jaz disk cartridge (mounted at
/jaz) to the home directory. This process
should only take approximately one minute
and the system will return to a # prompt.

15 [ At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.

16 | Press the button on the Jaz drive to eject the |Return the disk to its holder and store the
disk and remove the backup disk cartridge [disk in a safe location.
from the Jaz drive.

17 | At the # prompt, enter: This will perform an initialization to the
sync<CR> multi-user mode (init level 3) and to a CDE
init 3<CR> Login screen. Return to normal operations

as desired. Message concerning
http-8888 failed to start
is not critical.

18 [If this applications software that was just If it is unknown if the applications software
restored does not have the latest adaptation | backup contained the latest adaptation data,
data (in place when applications backup was |then perform the restoral of the RPG adapta-
made), then restore RPG adaptation data tion data regardless, as long as the RPG
[IAW Table 4-70. adaptation data backup is known to be cur-

rent. All backup media should contain dates
when the backup was made.

19 [Log into CDE and restart RPG applications [ Applications software was stopped prior to

software per Table 4-42.

performing this procedure.
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MSCF Applications Software Restoral. Table 4-67 provides the procedures for
restoring the RPG software backup made using the procedures in Table 4-60.

SU

Table 4-67. MSCF Applications Software Restoral

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 | Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

2 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login.

3 [Enter a <CR> Necessary to get to a Command Line Login

prompt.

4 [ At the “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

5 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

6 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n): prompt, enter:
y<CR>

7 | Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

8  |Insert the backup disk cartridge in the Jaz This should be the same cartridge that was
drive. used to make a backup of the applications

software using the procedures specified by
Table 4-60.
9 | At the # prompt, enter: This only needs to be done once on the sys-

mkdir /jaz<CR>

tem unless the system software is fully re-
loaded. If aFile exists error is dis-

played, it means that the /jaz mount point

directory already exists.
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Table 4-67. MSCF Applications Software Restoral — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

At the MSCEF, a “jazmount” utility also exists which will
automount the Jaz disk to a /jaz mount point and this utility can
be used in lieu of step 10. If used (jazmount<CR>), it does a
file system check (fsck) on the disk and it will take
approximately 30 seconds before the disk mount completes.

10

Mount the disk cartridge as follows at the #
prompt:
mount /dev/dsk/c1t3d@s2 /jaz<CR>

As indicated by the note and examples at
steps 19 through 25 of Table 4-72, the
mount point directory name may be a differ-
ent name the user chooses to use a different
name. In this example, the directory mount
point name /jaz is used. If a different name
is used, that name (path) must be substituted
for /jaz for the remainder of this procedure.

11 [ At the # prompt, change to the home direc- |The home directory (home _dir) of the cur-
tory of the current RPG software build: rent software build is vn.n, where .n.n
cd /export/home/home_dir<CR> could be “1.0” or “1.13” for Open Build 1,

“2.0” for Open Build 2, etc (as examples).

12 | At the # prompt, enter: This will extract all files in the

tar xvf /jaz/mscfapps.tar <CR> “mscfapps.tar” file from the Jaz disk car-
tridge (mounted at /jaz) to the home directo-
ry. This process should only take approxi-
mately one minute and then the system will
return to the system prompt.

13 | At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.

14 | Press the button on the Jaz drive to eject the |Return the disk to its holder and store the
disk and remove the backup disk cartridge |[disk in a safe location.
from the Jaz drive.

15 [At the # prompt, enter: This will perform an initialization to the
sync<CR> multi—user mode (init level 3) and to a CDE
init 3<CR> Login screen. Return to normal operations

as desired. Message concerning
http-8888 failed to start
is not critical.

16 [Log into CDE and restart the MSCF ap- Procedure complete.

plications per Table 4-46 and Table 4-47.
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4.6.5.4 Restoral of User Account Directories. User accounts can and will exist on all three
processors. Either periodically, or possibly just prior to a full system software load, user account
home directories on the processors may have been backed up using procedures specified in
paragraph 4.6.4.5.

These procedures are only for restoring previous user account home directory data files to a
temporary directory location should a user later need to retrieve old data following a software load.
These particular restorals will not help to actually reestablish user accounts should they be lost
because of an aborted full system software load or if a new processor or hard disk is installed. In
these cases, previous user accounts must always be reestablished first IAW Table 4-80 following the
full system software load. After previous user accounts are reestablished IAW Table 4-80 and these
restorals are completed, then users can retrieve data from the temporary directory location to their
new home directory.

Table 4-68 provides procedures for restoring RPG or MSCF user accounts backed—up using tar
procedures as specified in Table 4-62 and these backups should exist on a Jaz disk cartridge.

Table 4-69 provides procedures for restoring BDDS user accounts backed—up using tar procedures
as specified in Table 4-61. Since the BDDS does not have a Jaz drive, the backup of these user
accounts will exist as a compressed tar file on the RPG disk or the RPG’s Jaz disk cartridge. These
restoral procedures all assume that the user account directories will exist in the /export/home file
system.

NOTE

The procedures are designed to stop user applications software if
not already stopped. Therefore, these procedures should not be
performed if system operation can not be impacted at this time.

SU

Table 4-68. Restoral of RPG or MSCF User Account Directories Made Using tar

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

1 | For the RPG processor only, stop the ap-
plications software per Table 4-41.

2 | Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.
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Table 4-68. Restoral of RPG or MSCF User Account Directories Made Using tar

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

3 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

4  |[Enter a <CR> Necessary to get to a Command Line Login

prompt.

5 [Atthe “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

6 |If a disk is inserted in the Jaz drive, then at | This unmounts the Jaz disk prior to per-
the # prompt, enter: forming the restoral. If a disk is not in-
umount /jaz<CR> then press the button  |[serted, continue with the next step. If a
on the Jaz drive and remove the Jaz disk umount: /jaz not mounted mes-
from the drive. sage occurs, it indicates that the Jaz disk

cartridge is already unmounted.

7 | At the # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.

8 |Atthe Do you want to continue? |Shuts down to single user mode.

(y or n):prompt, enter:
y<CR>

9 [Atthe Type control-d to proceed
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.

10 [ At the # prompt, enter: Places the user at the /export/home directory
cd /export/home<CR> which is the file system for all user ac-

counts.

11 | At the # prompt, enter: Makes a temporary directory
mkdir tmp<CR> Jexport/home/tmp

12 [ At the # prompt, enter: Changes to the /export/home/tmp directory.

cd tmp<CR>

All user accounts will be restored to this
temporary directory.
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Table 4-68. Restoral of RPG or MSCF User Account Directories Made Using tar

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
13 [Insert the disk cartridge with the latest back- [ This should be the last backup disk cartridge
up of RPG user accounts in the Jaz drive. that was made either on some periodic basis
or possibly just prior to a full system soft-
ware load.
CAUTION

A restoral of this nature should not be made with a Jaz disk

cartridge used when the backup was performed on one of the

other system processors (RPG or MSCF). Ensure that the Jaz

disk cartridge used for this procedure contains the backup

previously made on this processor.

14 | At the # prompt, enter: This only needs to be done once on the sys-

mkdir /jaz<CR> tem unless the system software is fully re-
loaded. IfaFile exists error is dis-
played, it means that the /jaz directory al-
ready exists.
NOTE

At the MSCEF, a “jazmount” utility also exists which will

automount the Jaz disk to a /jaz mount point and this utility can

be used in lieu of step 15. If used (jazmount<CR>), it does a

file system check (fsck) on the disk and it will take

approximately 30 seconds before the disk mount completes.

15 [Mount the disk cartridge as follows at the # | As indicated by the note and examples at
prompt: steps 19 through 25 of Table 4-72, the
mount /dev/dsk/c1t3d@s2 /jaz<CR> |mount point directory name may be a differ-

ent name if the user chooses to use a differ-
ent name. In this example, the directory
mount point name /jaz is used. If a different
name is used, that name (path) must be sub-
stituted for /jaz for the remainder of this
procedure.

16 [ At the # prompt, enter: Verify that this Jaz disk cartridge has the

Is -l /jaz<CR>

latest backup of the RPG’s user accounts
("users.tar”). If at an RPG processor, also
note if a “bdds_users.tar.Z” file exists. If it
does, this tar file will be individually copied
in step 19.
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Table 4-68. Restoral of RPG or MSCF User Account Directories Made Using tar

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
17 | At the # prompt, enter: Verity that /export/home/tmp is dis-
pwd played as the current directory.
18 [ At the # prompt, enter: This will extract all user account directories
tar xvf /jaz/users.tar<CR> in the “users.tar” file to the current directory
(/export/home/tmp). This process could take
up a few minutes depending on the number
of user accounts on the system. If a
“bdds_users.tar.Z” file existed in step 16,
perform the next step. Otherwise, proceed
to step 20.
19 | At the # prompt, enter: This will individually copy the compressed
cp /jaz/bdds_users.tar.Z . <CR> backup of the BDDS user accounts
("bdds_users.tar.Z”) from the Jaz disk car-
tridge to the current directory (/export/
home/tmp).
20 [At the # prompt, enter: This unmounts the Jaz disk from the /jaz
umount /jaz<CR> mount point.
21 | Press the button on the Jaz drive to eject the |Return the backup disk to its holder and
disk and remove the backup disk cartridge [store the disk in a safe location.
from the Jaz drive.
22 [ At the # prompt, enter: If this restoral of user accounts was just ac-

Is -1 | more<CR>

Use the spacebar to advance a one full
screen at a time, or the <CR> to advance a
line at a time.

complished after a new system software
load, the restored user account directories
should show correct ownership by its origi-
nal owner because user account IDs and
passwords are retained across a full system
software load. On the other hand, if this re-
storal follows replacement of the processor
or fixed disk, the user account directories
will either just show the previous ID num-
bers for ownership or may show an incor-
rect owner if the new accounts were not es-
tablished with the same IDs previously used
for each user. Regardless, since all users
belong to the rpg group, they will still be
able to copy restored data in from their old
account directories (step 25 below).
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Table 4-68. Restoral of RPG or MSCF User Account Directories Made Using tar

- Continued
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
23 | At the # prompt, enter: This will perform an initialization to the
sync<CR> multi—user mode (init level 3) and to a CDE
init 3<CR> Login screen. Return to normal operations
as desired. Message concerning “http—8888
failed to start ...” is not critical.
24 |1f at an RPG processor, restart applications | If at an RPG, applications software was
software per Table 4-42. stopped prior to performing this procedure.
25 |Inform all users that their previous account | Following a full system or applications soft-
directories were restored to /export/home/ ware load that includes a new revision of
tmp/user_name. Inform the users that they |applications software, some files may con-
can copy any of their previous data files tain new environment variables critical to
from their directory in /export/home/tmp to |the user being able to access the applica-
their directory in /export/home except for tions software. This is true of the .cshrc file
the .cshrc file if this was just accomplished |[and that particular file should never to over-
after a full system load or applications soft- |written with an old file. On the other hand,
ware load which contained a new revision |that file may still be valid if this restoral was
of applications software (e.g., v1.5 to v1.12 |just accomplished following replacement of
or v1.5 to v2.0). the processor or fixed disk and the backup
was made with the latest applications
installed.
SU
Table 4-69. Restoral of BDDS User Account Directories Made Using tar
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the BDDS workstation installed in
RPGPCA cabinet, Raritan user channel 2 (BDDS) must be
selected. Activate mouse and use the on—screen menus to login
as the raritan<CR> user (no password) or, if a screen saver is
not active yet, hit the <Scroll Lock> key twice quickly to
activate the on—screen menus. Then select the BDDS user
channel.
1 | Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.
2 | At the CDE Login screen, click and hold Will enable login as root outside of the

Options then select Command Line
Login

CDE.
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Table 4-69. Restoral of BDDS User Account Directories Made Using tar — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

3

Enter a <CR>

Necessary to get to a Command Line Login
prompt.

4 | At the “node_name console login:” The remainder of this procedure must be
prompt, enter: performed as a Superuser. If root privileges
root<CR> are not allowed, contact the System Admin-
and then istrator for assistance with this procedure.
root_password<CR> at the Password:
prompt.

NOTE
The BDDS does not have a Jaz drive and if a backup of the
BDDS user accounts exists, it is assumed this backup exists at
the RPG processor as well as the RPG’s Jaz drive assuming
Table 4-62 was accomplished after the BDDS user account
backup file was shipped to the RPG (Table 4-61). If system
software was just reloaded on all systems, then perform restoral
of the RPG’s user accounts (Table 4-68) prior to continuing with
this procedure. Steps 5 through 11 are for shipping the backup
file of the BDDS user accounts from the RPG back to the BDDS.

5 | At the # prompt, enter: Changes to the normal directory location for
cd /export/home<CR> user accounts.

6 | At the # prompt, enter: Establishes a FTP session from the BDDS
ftp rpg<CR> to the RPG.

7 | When prompted, enter: This will log the user into the RPG with root
root<CR> privileges.
and then enter the
RPG’s root_password<CR> at the Pass-
word: prompt.

8 | At the £tp> prompt, enter: At this point, the change directory command

cd /export/home/tmp<CR>

(cd) is actually occurring at RPG, but being
commanded from the BDDS.
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Table 4-69. Restoral of BDDS User Account Directories Made Using tar — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
9 | At the £tp> prompt, enter: Verify if the file “bdds_users.tar.Z” exists.
Is -I<CR> If not, perform Table 4-68 prior to continu-
ing (omit step 18 if RPG user accounts do
not need extraction). If the file does not ex-
ist at the RPG or on the RPG’s Jaz disk car-
tridge, then previous BDDS user account
directories are lost and must be recreated. If
this is the case, this procedure can not be
continued and is complete (enter quit<CR>
to terminate the FTP session.
10 | At the £tp> prompt, enter: Ships the “bdds_users.tar.Z” file from the
get bdds_users.tar.Z<CR> RPG’s /export/home/tmp directory to the
BDDS’s /export/home directory. This pro-
cess should take no more than one minute.
11 | At the £tp> prompt, enter: Quits the FTP session.
quit<CR>
12 | At the BDDS # prompt, enter: This will give all users a one minute notice
shutdown<CR> of pending shutdown.
13 |Atthe Do you want to continue? |Shuts down to single user mode.
(y or n): prompt, enter:
y<CR>
14 |Atthe Type control-d to proceed |Now at single—user mode.
with normal startup, (or give
root password for system
maintenance) : prompt,
enter root_password<CR> to continue.
15 [At the # prompt, enter: Places the user at the /export/home directory
cd /export/home<CR> which is the file system for all user ac-
counts.
16 [ At the # prompt, enter: Verify that the file “bdds_users.tar.Z” exists
Is -1 | more<CR> in /export/home directory.
Use the spacebar to advance a one full
screen at a time, or the <CR> to advance a
line at a time.
17 | At the # prompt, enter: Makes a temporary directory
mkdir tmp<CR> /export/home/tmp
18 | At the # prompt, enter: Moves the “bdds_users.tar.Z” to the

mv bdds_users.tar.Z tmp<CR>

/export/home/tmp directory.
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Table 4-69. Restoral of BDDS User Account Directories Made Using tar — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

19

At the # prompt, enter:
cd tmp<CR>

Changes to the /export/home/tmp directory.
All user accounts will be restored to this
temporary directory.

20 [At the # prompt, enter: Verify that the file “bdds_users.tar.Z” exists
Is -I<CR> in /export/home/tmp directory.
21 | At the # prompt, enter: Uncompresses the file and makes a
uncompress bdds_users.tar.Z<CR> |“bdds_users.tar” file.
22 [ At the # prompt, enter: This will extract all user account directories
tar xvf bdds_users.tar<CR> in the “bdds_users.tar” file to the current
directory (/export/home/tmp). This process
could take a few minutes depending on the
number of user accounts on the system.
23 [ At the # prompt, enter: If this restoral of user accounts was just ac-

Is -1 | more<CR>

Use the spacebar to advance a one full
screen at a time, or the <CR> to advance a
line at a time.

complished after a new system software
load, the restored user account directories
should show correct ownership by its origi-
nal owner because user account IDs and
passwords are retained across a full system
software load. On the other hand, if this re-
storal follows replacement of the processor
or fixed disk, the user account directories
will either just show the previous ID num-
bers for ownership or may show an incor-
rect owner if the new accounts were not es-
tablished with the same IDs previously used
for each user. Regardless, since all users
belong to the rpg group, they will still be
able to copy restored data in from their old
account directories (step 25 below).
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Table 4-69. Restoral of BDDS User Account Directories Made Using tar — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

24

At the # prompt, enter:
sync<CR>
init 3<CR>

This will perform an initialization to the
multi—user mode (init level 3) and to a CDE
Login screen. BDDS applications software
will auto—start. Message concerning
“http—8888 failed to start ...” is not critical.

25

Inform all users that their previous account
directories were restored to /export/home/
tmp/user_name. Inform the users that they
can copy any of their previous data files
from their directory in /export/home/tmp to
their directory in /export/home except for
the .cshrc file(s) if this was just accom-
plished after a full system load that included
a new revision of BDDS software.

Following a full system load that includes a
new revision of BDDS software, some files
may contain new environment variables
critical to the user being able to access the
applications software. This is true of the
.cshrc file and that particular file should
never be overwritten with an old file. On
the other hand, that file may still be valid if
this restoral was just accomplished follow-
ing replacement of the processor or fixed
disk and the backup was made with the lat-
est BDDS software installed.

4.6.5.5

Adaptation Data Restorals. Table 4-70 provides the procedures for restoring the RPG
adaptation data at the RPG workstation from a floppy made using the procedures in either

Table 4-63 or Table 4-64. This restoral can be made with the applications software running or shut
down; however, if done with the applications running, the restored adaptation data will not take
affect until the applications software is shutdown (stop) and restarted (start).

Table 4-71 provides the procedures for restoring the MSCF adaptation data at the MSCF
workstation from a floppy made using the procedures in either Table 4-63 or Table 4-64. Following
restoral of the adaptation data at the MSCF workstation, the user must log out of the CDE and then
log back in to get the adaptation data to take affect.

Table 4-70. RPG Adaptation Data Restoral at RPG Workstation

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If a BDDS workstation is installed in the RPGPCA cabinet,
Raritan user channel 1 (RPG) must be selected. Activate mouse
and use the on—screen menus to login as the raritan<CR> user
(no password) or, if a screen saver is not active yet, hit the
<Scroll Lock> key twice quickly to activate the on—screen
menus. Then select the RPG user channel.

At the RPG workstation within the
RPGPCA cabinets, log into the CDE as a
normal user.
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Table 4-70. RPG Adaptation Data Restoral at RPG Workstation—- Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
2 | At the RPG Ultra 10 processor, insert the Ensure this is the latest copy unless the lat-
floppy with the backup adaptation data into |est backup is not desired.
the floppy drive.
3 | At the normal user prompt, enter: This is to mount the diskette.
volcheck -v /dev/diskette<CR> Feedback is:
/dev/diskette has media
4 | At the normal user prompt, enter: Example of feedback is given below:
vscan /floppy/floppy@<CR> Virus Scanner v3.1, VSAPI
v5.600-1011
Trend Micro Inc. 1996, 1997
Pattern version 329
Pattern number 46849
Directory /floppy/floppy0
Directory:

Searched: (number depends on what
has been recorded to diskette)
File:

Searched: (number depends on what
has been recorded to diskette)

Scan: (number depends on what has
been recorded)

Infected: If >0 infected files are re-
ported, immediately enter eject -p<CR>
and contact the ROC Hotline.

Infected: (Includes files that have
been compressed) If >0 infected files are
reported, immediately enter
eject -p<CR> and contact the ROC Hot-
line.Time: Start: (date/time when
scan starts)

Stop: (date/time when scan finishes)

Used: (reports number of seconds
scan runs)

5 | At a normal user prompt, enter: “restore_adapt_floppy” is a script program

restore_adapt_floppy<CR> to start the
RPG adaptation data restoral.

designed to restore the adaptation data from
the floppy.
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Table 4-70. RPG Adaptation Data Restoral at RPG Workstation- Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
6 | The program will indicate: The program will mount the floppy and per-
———>Restoring from Floppy forms all necessary restoral actions. It will
———>Insert the adaptation take approximately 30 seconds for the resto-
backup floppy into the floppy |[raltocomplete. At the end, the program
drive will indicate that the restoral of the adapta-
———>Hit return key when ready |[tion data was complete. The program will
also unmount the floppy.
At this point, enter:
<CR>
7 | When the restoral is complete, remove the | Store the disk in a safe location. The re-
floppy from the drive. stored adaptation data will not take affect
until the applications software is shutdown
(stop) and restarted (start).
Table 4-71. MSCF Adaptation Data Restoral at MSCF Workstation
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
1 At the MSCF workstation, log into the CDE
as a normal user.
2 | At the MSCEF Ultra 5 processor, insert the Ensure this is the latest copy unless the lat-
floppy with the backup adaptation data into |est backup is not desired.
the floppy drive.
3 | At the normal user prompt, enter: This is to mount the diskette.
volcheck -v /dev/diskette<CR> Feedback is:
/dev/diskette has media
4 | At the normal user prompt, enter: Example of feedback is given below:

vscan /floppy/floppy@<CR>

Virus Scanner v3.1l, VSAPI

v5.600-1011

Trend Micro Inc. 1996, 1997
Pattern version 329
Pattern number 46849

Directory /floppy/floppy0

Directory:

Searched: (number depends on what
has been recorded to diskette)
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Table 4-71. MSCF Adaptation Data Restoral at MSCF Workstation — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

4
Cont.

File:

Searched: (number depends on what
has been recorded to diskette)

Scan: (number depends on what has
been recorded)

Infected: If >0 infected files are re-
ported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Infected: (Includes files that have
been compressed) If >0 infected files are
reported, immediately enter
eject —p<CR> and contact the ROC Hot-
line.

Time:

Start: (date/time when scan starts)

Stop: (date/time when scan finishes)

Used: (reports number of seconds
scan runs)

At a normal user prompt, enter:
restore_adapt_floppy<CR> to start the
RPG adaptation data restoral.

“restore_adapt_floppy” is a script program
designed to restore the adaptation data from
the floppy. Although this is considered
RPG adaptation data, it will work at the
MSCEF also. Only a small subset of the data
is actually used at the MSCF.

The program will indicate:
———>Restoring from Floppy
———>Insert the adaptation
backup floppy into the floppy
drive

———>Hit return key when ready

At this point, enter:
<CR>

The program will mount the floppy and per-
forms all necessary restoral actions. It will
take approximately 30 seconds for the resto-
ral to complete. At the end, the program
will indicate that the restoral of the adapta-
tion data was complete. The program will
also unmount the floppy.

When the restoral is complete, remove the
floppy from the drive.

Store the disk in a safe location. The re-
stored adaptation data will not take affect
until the user logs out and then back into the
CDE.

4-276



NWS EHB 6-525

4.6.6 MISCELLANEOUS LOAD/SETUP PROCEDURES.

Table 4-73 is for loading the serial card driver for the serial cards used in the RPG processor only
(only if required because of possible software driver corruption). Table 4-74 is used to set the
current date and time of the system. GMT is used. All of these procedures must be performed as a
Superuser.

Index, Miscellaneous Load/Setup Procedures

Procedure Reference
Jaz Drive Disk Format and Mounting for Backup Purposes Table 4-72
Magma Four/Eight Port Serial Card Driver Load Table 4-73
Date/Time Set Process Table 4-74

4.6.6.1 Jaz Drive Disk Format and Mount. Table 4-72 is designed for formatting a Jaz disk
cartridge for backup purposes. This procedure also provides an example on use of mount points for
mounting the disk cartridge when doing backups.

SU

Table 4-72. Jaz Drive Disk Format and Mounting for Backup Purposes
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTES

For NWS sites, the format portion of this procedure can be
performed at an MSCF workstation.

For DoD and FAA RDA/RPG shelter sites, an MSCF
workstation would not normally be available locally. For these
sites, DoD and FAA personnel can format these disk cartridges at
the RPG workstation in the RPGPCA and normal operations will
not be impacted.

The start of this procedure assumes a normal user is logged into
the CDE at the workstation in use.

1 [Atanormal user prompt, enter: If root privileges are not allowed, contact
su<CR> the System Administrator for assistance
and then with this procedure.
root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.
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Table 4-72. Jaz Drive Disk Format and Mounting for Backup Purposes — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

2

At the # prompt, enter:
mount<CR>

Displays all mounted devices. Near the bot-
tom of the listing, note if a line show that
“/jaz on /dev/dsk/c1t3d@s2 ...” (or any
mount_point_directory is mounted on
/dev/dsk/c1t3d@s2). If not, proceed to step
4.

3 | At the # prompt, enter: Unmounts the Jaz disk cartridge (/dev/dsk/
umount /jaz<CR> c1t3d@s2) from the mount point (/jaz). The
or: system will not allow an unmount when “at”
umount mount point_directory<CR> if |the mount point (/jaz) or any of its subdirec-
some other mount point was observed in tories. If necessary, “cd” to a different di-
step 2. rectory location.

4  |If a disk cartridge is presently in the Set this disk cartridge aside pending
workstation Jaz drive, then press the button |completion of this procedure.
on the Jaz drive and remove the disk car-
tridge from the drive.

5 |Insert a blank Jaz 2GB disk cartridge in the |Each disk cartridge must be formatted indi-
drive. vidually.

6 | At the # prompt, enter: This creates a new file system on the Jaz
newfs -i 5885 -f 4096 -v /dev/rdsk/ |disk cartridge (approximately 45 seconds).
c1t3d@s2<CR>newfs -v /dev/rdsk/ |This is only necessary one time for each Jaz
c1t3dds2<CR> disk cartridge. This is basically a high-level
When prompted, enter: format.
y<CR> to continue.

NOTE
Steps 7 through 12 are normally not necessary. If step 6
completed successfully, proceed to step 13.

7 | At the # prompt, enter: Enters the Solaris format utility. Only per-
format -e<CR> form steps 5 through 10 if step 4 did not

complete successfully.

8 |[Atthe AVAILABLE DISK SELEC- Selects the Jaz disk to format. The “Type”

TIONS: window, enter the number shown

for the Jaz drive disk (shown as “c1t3d@”)

and press <CR> If the system prompts for
“Type”, enter the number from the list for a
Jaz 2GB and press <CR>

prompt may or may not occur depending on
if the Sun can or can not recognize any part
of the previous low-level format.
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Table 4-72. Jaz Drive Disk Format and Mounting for Backup Purposes — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

9 At the FORMAT MENU, format> Formats the disk. This process will take
prompt, enter: approximately 1.5 hours. At approximately
format<CR> the one hour point, it will indicate “verify-
and when prompted, enter: ing media ..., pass 0 — pattern Xxxxxxxx”.
y<CR> to continue. Wait for “pass 1 — pattern yyyyyyyy” to ap-

pear before proceeding.

10 [ When the media verification indicates “pass | Aborts the remaining media verification.

1 - pattern yyyyyyyy”, enter: “pass 0” has already completed successfully.
<Ctrl-C> and then a <CR>

11 |Atthe FORMAT MENU, format> Exits the format program.
prompt, enter:
quit<CR>

12 | At the # prompt, enter: This creates a new file system for the Jaz
newfs -i 5885 -f 4096 -v /dev/rdsk/ disk (approximately 45 seconds). This is
c1t3d@s2<CR>newfs -v /dev/rdsk/ |only necessary one time for each Jaz disk
c1t3d9s2<CR> cartridge. This is basically a high-level for-
When prompted, enter: mat.
y<CR> to continue.

13 |If at an MSCF workstation, at the # prompt, [jazmount is a script which will mount the
enter: Jaz disk cartridge to the /jaz mount point,
jazmount<CR> and then proceed to step | update the group ID, and update the permis-
15. sions for the mount point (approximately 20

seconds) at an MSCF workstation. At the
If at an RPG workstation, at the # prompt, same time, it actually writes the new group
enter: ID and permissions to the disk cartridge.
Is -l /jaz<CR> and continue with the next | For a backup disk, this will allow any user
step. to backup information to the disk if neces-
sary. The script also displays a file listing of
what presently exists on the disk cartridge.
At this point, the only listing should be for a
“lost+found” directory.
For a DoD or FAA RPG workstation, the
Jaz disk is mounted as soon as the /jaz di-
rectory is accessed via the “Is —1” com-
mand. However, the next step is necessary
to get the group ID and permissions correct.
14 [ At the # prompt, enter: The “rpg” group is assigned so that all users

chgrp rpg /jaz<CR>
chmod 775 /jaz<CR>

of that group can access the /jaz directory
(actual disk cartridge) and the “775” permis-
sions adds write access for the rpg group.
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Table 4-72. Jaz Drive Disk Format and Mounting for Backup Purposes — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
15 [ At the # prompt, enter: Unmounts the Jaz disk cartridge (/dev/dsk/
umount /jaz<CR> c1t3d@s2) from the mount point (/jaz). The
system will not allow an unmount when “at”
the mount point (/jaz) or any of its subdirec-
tories. If necessary, “cd” to a different di-
rectory location.
16 [ At the # prompt, enter: There should be no line showing a mount
mount<CR> for “/jaz on /dev/dsk/c1t3d@s2 ...”. This
proves the Jaz disk did correctly unmount.
If it is still mounted, repeat step 15.
17  [Press the button on the Jaz drive to eject the |[Label the disk and the holder for its in-
disk cartridge and store it in its original tended purpose (e.g., “MSCF Backups”). If
holder. needing to format more backup disk car-
tridges, repeat steps 5 through 17 as neces-
sary.
18 [ At the # prompt, enter: Exits Superuser mode. This procedure is
exit<CR> complete. Steps 19 through 25 are for refer-
ence only and just provide additional infor-
mation on how to make different mount
points for the backup disk cartridge.

NOTES

Steps 19 through 25 are provided only as an example on how to

make a different mount point other than /jaz (in this case

/backup) and mount/unmount the Jaz disk at that mount point. If
it is not desired to experiment with the newly “formatted” backup
Jaz disk cartridge, this procedure is complete.

When a jaz disk cartridge disk is mounted, the user can use the
mount point just like any normal disk directory for file copies,
moves, editing, etc. However, remember that the data for the
mount point directory (in the following example: /backup)
actually resides on the Jaz disk cartridge.

At an RPG, an automounting program runs that automatically
mounts the Jaz disk to a /jaz mount point directory. If the disk
was not already mounted, any attempt to access the /jaz directory
at an RPG (e.g., “cd /jaz” or “Is -1 /jaz”) would also automount
the Jaz disk to the /jaz mount point directory. To see if the disk
may already be mounted, enter the “mount” command without
any arguments to see a listing of mounted devices.
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Table 4-72. Jaz Drive Disk Format and Mounting for Backup Purposes — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

19 | At a normal user prompt, enter: If root privileges are not allowed, contact
su<CR> the System Administrator for assistance
and then with this procedure.
root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.

20 | At the # prompt, enter: This only needs to be done once. If a “File
mkdir /backup<CR> exists” error is displayed, it means that the

/backup directory already exists.

21 [At the # prompt, enter: Mounts the Jaz disk cartridge (/dev/dsk/
mount /dev/dsk/c1t3d@s2 /backup<CR> |c1t3d@s2) to the mount point (/backup).

22 | At the # prompt, enter: The “rpg” group is assigned so that all users
chgrp rpg /backup<CR> of that group can access the /backup directo-
chmod 775 /backup<CR> ry and the “775” permissions adds write ac-

cess for the rpg group. Use the /backup di-
rectory (disk cartridge) as desired.

23 [ At the # prompt, enter: Unmounts the Jaz disk cartridge (/dev/dsk/
umount /backup<CR> c1t3d@s2) from the mount point (/backup).

The system will not allow an unmount when
“at” the mount point (/backup). If neces-
sary, “cd” to a different directory location.

24 | Press the button on the Jaz drive to eject the |Store the disk cartridge in its holder until
disk cartridge. needed.

25 | At the # prompt, enter: Exits Superuser mode.
exit<CR>

| WARNING |
Never leave a Jaz disk cartridge actually installed in the RPG’s Jaz
drive (UD70/170A8). If left in the drive and the disk cartridge
should become totally corrupted, it can delay a normal boot
process 5 to 10 minutes pending a time—out for device block read
errors.
4.6.6.2 Four/Eight Port Serial Card Driver Load. Table 4-73 is designed for removing the

serial card driver that is used by the four and eight port serial cards, rebooting the system to clear the
serial ports, reinstalling the driver, and finally rebooting the system again to reestablish the serial
port settings. Normally, the driver and all serial port settings are established at system load time.
This procedure is only used if the a serial card is not functioning properly (possible driver
corruption). This procedure is only performed at an RPG processor.

4-281



NWS EHB 6-525

SU

Table 4-73. Four/Eight Port Serial Card Driver Load

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the RPG workstation in the
RPGPCA cabinet and there is a BDDS installed, Raritan user
channel 1 (RPG) must be selected. Activate mouse and use the
on-screen menus to login as raritan<CR> user (no password)
or, if a screen saver is not active yet, hit the <Scroll Lock> key
twice quickly to activate the on—screen menus. Then select the
RPG user channel.

1 |Exit out of CDE by clicking EXIT on the Exits CDE. If not in CDE, proceed to the
CDE Control Panel and OK at the acknowl- |next step.
edgement window.

2 | At the CDE Login screen, click and hold Will enable login as root outside of the
Options then select Command Line CDE.

Login

3 |Enter a <CR> Necessary to get to a Command Line Login

prompt.

4 | At the “node _name console login:” The remainder of this procedure must be
prompt, enter: root<CR> performed as a Superuser. If root privileges
and then are not allowed, contact the System Admin-
root_password<CR> at the Password: istrator for assistance with this procedure.
prompt.

5 | At the # prompt, enter: Removes the serial port driver package
pkgrm MAGMApci<CR> ("MAGMApci”).

6 | The user will be asked to confirm the pack- |Confirms the MAGMApci package remov-
age removal twice, enter y<CR> each time. |al.

7 | At the # prompt, enter: Syncs the file systems and shuts the system
sync<CR> down to an ok prompt.
init O<CR>

8 | At the ok prompt, enter: Performs a reconfiguration reboot of the
boot -r<CR> system. All previous system-level configu-

ration of the serial ports will be removed at
this time.

9 | After the system boots to a CDE Login Will enable login as root outside of the

screen, click and hold Options then select
Command Line Login

CDE.
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Table 4-73. Four/Eight Port Serial Card Driver Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

10 |Enter a <CR> Necessary to get to a Command Line Login

prompt.

11 | At the “node_name console login:” The remainder of this procedure must be
prompt, enter: root<CR> performed as a Superuser. If root privileges
and then are not allowed, contact the System Admin-
root_password<CR> at the Password: istrator for assistance with this procedure.
prompt.

12 [ At the # prompt, enter: Change directory to the /var/spool/pkg di-
cd /var/spool/pkg<CR> rectory where software packages are nor-

mally stored.

13 | At the # prompt, enter: Will uncompress the file.
uncompress allin1_5.2_pci.tar.Z<CR>

14 | At the # prompt, enter: Extracts the package files from the tar file.
tar xvf allin1_5.2_pci.tar<CR>

15 | At the # prompt, enter: Begins the reinstallation of the software
pkgadd MAGMApci<CR> package. The following prompt will be dis-

played:
Enter path to package base
directory:

16 |Atthe Enter path to package Add the software package to the
base directory: prompt, enter: opt/MAGMA directory
/opt/MAGMA<CR>

17 | When prompted to continue, enter: Adds the software package. This should
y<CR> take less than one minute and the system

will then return to an # prompt.

18 [At the # prompt, enter:
cp /kernel/drv/mh64 /kernel/drv/sparcv9/mh<CR>

19 | At the # prompt, enter:
echo “mh @ 65535 Idterm ttcompat” >> /etc/iu.ap<CR>

20 | At the # prompt, enter:
echo “forceload: drv/mh” >> /etc/system<CR>

21 [ At the # prompt, enter:

add_drv -i “pci11¢9,19” “pci11c9,11” “pci11c9,12”

-m *@666 root sys’ mh<CR>
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Table 4-73. Four/Eight Port Serial Card Driver Load - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
22 | At the # prompt, enter: Syncs the file systems and shuts the system
sync<CR> down to an ok prompt.
init O<CR>
23 | At the ok prompt, enter: Performs a reconfiguration reboot of the
boot -r<CR> system. The new driver package for the se-

rial adapter card is “attached” at boot time
and serial ports are added back into the sys-
tem. After the system comes up, the
“admintool” (Browse serial ports) can be
used to ensure serial ports were correctly
added to the system as ports 0 through 3 and
4 through 11. The system software will au-
tomatically configure the serial ports based
upon the requirements for each port. Do not
change the settings of the ports.

4.6.6.3 Date/Time Set Process. Table 4-74 is used for checking and setting the system date and
time.

SU

Table 4-74. Date/Time Set Process
STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user
channel as appropriate.

1 | At any system prompt, enter: Current date and time (GMT) are displayed.
date<CR> If the time appears to be off by more than
one minute, continue with this procedure to
set the date/time (must be performed as a
Superuser).
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Table 4-74. Date/Time Set Process — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
2 | At a normal user prompt, enter: If root privileges are not allowed, contact
su<CR> the System Administrator for assistance
and then with this procedure.
root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.
3 | Obtain an accurate time hack (e.g., WWYV, | Everything after the minutes entry ("MM”)
303-499-7111). GMT time (UTC) is en- is optional.
tered for the time entry. At the # prompt,
enter: mm = Month
date mmddHHMM[cc][yy][.ss]<CR> |[dd = Day
HH = Hour
MM = Minute
Optional entries (normally not entered):
cc = Century minus 1 (optional)
yy = Year (optional)
ss = Seconds (optional)
4 | At the # prompt, enter: Current date and time (GMT) are displayed.
date<CR> Verify that new date/time are displayed.
5 | At the # prompt, enter: Return to a normal user prompt.
exit<CR>
4.6.7 PROCESSOR SYSTEM REINITIALIZATION PROCEDURES.

There are normally two cases where the user may want to reinitialize one of their processors. A
reinitialization may be required to allow the system to recognize a recent software change of some
type or possibly just to allow for an orderly initialization of system processes. This would be
handled by a normal system initialization (Table 4-75). In other cases, the system may be acting
“strange” or may definitely show signs of corrupted software. In this case, follow the procedure in
Table 4-75 if possible to perform a normal reinitialization. However, if that is not possible, perform
the steps in Table 4-76 for the abnormal system reinitialization.

NOTE

When these procedures discuss use of the CDE, the assumption is
that the user is sitting at at the boot console with the normal

direct—connected graphics monitor.
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Index, Processor System Initialization Procedures

Procedure Reference
Normal Processor System Reinitialization Procedure Table 4-75
Abnormal Processor System Reinitialization Procedure Table 4-76

4.6.7.1

Normal Processor System Reinitialization Procedure. This procedure will provide for a

logical shutdown and reinitialization of the processor system.

Table 4-75. Normal Processor System Reinitialization Procedure

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user

channel as appropriate.

If within the CDE and any applications soft-
ware is running, shut down these programs
following procedures found in paragraph
4.6.2 (not required for the BDDS). If cer-
tain applications can not be stopped, pro-
ceed to the next step. If the CDE is not run-
ning but the system is at the CDE Login
screen or a Command Line Login, proceed
to step 3.

If any CDE graphics—type applications are
running, it is normally best to shut them
down before reinitializing the system.

2 | Exit out of CDE by clicking EXIT on the Leave the CDE.
CDE Control Panel and OK at the acknowl-
edgement window.
3 |Push the Standby button on the front of the [No immediate response for approximately

RPG Processor.

50 seconds then another 20 seconds to com-
plete the shutdown. Halts the system and
system goes to an “ok” prompt.
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Table 4-75. Normal Processor System Reinitialization Procedure — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

At the ok prompt, enter:
boot -r<CR>

“boot —r” performs a system reboot with the
reconfiguration check option turned on. At
the boot console, the system will return to a
CDE Login screen. At that point, the user
can login to CDE, check applications func-
tionality, and restart applications software if
necessary.

If this was performed on a RPG or MSCF
processor, log back into CDE after the sys-
tem boots and restart applications if neces-
sary using procedures specified in paragraph
4.6.2. However, if the RPG software was
running when this procedure was per-
formed, it should come back up in a running
state.

No further action is required on the BDDS
processor since it will always boot into full
operation.

4.6.7.2

Abnormal Processor System Reinitialization Procedure. This procedure should only be

performed if the normal reinitialization procedures (Table 4-75) cannot be performed and it is
deemed necessary to perform a reinitialization.

Table 4-76. Abnormal Processor System Reinitialization Procedure

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user

channel as appropriate.
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Table 4-76. Abnormal Processor System Reinitialization Procedure — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

1

If within the CDE but the system will not
allow a normal exit out of CDE, press the
power button on the upper right of keyboard
(circle with vertical line). If a Power Off
Selection menu window appears, click
Shutdown to halt the processor. If a Pow-
er Off Selection doesn’t appear,
press the power button on the front of the
processor and click Shutdown to halt the
processor if a Power Off Selection
menu window appears.

No immediate response for approximately
50 seconds then another 20 seconds to com-
plete the shutdown. Halts the system and
system goes to an “ok” prompt (after
approximately 30 seconds). If the power off
functionality is not working, proceed to step
3.

At the ok prompt, enter:
boot -r<CR>

“boot —r” performs a system reboot with the
reconfiguration check option turned on. At
the boot console, the system will return to a
CDE Login screen. At that point, the user
can login to CDE, check applications func-
tionality, and restart applications software if
necessary. Proceed to step 7.

If the system will not allow a normal exit
out of CDE and the Power Off functionality
will not work, perform steps 4 and 5 if there
is any response from any terminal or con-
sole window (i.e., allows commands to be
entered and they are processed). If not, pro-
ceed to step 6. Also proceed to step 6 if:

a. At a CDE Login screen and it is not re-
sponding normally (i.e., can not log into
CDE or get to a command line prompt) and
the Standby button (front of processor) has
no affect.

b. At a Command Line Login (boot con-
sole), but it will not allow commands to be
entered.

Even if the user can not exit the CDE, the
user can still shut the system down in some-
what of an orderly manner as long as com-
mands can be entered at any terminal or
console window.

At a normal user prompt,

enter: Su<CR>

and then

root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.

If root privileges are not allowed, contact
the System Administrator for assistance
with this procedure.
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Table 4-76. Abnormal Processor System Reinitialization Procedure — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

5 | At the # prompt, enter: “Sync” synchronizes the file systems. “init
sync<CR> 6” performs a system reboot after first shut-
init 6<CR> ting down active processes. This procedure

is complete and the system will reinitialize.
At the boot console, the system will return
to a CDE Login screen. At that point, the
user can login to CDE, check applications
functionality, and restart applications soft-
ware if necessary. Proceed to step 7.
NOTE

Step 6 should only be performed as a last resort. This assumes

the user is at the CDE and can not exit the CDE or enter

commands; the user is at the CDE Login screen and can not get

to the CDE or a command line prompt; the user is at the

command line and can not enter commands; and the processor

power off button will not power off the processor. If any of these

functions do work, then return to Table 4-75 and perform the

normal reinitialization procedure.

6 | Use the power switch at the rear of the unit |If a forced power off/on was necessary, the
and power the processor off for five seconds |system should reboot as a result of the pow-
and back on to reboot it. er on.

7  |If this was performed on a RPG or MSCF No further action is required on the BDDS
processor, log back into CDE after the sys- | processor since it will always boot into full
tem boots and restart applications if neces- |operation.
sary using procedures specified in paragraph
4.6.2. RPG applications may or may not be
running depending on the state of corruption
prior to this abnormal reinitialization.

4.6.8 SYSTEM CLEANUP ACTIONS.

The System Administrator may need to take action from time to time to clean out unnecessary files.
Core dumps are made during some software crashes. Unless needed by Software Engineering for
analysis, these files should be deleted periodically because they are normally quite large. For a
system that has a printer, printer problems may leave unwanted print requests in the queue. These
should also be cleaned out periodically. All of these procedures must be performed in Superuser
mode.
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Index, System Cleanup Actions

Procedure Reference
Find and Clean Out Core Dumps Table 4-77
Clean Out Print Queues Table 4-78
4.6.8.1 Find and Clean Out Core Dumps. First, the user will verify how many core files exist.
The user will delete the files and then verify that they are gone.
SU
Table 4-77. Find and Clean Out Core Dumps
STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user
channel as appropriate.

1 | At anormal user prompt, If root privileges are not allowed, contact
enter: Su<CR> the System Administrator for assistance
and then with this procedure.
root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.

2 | At the # prompt, enter: Finds all files named “core” and a listing
find / -name core<CR> with absolute path names is displayed.
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Table 4-77. Find and Clean Out Core Dumps - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
3 | At the # prompt, enter: All files can be deleted on the same com-
rm -r 1st absolute path mand line if desired. If under CDE or when
2nd_ absolute _path <CR> using most any type of terminal emulator
running in a Windowed mode, the user can
normally cut and paste these abso-
lute _path names onto the command lines
(space between each name). Otherwise,
type the absolute path manually on the com-
mand line.
4 | At the # prompt, enter: The system will search again for “core” files
find / -name core<CR> and assuming no files are found, the system
will return to a # prompt. Repeat step 3 if
necessary.
4.6.8.2 Clean Out Printer Queues. If printing problems are encountered or print type error

messages are occurring on the console window, perform the following procedure to clean out the
printer queues at the MSCF workstation.

SU

Table 4-78. Clean Out Printer Queues

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
NOTE
This would only be necessary on the MSCF workstation since the
printer is designed to print only from the MSCF workstation.

1 | At anormal user prompt, If root privileges are not allowed, contact
enter: Su<CR> the System Administrator for assistance
and then with this procedure.
root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.

2 | At the # prompt, enter: Shuts down the printer service.
Ipshut<CR>

3 | At the # prompt, enter: Changes to the /var/spool/lp directory.
cd /var/spool/Ip<CR>

4 | Enter pwd<CR> Verity the present directory is /var/spool/ip.

5 | At the # prompt, enter: Removes the three specified directories

rm -r tmp requests fifos<CR>

(with files).

4-291



NWS EHB 6-525

Table 4-78. Clean Out Printer Queues — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

6 [At the # prompt, enter: Removes the “temp” file.
rm temp<CR>

7 | At the # prompt, enter: Changes to the /var/spool/print directory.
cd ../print<CR>

8 | At the # prompt, enter: Feedback states /var/spool/print directory.
pwd<CR>

9 | At the # prompt, enter: Removes all files in this directory. Do not
rm *<CR> worry about “No such file or directory”

messages —— it indicates that no files exist.

10 | At the # prompt, enter: Restarts the printer service (must use abso-
/usr/lib/Ipsched<CR> lute path).

11 | At the # prompt, enter: Returns user to a normal user prompt.
exit<CR>

12 |Enter cd<CR> Returns working directory to home location.

4.6.9 USE OF ADMINTOOL.

Admintool is the graphical System Administrator’s tool. It is used primarily for controlling group
accounts, user accounts, printers, and serial ports. However, all printer and serial port requirements
are met by the system software loads and these areas should not be changed.

Index, Admintool Actions

Procedure Reference
Addition of Groups Table 4-79
Addition of Users Table 4-80
4.6.9.1 Addition of Groups. Since users are normally assigned to groups, standard groups

should be added first The only mandatory group for all three processors is “rpg”. All user accounts
belong to this group. All of these procedures must be performed in Superuser mode.
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SU

Table 4-79. Addition of Groups

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user

channel as appropriate.

At a normal user prompt,

enter: Su<CR>

and then

root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.

If root privileges are not allowed, contact
the System Administrator for assistance
with this procedure.

At the # prompt, enter:
admintool &<CR>

Brings up admintool in background mode
(doesn’t tie up usage of the terminal win-
dow).

NOTE

Steps 3 through 7 each address a specific window and are divided
into two parts. The first part of the step provides the Window
Name and default information in the RESPONSE/COMMENTS
column. The second part of the step provides the specific

action/procedure required.

Admintool: Users

By default, access to the User accounts is
available first.

Click Browse p Groups

Selects access to the group accounts.

Admintool:

Click Edit p» Add

Groups

Provides a listing of Groups.

Opens a window to add a group.

Admintool: Add Group

Provides entry blocks for “Group Name”,
“Group ID, and “Member List”.
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Table 4-79. Addition of Groups - Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
5 | Click in the Group Name: block and User lower case characters only. The first
Cont. |type in the desired group name. user—added group is “rpg” and is made at

system installation time on all processors.
Other groups are optional. The “Group ID”
is supplied by the system and “101” is used
by the “rpg” group. Use of “Member List”
is optional.

6 |Admintool: Add Group Desired entries completed.

Click OK Saves information and returns the user to
the “Groups” window.

7 |Admintool: Groups Provides a listing of Groups.
Click File p Exit Closes Admintool.
4.6.9.2 Addition of Users. There are mandatory user accounts for all three processors. One

user account that is necessary for each processor is the one for loading the applications software for
that particular processor. For example, Open Build 1 may be loaded in a user account with a user
name of “v1.0” and its absolute home path would be /export/home/v1.0. Other mandatory user
accounts are also established during full system load. However, all of these accounts are established
by the full system software load scripts from the CD and do not have to be created. This procedure
is primarily designed to be used for establishing individual user accounts. Individual user accounts
must have User IDs between 1001 and 20,000 (inclusive). If a new replacement processor or fixed
disk is installed, it is necessary to reestablish all user accounts IAW this procedure after the system
software is loaded (Table 4-52 through Table 4-54).
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SU

Table 4-80. Addition of Users

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

NOTE

If this is being performed at the RPG workstation or BDDS
workstation in the RPGPCA cabinet, Raritan user channel 1
(RPG) or user channel 2 (BDDS) must be selected as appropriate.
Activate mouse and use the on—screen menus to login as
raritan<CR> user (no password) or, if a screen saver is not
active yet, hit the <Scroll Lock> key twice quickly to activate
the on—screen menus. Then select the RPG or BDDS user

channel as appropriate.

At a normal user prompt,

enter: Su<CR>

and then

root_password<CR> at the Password:
prompt. If already at a Superuser level, then
proceed to the next step.

If root privileges are not allowed, contact
the System Administrator for assistance
with this procedure.

At the # prompt, enter:
admintool &<CR>

Brings up admintool in background mode
(doesn’t tie up usage of the terminal win-
dow).

NOTE

Steps 3 through 17 each address a specific window and are
divided into two parts. The first part of the step provides the
Window Name and default information in the
RESPONSE/COMMENTS column. The second part of the step
provides the specific action/procedure required.

Admintool: Users

By default, access to the User accounts is
available first.

Click Edit p» Add

Opens a window to add a user.

Admintool: Add User

Provides numerous entry blocks for user
identification.
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Table 4-80. Addition of Users — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
4 | Click in the User Name: block and type |As previously indicated, all system—level
Cont. |in the desired user name. applications type accounts are established
by the full system software load scripts.
However, for security reasons, these ac-
counts are not actively used for manipulat-
ing the software. Individual user accounts
must be created for all site users that will
require access to the system applications
software.
5 |Admintool: Add User “User Name” entry complete.
Check the User ID: block. The system |[Use default ID number or assign a unique
will automatically assign ID numbers begin- |ID. Use only ID numbers between 1001
ning with 1001. and 20000 (inclusive). Do not use an ID
number outside of this range.
6 |[Admintool: Add User “User ID” entry complete.
Click in the Primary Group: block, All users should belong to the “rpg” group.
highlight the present group number and en- | This group will have a group number of
ter: “101”. Secondary Groups are optional.
101
7 |Admintool: Add User “Primary Group” entry complete.
Click on Login Shell: Bourne to “C” shell is mandatory for all RPG, MSCEF,
bring up the shell selection sub—menu. and BDDS applications software user ac-
Then click the desired or required shell. counts and all individual user accounts re-
quiring access to the applications software.
8 |Admintool: Add User “Login Shell” entry complete.

Click on Cleared until first login (de-
fault “Password:”) and then click
Normal Password. In both the “Enter”
and “Verify” blocks, type in the desired
password and then click OK.

The System Administrator will manage the
passwords for all applications software ac-
counts. For individual user accounts, secu-
rity requirements dictate that the System
Administrator set the password to a unique
password, inform the user of the password,
(passwords will not be distributed via email,
voice mail, or answering machine) and ad-
vise each user that they can use the assigned
password when they first log—in but then
they must select their own password that
meets the requirements specified in para-
graph 4.2.3.2.8.1.
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Table 4-80. Addition of Users — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

9 |Admintool: Add User “Password” entry complete.

Click in the Max Change: days block | Will force reestablishment of a new pass-
and enter in: 99 word every 90 days.

10 |Admintool: Add User “Max Change: days” entry complete.
Click in the Max Inactive: days Sets a 30 day limit on inactive account.
block and type in: 3@

11 |Admintool: Add User “Max Inactive: days” entry complete.

In the Expiration Date: A Days of Month drop—down box will be

(dd/mm/yy) area, click on the box displayed.

labeled None on the left.

Click on a day 14 days from current date. The day will be displayed in the dd (day)
block.

12 |Admintool: Add User “Expiration day” entry complete.

In the Expiration Date: A Month drop—down box will be displayed.
(dd/mm/yy) area, click on the box

labeled None in the middle.

Click on the month that 14 days from cur- [ The month will be displayed in the mm
rent date falls in. (month) block.

13 |Admintool: Add User “Expiration month” entry complete.

In the Expiration Date: A Year drop—down box will be displayed.
(dd/mm/yy) area, click on the box

labeled None on the right.

Click on the year that 14 days from current | Lhe year will be displayed in the yy (year)
date falls in. block.

14 [Admintool: Add User “Expiration year” entry complete.

Click in the Warning: days block and Gives user 5 days warning before their pass-
enter : 5 word expires.

15 |Admintool: Add User “Warning: days” entry complete.

Click in the Path: block and type in the
desired users home directory path:
/export/home/user name<CR>

For individual user accounts use
/export/home/user_name where
user_name is the same name used in step
4.
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Table 4-80. Addition of Users — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
16 [Admintool: Add User Entries completed.

Click OK Saves information and returns the user to
the “Users” window. If additional users
must be added, repeat steps 3 through 16 at
this time.

17 |Admintool: Users Provides a listing of Users.

Click File p Exit Closes Admintool. If this is an RPG or
MSCEF processor, proceed to step 21.

18 [Perform steps 18 through 20 if this is a Changes to the home directory for all user

BDDS processor. Otherwise, proceed to accounts.

step 21. At a normal terminal window #

prompt, enter:

cd /export/home/<CR>

19 [ At the # prompt, enter: Where user_name is the account name of
cp -p bdds/.cshrc user name<CR> |the new user added to the BDDS system.
This must be done individually for each new
user account that was added.
20 [At the # prompt, enter: Changes ownership of the .cshre file in the

chown user_name
user_name/.cshrc<CR>

new user account to that user (user_name).
This must be done individually for each new
user account that was added. For a BDDS
processor, this procedure is complete.

NOTE

If the new user(s) were added at an RPG or MSCEF, two
configuration items are necessary for the new user(s) to be able
to run the applications software. One item is that they must have
the correct .cshrc file in their home directory. The other item is
that their User ID must exist in the /etc/operate_rpg.conf file.
These requirement are met by steps 21 through 24 below.
However, when step 24 is performed, the .cshrc file in all user
accounts will automatically be updated. If any old users have
customized their .cshrc file in their accounts. they should be
warned to back up their file to a temporary file name prior to
performing step 24. This will allow them restore their original
.cshrc file later should they chose to do so.
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Table 4-80. Addition of Users — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
21 [Steps 21 through 24 are required at an RPG | Changes to the home directory location of
or MSCF processor. At a normal terminal  |[all users, including the applications software
window # prompt, enter: user account.
cd /export/home<CR>
22 [ At the # prompt, enter: Note the present version account name for
Is -I<CR> the RPG or MSCEF applications software
(e.g., “v1.157” or “v1.57).
23 [ At the # prompt, enter: version_acct is the present version account
cd version _acct<CR> name for the RPG or MSCEF applications
software (e.g., “v1.157” or “v1.5”) as ob-
served in the previous step.
24 | At the # prompt, enter: This program will automatically update all
./update_users<CR> user’s .cshrc file as required to run the ap-
plications software and also ensure any new
user IDs are added to the /etc/oper-
ate_rpg.conf file. This procedure is com-
plete. Resume normal operations.
25 | At the # prompt, enter: Returns user to a normal user prompt.
exit<CR>
26 |If desired, exit the CDE by clicking EXIT Returns user the the CDE Login screen.
on the CDE Control Panel and OK at the
acknowledgement window.
4.6.10 USE OF ANTIVIRUS SOFTWARE.

Antivirus software is one security control used to protect the RPG system from macro viruses and
other forms of malicious software, including Trojans. It is intended to ensure the availability and
integrity of the RPG system. Antivirus software is integrated on the RPG, MSCEF, and BDDS
processors. It is also used by the System Administrator to capture information about directories and
files on transportable media before data is copied to an RPG computer. It is also to be used to
capture information about directories and files on RPG computer hard drives if unusual activity on a
system is observed. Unusual activity on a system can indicate that the system may have been

compromised.

A short list of unusual activity follows:

¢ Suspicious successful logins and unsuccessful attempts to access the system.

e Access to a dormant or obsolete user account.

¢ Unusual activity by users, such as trying to access files that require root privilege or
accessing files that would be outside the realm of normal performance duties.

e The system clock does not reflect the correct time.
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e Missing audit logs or inconsistent audit logs.

* Features or services that should be disabled for the RPG system configuration that
appear to be no longer disabled.

The System Administrator is responsible for each RPG, MSCEF, and BDDS processor. The System
Administrator is responsible for running a virus scan on media used for performing a backup
procedure on RPG computers. The System Administrator is also responsible for running a virus
scan on an RPG system processor hard drive if any unusual activity is observed. A scan can
typically be run on an RPG processor in a few minutes or less. However, scanning consumes
significant CPU resources and should not be run during severe weather.

Scanning output contains valuable information about files and directories on diskettes, CDs, and
hard drives. This information should be obtained and reviewed by the System Administrator. If
there is any indication that the media may be infected, the ROC Hotline should be contacted
immediately. Software installation or software backup should be deferred if there is any indication
that the media may be infected.

Index, Diskette, CD, or Hard Drive Scanning Procedures

Procedure Reference
Scan All Diskettes Prior to Use Table 4-81
Scan All CDs Prior to Use Table 4-82
Scan Processor Hard Drives Table 4-83

4.6.10.1 Scan All Diskettes Prior to Use with RPG, BDDS, or MSCF Processors. All diskettes
will be scanned prior to use with any RPG, BDDS, or MSCF processor. This will protect the RPG
system from macro viruses and other forms of malicious software, including Trojans. It is intended
to ensure the availability and integrity of the RPG system. Antivirus software is integrated on the
RPG, MSCEF, and BDDS processors. Use the procedure in Table 4-81 to scan all diskettes.

Table 4-81. Scan All Diskettes Prior to Use

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 At the RPG, BDDS, or MSCEF processor,
log into the CDE as a normal user.

2 |Insert a formatted floppy into the floppy
drive. Ensure the floppy disk is not write
protected and ensure this is a floppy which
can be secured and retained for backup pur-

poses.
3 | At the normal user prompt, enter: This is to mount the diskette.
volcheck -v /dev/diskette<CR> Feedback is:

/dev/diskette has media
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Table 4-81. Scan All Diskettes Prior to Use — Continued

STEP

ACTION/PROCEDURE

RESPONSE/COMMENTS

At the normal user prompt, enter:

vscan /floppy/floppy@<CR>

Example of feedback is given below:

Virus Scanner v3.1l, VSAPI

v5.600-1011

Trend Micro Inc. 1996,1997
Pattern version 329
Pattern number 46849

Directory /floppy/floppy0

Directory:

Searched: (number depends on what
has been recorded to diskette)

File:

Searched: (number depends on what
has been recorded to diskette)

Scan: (number depends on what has
been recorded)

Infected: If >0 infected files are
reported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Infected: (Includes files that have
been compressed) If >0 infected files are
reported, immediately enter eject —-p<CR>
and contact the ROC Hotline.

Time:

Start: (date/time when scan starts)

Stop: (date/time when scan finishes)

Used: (reports number of seconds
scan runs)

At the normal user prompt, enter:
eject -p<CR>

Remove diskette from floppy drive.

If the software did not detect any infected
files, the diskette may be used for the proce-
dure intended.
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4.6.10.2 Scan All CDs Prior to Use with RPG, BDDS, or MSCF Processors. All CDs will be
scanned prior to use with any RPG, BDDS, or MSCF processor. This will protect the RPG system
from macro viruses and other forms of malicious software, including Trojans. It is intended to
ensure the availability and integrity of the RPG system. Antivirus software is integrated on the
RPG, MSCEF, and BDDS processors. Use the procedure in Table 4-82 to scan all CDs. The
procedure requires normal user access.

Table 4-82. Scan All CDs Prior to Use

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

NOTES

Only ROC provided CDs should be used with any RPG, BDDS,
or MSCF processor.

A CD will auto—mount once it has been placed into an RPG,
BDDS, or MSCEF processor.

1 At the RPG, BDDS, or MSCEF processor,
log into the CDE as a normal user.

2 |Place the ROC system software release CD
into the CD-ROM drive and close the
cradle door.

3 | At the normal user prompt, enter: Example of feedback is given below:
vscan /cdrom/cdrom@<CR>

Virus Scanner v3.1l, VSAPI v5.600-1011

Trend Micro Inc. 1996,1997
Pattern version 329
Pattern number 46849

Directory /cdrom/cdrom0
/cdrom/cdrom0/112438~1.zip
/cdrom/cdrom0/6525revl.rtf
/cdrom/cdrom0/aos254.bin
/cdrom/cdrom0/aos303.bin
/cdrom/cdrom0/c2600—~1.bin
/cdrom/cdrom0/c2600—~2.bin
/cdrom/cdrom0/c2600x~1.bin
/cdrom/cdrom0/c2900x~1.bin
/cdrom/cdrom0/c3640—~1.bin
/cdrom/cdrom0/c3640-~2.bin
/cdrom/cdrom0/isvw_v~1.tar
/cdrom/cdrom0/libgce~1.gz
/cdrom/cdrom0/ms220.bin
/cdrom/cdrom0/msp200.bin
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Table 4-82. Scan All CDs Prior to Use — Continued

STEP ACTION/PROCEDURE RESPONSE/COMMENTS
3 /cdrom/cdrom0/openss~1.gz
Cont. /cdrom/cdrom0/openss~2.gz
/cdrom/cdrom0/orpg p~1.mpp
/cdrom/cdrom0/sol-50~1.gz
check compressed file:sol-508.tar
decompress ok:sol-508.tar
check compressed file:COMMON.TAR
decompress ok:COMMON.TAR
check compressed file:SOLRDR.TAR
decompress ok:SOLRDR.TAR
check compressed file:
Reader/sparcsolaris/plug_ins/JavaScripts/AFStrENU. js
decompress ok:
Reader/sparcsolaris/plug _ins/JavaScripts/AFStrENU. js
check compressed file:
Reader/sparcsolaris/plug_ins/JavaScripts/AForm. js
decompress ok:
Reader/sparcsolaris/plug_ins/JavaScripts/AForm. js
Directory:
Searched: 1
File:
Searched: 24
Scan : 18
Infected: 0
Infected: 0 (Includes files that have been compressed)
Time:
Start: 2/6/04 21:33:23
Stop: 2/6/04 21:33:47
Used: 00:24
4 | Observe the Infected: line entries for If >0, contact the ROC Hotline immediately.
the number of files infected. Do not proceed to use the CD-ROM for
installation of software.
5 At the normal user prompt, enter: If the software did not detect any infected

eject cd<CR>
Remove CD-ROM.

files, the CD—-ROM may be used for the
software installation.
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4.6.10.3 Scan the RPG, BDDS, or MSCF Processor Hard Drives. Scan the RPG, BDDS, or
MSCEF processor hard drives if any unusual activity is observed. Refer to paragraph 4.6.10 for a
short list of possible indications of unusual activity. Use the procedure in Table 4-83 to scan the
processor hard drives.

Table 4-83. Scan Processor Hard Drives

STEP ACTION/PROCEDURE RESPONSE/COMMENTS

1 At the RPG, BDDS, or MSCF processor,
log into the CDE as a normal user.

2 | At the normal user prompt, enter: The scan will take up to 6 minutes.

vscan /<CR> Example of feedback is given below:

Virus Scanner v3.1l, VSAPI
Observe the number of files infected. v5.600-1011

If >0, contact the ROC Hotline. Trend Micro Inc. 1996,1997
Pattern version 329
Pattern number 46849

Directory:

Searched: (number depends on what
has been recorded to hard drive)

File:

Searched: (number depends on what
has been recorded to hard drive)

Scan : (number depends on what has
been recorded)

Infected: If >0 infected files are re-
ported, contact the ROC Hotline.

Infected: (Includes files that have
been compressed) If >0 infected files are
reported, contact the ROC Hotline.

Time:

Start: (date/time when scan starts)

Stop: (date/time when scan finishes)

Used: (reports number of seconds
scan runs)
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Section 4.7. Unique MSCF Human Computer Interface Requirements

NOTES

This chapter and its corresponding sections refer to the RPGPCA
as UD70. Unless otherwise specified for FAA redundant systems,
this information also applies to RPGPCA UD170.

Command entries and mouse selections are shown in bold type.
Variable names are shown in a unique font (e.g., variable_name).
Within a command string entry, the variable placeholders are not
bold type; however, all portions of the command that are entered
exactly as shown are in bold type. The variable placeholder within
the command string must be replaced with a name, address, etc.
unique to each system. The user is told how to formulate the entry,
or directed where to find this information. Since the keyboard in
use may have either an “Enter” key or a “Return” key, the end of
the command line is delineated with a <CR>. Unless stated
otherwise, each command line shown must be “entered” to be
processed. Also, directory names/paths shown outside of a
command example are italicized for clarity purposes.

For mouse selections, the word “click” is a standard single click of
the left mouse button. The word “drag” is a standard left mouse
click and hold while moving the mouse pointer at the same time.
Dragging can be used to move a window, highlight text, or make a
menu selection. The symbol P is used to indicate subsequent left
clicks through sub—menu selections. When a right, middle, or
double—click is required, it is specifically indicated.

Brief network outages may be seen occasionally while working at
the MSCF workstation where the RPG HCI actually disappears for
a couple of seconds and then comes back up. If this occurs, the
only operational impact to the user could be in the area of making
edits to adaptation data. If edits are being made and have not been
saved when this type of brief network outages occurs, all edits will
be lost and will need to be made again. To avoid this possibility, it
is a good idea to save edits periodically while they are being made
rather than waiting until the end.
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4.7.1 INTRODUCTION.

The MSCF RPG HCI contains the windows listed below for the user to perform maintenance
functions, monitor RDA and wideband communications performance and status data, and review
RPG and RDA alarm and status messages. This section has figures of each window, descriptions of
all maintenance commands within each window, and procedures for selected maintenance tasks.

e RPG Control/Status (Main Menu)

e Archive II LDM Data

¢ Change Passwords

* Console Messages

¢ Font Properties

¢ HCI Properties

* Load Shed Categories

¢ MLOS Status

* Moments

e MSCEF Base Data Distribution Server HCI
¢ MSCF Comms Status

e MSCEF Display

e  MSCF Power Control

¢ Password

¢ Product Distribution Comms Status

¢ RDA Alarms

¢ RDA Control/Status

¢ RDA Performance Data

* RDA Antenna/Pedestal Performance Data
¢ RDA Calibration Performance Data

¢ RDA Calibration Check Performance Data
¢ RDA Device Status Performance Data

¢ RDA Disk File Status Performance Data

¢ RDA Receiver/Signal Processor Performance Data
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¢ RDA Tower Utilities Performance Data

¢ RDA Transmitter Performance Data

¢ RDA Wideband Communications Performance Data
¢ RDA/RPG Interface Control/Status

¢ Reflectivity Calibration

¢ RPG Control

¢ RPG Init Options

¢ RPG Product Distribution Control

¢ RPG Products

¢ RPG Status

e  VCP Control

4.7.2 MAIN MENU.

The RPG Control/Status window is commonly referred to as the Main Menu, see Figure 4-40 (Sheet
1 for NWS and DoD or Sheet 2 for FAA). It is opened by clicking on the RPG HCI button in the
Master System Control Functions window at the MSCF Workstation. It can also be opened at the
RPG Maintenance Position terminal in the RPG cabinet at a Terminal window system prompt by
entering hci&<CR>. It gives the user a graphical representation of the current system status and
provides links to other windows. The RPG ID and the current day, date, and time are displayed near
the top of the window. The mouse pointer changes from a standard arrow to a pointing index finger
when it is on an active area, such as a button or an icon. From this point, a single left click of the
mouse opens the associated window or performs the selected command.

4.72.1 Applications. The Applications area on the right side of the Main Menu contains
several icons that symbolize other windows that are used frequently in the everyday operation and
maintenance of the system. Clicking on any of these icons opens up its associated window. The
following paragraphs provide more information on each one of these icons.

4.7.2.1.1 Base Data Display. Clicking on the BASE DATA icon opens the RPG Base Data
Display window that, by default, displays the most recent Reflectivity product data. Within this
window, the user can also display either the Velocity or the Spectrum Width base data products.
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Figure 4-40. RPG Control/Status Window (Main Menu) (NWS and DoD) (Sheet 1 of 2)
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Figure 4-40. RPG Control/Status Window (Main Menu) (FAA) (Sheet 2 of 2)
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4.7.2.1.2 Clutter Regions. Clicking on the CLUTTER REGIONS icon opens the Clutter
Regions Editor window.

47213 Bypass Map Editor. Clicking on the BYPASS MAP icon opens the Clutter Bypass
Map Editor window.

47214 PRF (Pulse Repetition Frequency) Selection. Clicking on the PRF SELECTION
icon opens the PRF Selection (Modify Current VCP) window.

4.7.2.1.5 RDA Performance Data. Clicking on the RDA PERF DATA icon opens the RDA
Performance Data window. See Figure 4-41. This window is used much like a menu, and each
category of data is represented by an associated button. From here the user can see when the RDA
performance data was last updated and select from the following buttons to view the newest RDA
performance data:

e RDA Antenna/Pedestal Performance Data See Figure 4-42.

e RDA Calibration Performance Data See Figure 4-43.

e RDA Calibration Check Performance Data See Figure 4—44.

e RDA Device Status Performance Data See Figure 4-45.

* RDA Disk File Status Performance Data See Figure 4-46.

* RDA Receiver/Signal Processor Performance Data See Figure 4-47.
e RDA Tower Utilities Performance Data See Figure 4-48.

e RDA Transmitter Performance Data See Figure 4-49.

e RDA Wideband Communications Performance Data See Figure 4-50.

Clicking on each button listed above produces one of three different results. If no performance data
is available, then it is indicated within the RDA Performance Data window, and the associated
window does not even open. If old performance data is available, then the associated window is
opened and it displays the most current data as indicated within the window in the Last Update field.
If new data is available, then the window is opened and then updated automatically at the same time.
This process is observed by the user when a quick flash is seen. During this flash, old data is
replaced by new data and the date and time changes in the Last Update field. If any of these
windows are left opened, they do not update automatically when new performance data is available
from the RDA. To display any new data, the user must click on the Update button within the
window. Shortly after clicking on the Update button, the same quick flash as described above is
seen by the user, old data is replaced by new, and the Last Update field changes. Several different
RDA Performance Data windows can be open at the same time. However, it is important to be
aware of the fact that opening any of these windows not only updates that window, but also updates
any other windows that are already opened. Additionally, if more that one of these windows are
open, clicking on the Update button in any of these windows not only updates that specific window,
but it also updates all of the other windows that are already opened. Clicking on the Close button
within any of the RDA Performance Data windows closes that specific window. Clicking on the
Close button within the main RDA Performance Data selection menu window closes that specific
window and closes all of the RDA Performance Data windows that had been opened from it.
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Antenna/Pedestal Receiver/Signal Processor
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Figure 4-41. RDA Performance Data Window
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Figure 4-42. RDA Antenna/Pedestal Performance Data Window
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Figure 4-43. RDA Calibration Performance Data Window
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Figure 4-44. RDA Calibration Check Performance Data Window
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Figure 4-45. RDA Device Status Performance Data Window
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Figure 4-46. RDA Disk File Status Performance Data Window
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Figure 4-47. RDA Receiver/Signal Processor Performance Data Window
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Figure 4-48. RDA Tower Utilities Performance Data Window
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Figure 4-49. RDA Transmitter Performance Data Window
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Figure 4-50. RDA Wideband Communications Performance Data Window

4-319




NWS EHB 6-525

4.7.2.1.6 Console Messages. Clicking on the CONSOLE MESSAGES icon opens the
Console Messages window. See Figure 4-51. This window is used to display incoming messages
and send outgoing messages. The possible sources of an incoming message are as follows:

e RDA
¢ RPGOP

The possible destinations for an outgoing message are as follows:

- RDA
- RGOP
« APUP

e NIDS (NEXRAD Information Dissemination Service)
* RMS Only present when the RPG is configured as an FAA Redundant system
e Al

Incoming messages appear in the Incoming Messages area of the window and are listed in order with
the newest at the top. So, when a new incoming message is received from any source, this window
opens automatically and the new message appears at the top of the list if the Incoming Messages
area contains more than one message. The RPG does not provide any information to the user about
the source of any incoming message, unless it was included in the message itself by the sender.

To send a message to any destination, first click on the Outgoing Messages area of the window
to activate it. Clicking on the Clear button at this point will completely clear out the Outgoing
Messages area of any text that might be left from the previous outgoing message. Next, simply enter
the desired message. After entering a message, the user must select a destination(s) for the outgoing
message. This is accomplished in the Destinations area of the window by clicking on the box next
to the desired destination(s) which places a check mark in the box. The outgoing message is sent
only to the destination selection(s) that have a check mark present in the box. The All selections in
each Class area are a toggle that alternately selects and deselects all of the destinations within that
Class. Next, the user must click on the Send button to send the outgoing message to the selected
destination(s). If the user fails to select a destination prior to clicking on the Send button, a
warning_popup window appears reminding the user to select a destination. Clicking on the Close
button closes the Console Messages window.
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Figure 4-51. Console Messages Window
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4.7.2.1.7 Environmental Data. Clicking on the ENVIRON DATA (Environmental Winds) icon
opens the Environmental Data Editor window.

NOTE

When the RPG HCI is used to make a significant change to the
system, a warning_popup window opens that restates the change
that is about to take effect. In some cases, the user is informed that
the new selection will take effect at the beginning of the next
volume scan. The user must then decide whether to continue or
cancel the selection by clicking on Yes or No to answer the
question “Do you want to continue?”. Other warning_popup
windows simply require the user to click on Continue to proceed
with the change. Once the user makes a selection within a
warning_popup window, that window closes automatically.

4.7.2.1.8 HCI Properties. Clicking on the HCI icon opens up the HCI Properties window. See
Figure 4-52. This window is used much like a menu, and from here the maintenance technician can
select from the following buttons to change the corresponding RPG HCI properties. Clicking on the
Close button closes the HCI Properties window.

e Passwords
e Colors

* Font Properties

HCI F'r'i::lpErtiES

Figure 4-52. HCI Properties Window

4.7.2.1.8.1 Change Passwords Window. Clicking on the Passwords button in the HCI
Properties window opens up the Change Passwords window. See Figure 4-53. This window is used
to change the LOCA passwords that unlock the RPG HCI windows containing site specific
adaptation data allowing the data to be changed by authorized personnel. The LOCAs are as
follows:

e Agency (NWS, DoD, FAA)
* ROC
e URC
NOTE

Passwords must meet the password requirements specified in
paragraph 4.2.3.2.8.1.
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The maximum password length allowed when changing passwords with the HCI Properties Manager
is 16 characters. To change any of these passwords, click on a LOCA to select it, enter the old
password in the Old Password field, enter the new, case sensitive, password in the New Password
field, and then enter the new password again in the Verify New Password field. A warning_popup
window appears that states “The password has been changed!”, with a Continue button. Click on
Continue to close the warning_popup window. Clicking on the Close button closes the Change
Passwords window.

Change Passwords —I

Select User (LOCA)

_Agency JROC

01ld Password:

Hew Password:

Verify Hew Password:

Figure 4-53. Change Passwords Window

4.72.1.8.2 Change Colors Window. The Colors button is reserved for future software builds
and is not implemented at this time.

4.7.2.1.83 Font Properties Window. Clicking on the Font Properties button in the HCI
Properties window opens up the Font Properties window. See Figure 4-54. This window is used to
change the RPG HCI font properties. The user can select options for font size and point, with each
one having a selectable range from 80 — 100, with a larger value equalling a larger font. The Apply
button is greyed—out until a new font property is selected by the user. At that point, the Apply
button is then displayed normally. After selecting a new font property, the user must click on the
Apply button to use the new property. When a new font property is applied, it changes all of the
RPG HCI fonts except those in the Main Menu, the window title bars, and the warning_popup
windows. Clicking on the Default button sets both the size and the point values back to their
default settings of 100. Clicking on the Close button closes the Font Properties window.

Font Properties

Select Font Properties
size (80 - 100) [7100
Point (80 - 100) [/100

Figure 4-54. Font Properties Window
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4.7.2.2 Tower/Radome Area. The Tower/Radome area displays current information regarding
the RDA alarms and operational state, VCP, number of elevation scans in the VCP, volume number,
start time, the antenna’s elevation angle and azimuth position, and a link to the VCP Control
window. The tower icon does not represent the actual tower height, simply the existence of a tower
in the WSR-88D configuration, and it resizes to fit the window as the Main Menu is resized.

4.7.2.2.1 Alarm Area. When an alarm condition occurs, its alarm category appears in red
directly to the left of the radome. When an alarm condition clears, its alarm category disappears
from the Main Menu. All RDA alarms are included within one of the following eight different
categories:

e ARC - Archive II (no longer used)

e CTR - Control
e PED - Antenna/Pedestal
* RSP - Receiver/Signal Processor

e USR - User Link
e UTL - Tower Utility
e WID - Wideband

e XMT - Transmitter

Clicking on any of the alarm categories opens the RDA Alarms window. See Figure 4-55. A
detailed description of the RDA Alarms window is in paragraph 4.7.2.3.1.2 Alarms.

Haximum Displayable Alarms: | 500

Device Filter Parameters

¥ARC W CTR WPED RSP W USR| HM/DD/YY: HH:HH:SS @ |

WUTL WHID W XMT None Search: ‘

Alarm CodeColor:| SEC H HR H HH |- ‘

RDA Date/Time Device Type Code Description

1/21/2000 19:25:14 [UTL] [E] [144] -- RDA ALARH ACTIVATED: UNAUTHORIZED SITE ENTRY
1/21/2000 19:25:14 [XMT] [E] [ 95] -- RDA ALARM ACTIVATED: WAVEGUIDE HUMIDITY/PRESSURE FAULT

Type: E = Edge Detected, 0 = Occurrence, F = Filtered Occurrence

Figure 4-55. RDA Alarms Window
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System Status Line. The color coded System Status Line is displayed directly above

the radome and contains the current state of the RDA as well as any RDA alarm types that may be
present. The possible states that can be displayed for the RDA are as follows:

Start—up

Standby

Restart

Operate

Playback (no longer functional)
Off-line Operate

Unknown

The possible RDA alarm types and associated color codes that can be displayed are as follows:

4.7.2.2.3

Inoperable — Red

Maintenance Mandatory — Orange
Maintenance Required — Yellow

Secondary — Green

None (Online, Operate, Secondary) — Green
Unknown - Red

VCP Button. The current VCP and mode of operation are displayed on the VCP

button just to the right of the radome within the elevation angle lines. Clicking on the VCP button
opens the VCP Control window. See Figure 4-56. From this window the user can see the current
VCP highlighted, change to a local VCP that is stored at the RDA, download a remote VCP that is
stored at the RPG, turn Auto PRF Off or On, access other windows, and restart the currently
operating VCP as well as the current Elevation scan. Clicking on the Adaptation button on the
Modify VCP: line opens the Modify VCP Adaptation Data window where the user can make
changes to the RPG adaptation data version of any VCP. Clicking on the Current button on the
Modify VCP: line opens the PRF Selection window where the user can make changes to the current

VCP.
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WCP Control
Buto PRF: ( oOn ; Off

CHANGE to EDA VCP

Precipitation: 1 21
Clear Air: 31 32

HMHaintenance:

DOWHLOAD VCP from RPG

Clear Air:

Haintenance:
Hodify VCP: Adaptation

Figure 4-56. VCP Control Window

4.72.2.4 Volume Status Line. Just below the bottom elevation angle line, the current volume
number and start date and time are displayed.

4.7.2.2.5 VCP Elevation Angle Display. Originating from the center of the radome and
projecting out to the right are lines that represent each elevation angle of the currently selected VCP.
The line that represents the antenna’s current elevation angle is highlighted, and the antenna’s
current elevation angle is also displayed numerically in the center of the radome. While the RDA is
in Standby and the antenna is in the park position, the antenna’s elevation angle is not displayed.

4.7.2.2.6 Antenna Azimuth Position Display. While the system is in Operate, the antenna’s
azimuth position is shown on the Main Menu by a thick dark line that traces around the outside edge
of the radome. The leading edge of the trace represents the current azimuth position of the antenna.
When the leading edge of the trace meets the starting point of that elevation scan, completing a 360
degree trace around the outside edge of the radome, the completed circle disappears and then the
whole process starts over again at the next elevation angle of operation. While the RDA is in
Standby and the antenna is in the park position, the antenna’s azimuth position is not displayed.

4.7.2.3 RDA Area. Inthe RDA area of the Main Menu there is information displayed
regarding the current power source, as well as links to the RDA Alarms and RDA Control/Status.

4.7.2.3.1 RDA Icon. Right below the tower is the RDA icon that contains buttons labeled
Control and Alarms.

4.7.2.3.1.1 Control. Clicking on the Control button within the RDA icon opens the RDA
Control/Status window. See Figure 4-57. This window is used primarily to control the operation of
the RDA, but it also provides links to other windows, and displays the following RDA status
information on the bottom six lines of the window:

e Operational Mode: This line displays the Operational Mode of the RDA as either
Operational or Maintenance. RDA Operational Mode is the same as Operate Mode
at the RPG, and RDA Maintenance Mode is the same as Test Mode at the RPG.
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Control Authority: This line can display either No Action, Local Requested, or
Remote Enabled. These messages give an indication of any pending requests for
RDA Control. If there are no pending requests for RDA control, the No Action
message is displayed. If the RPG has Remote Control of the RDA and the RDA
requests Local Control, the Local Requested message is displayed. When the RPG
then relinquishes Control to the RDA, the No Action message displays again. If the
RDA then enables Remote Control, this line briefly displays the Remote Enabled
message before Control automatically then gets transferred to the RPG, at which
time this line again displays the No Action message.

Transmitter Power: The value on this line is the same value that is displayed on the
RDA MMI DIPD XMT screen on the XMTR AVG PWR line and in the RPG HCI
RDA Transmitter Performance Data window on the XMTR Avg Power line. When
the RDA is in Standby, this line displays a value of “@ Watts”.

Calibration Correction: When the RDA has Automatic Calibration enabled, the
value on this line is the same value that is displayed on the RDA MMI MAIN
MENU screen on the CAL # line. When the RDA has Manual Calibration enabled,
the value on this line is the same value that the user selects in the Reflectivity
Calibration window. See Figure 4-58. and paragraph 4.7.2.3.1.1.1 for details.

Interference Rate: When the Interference Suppression Unit (ISU) is installed in the
RDA, the value on this line is the same value that is displayed on the RDA MMI
MAIN MENU screen on the ISU line. When the ISU is not installed in the RDA,
the value on this line is always @/sec, and the IDU TST DETECTION line in the
Receiver’s Performance Data screen will be set to @.

Moments Enabled: Displays the base data moments that are currently being
transmitted from the RDA to the RPG. When the RDA is in Operate mode this line
displays the base data moments that the user has enabled in the Moments window.
See Figure 4-59. The “R”, represents Reflectivity, the “V”, represents Velocity, and
the “W” represents Spectrum Width. By default, all three base data moments are
enabled. When the RDA is in Standby mode, the word “None” is displayed.

This status data automatically updates periodically as the RDA operates. Plus, when the wideband
line is connected, clicking on the Get Status button at the top of the RDA Control/Status window
updates this information if newer data is available. The text on the Get Status button is greyed—out,
and the button’s functionality is desensitized when the wideband line is disconnected. So, clicking
on it doesn’t update the status because new data is not available in that condition. Other windows
that can be accessed from this window are as follows:

The RDA Alarms window opens by clicking on the RDA Alarms button. See
Figure 4-55 and paragraph 4.7.2.3.1.2 for details.

The VCP Control window opens by clicking on the VCP button. See Figure 4-56
and paragraph 4.7.2.2.3 for details.
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e The Moments window opens by clicking on the Moments button. See Figure 4-59
and paragraph 4.7.2.3.1.1.2 for details. The text on the button is greyed—out, and
it’s functionality is desensitized when the wideband line is disconnected or when the
RDA is in control. That is, clicking on it does not open up the Moments window,
preventing enabling and disabling of base data moments under these conditions.

The rest of the window is used to display and select operational options. Each area has two options
except for the RDA State area which has five. An option that is currently selected is highlighted on
the top line of that area and greyed—out underneath. An option that is not selected but is available to
be selected is displayed in black within that area. Only one option at a time may be selected within
each area except for the RDA Control area where both the Enable Local (RDA) and Select
Remote (RPG) selections can be displayed in black at the same time when the RDA is in the
Standby state. Under this condition, the word Either is highlighted within the RDA Control area. To
initiate a change, the user simply clicks on the desired selection. As mentioned above, when a
selection is made that will change the state of the RDA, a warning_popup window appears that
restates the change that is about to take effect. Some of these windows inform the user that the new
selection will take effect at the beginning of the next volume scan, and then require the user to
decide whether to continue or cancel the selection by clicking on the Yes or No button to answer the
question “Do you want to continue?”. Other warning_popup windows simply require the user to
click on a Continue button to proceed with the command or change. When the RDA is in control
or when the wideband line is disconnected, none of these command options are available at the RPG
and their buttons have a greyed—out display and their functionality is desensitized.

When either Playback or Interference Suppression are set to FALSE in the RDA Adaptation data, the
selections will not be available from the RDA Control window. The Playback selection in the RDA
State area will be greyed—out and desensitized. The Playback function has been disabled with the
Build 6.0 software update. For Interference Suppression, its status shows up as Disabled and the
Enabled selection is still displayed normally. However, if the user attempts to enable Interference
Suppression, the Alarms line at the bottom of the RPG HCI Main Menu displays the message RDA
ALARM ACTIVATED: INVALID RPG COMMAND RECEIVED, and the same message will
appear in the RDA Alarms window.

For systems with spot blanking capability, an additional area is present within this window entitled
Spot Blanking Status that allows the user to Enable or Disable Spot Blanking.

When the RPG is configured as an FAA Redundant system, a Lock RMS box also appears in the
window, near the VCP button. Incoming RDA commands from the RMS are enabled when there is
no check mark in the Lock RMS box. Clicking on the Lock RMS box places a check mark there,
and locks out incoming RDA commands from the RMS. If the user wants to also lock out incoming
RPG commands from the RMS, a similar Lock RMS box is provided in the RPG Control window.

For the FAA redundant configuration, an additional area is present within this window entitled
Redundant Control. In the FAA redundant configuration there are two RPGs, two RDAs, and only
one Distant MSCF. This equipment is identified as channel 1 and channel 2. A channel consists of
an RDA and an RPG, and only one channel at a time can be on-line. This is called the controlling
channel. The Distant MSCF can display either one or both of the channel’s RPG HCIs. However,
the Distant MSCEF is only connected to the controlling channel’s RPG. In the FAA redundant
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system, the title bar of each window also contains the channel that it is associated with. It is either
FAA:1 or FAA:2. The Redundant Control area is used to switch channels or change control from
one channel to the other. Within this area the Local Channel and Redundant Channel Statuses are
displayed as either Controlling or Non—controlling. The local channel is the channel whose RPG
HCI the user is currently using and is displayed in the title bar of the window. The redundant
channel is the channel that is not displayed in the title bar of the window. This area also displays a
date and time associated with the adaptation data of both channels that is used to indicate whether
the data in both channels matches. For details on how to match adaptation data between channels
see paragraph 4.7.2.7.8, and for details on how to switch channels refer to the procedures in section
4.7.4.

The Spot Blanking Status and Redundant Control areas are password protected. In the upper right
hand corner of the window is a button containing a graphic of a black lock in the locked position.
The presence of this button indicates that this window contains password protected adaptable
parameters. Clicking on the lock button opens up the Password window. See Figure 4-70. In the
middle of the Password window is the LOCA area that contains a selection of the level of users that
are permitted to edit the associated window. The possible selections are as follows:

e Agency (NWS, DoD, FAA)
e ROC
e URC

Clicking on any of these selections does two things. First, the selection becomes active as indicated
by the button filling in and the selection becoming outlined. Second, it changes the display of the
password protected areas in the RDA Control window. The area(s) that change from black text to
white text contain the commands that the selected User (LOCA) can obtain permission to enter. To
actually obtain permission to enter those commands, the user must click on the Password field and
then enter the correct, case sensitive, password for that LOCA and press <CR>. If the wrong
password is entered, a warning_popup window appears stating that an invalid password has been
entered. Once the Continue button in the warning_popup window has been clicked on, the user is
then returned to the Password window where the Password field is highlighted and ready for input.
When the correct password is entered, the Password window closes, and the user is returned to the
RDA Control window where the area(s) that contain password protected commands are now
highlighted in light blue. Also, the lock button now contains a graphic of a red lock in the unlocked
position along with the Authority that unlocked it. Clicking on the lock button again returns the
window to its normal display and disables the ability to enter password protected commands. The
lock graphic also changes back to being displayed in black and in the locked position.
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Figure 4-57. RDA Control/Status Window

4-330



NWS EHB 6-525

4.7.2.3.1.1.1 Reflectivity Calibration. To open the Reflectivity Calibration window,

Figure 4-58, the wideband line must be connected and the RPG must be in Control of the RDA.
This is a seldom used window where the user can view the current Manual Calibration value, if
Manual Calibration is in use, or select and then apply a new Manual Calibration value for the RDA.
When a Manual Calibration value is applied, it overrides the RDA’s default Automatic Calibration.
From the Main Menu, this window is opened by clicking on the Control button within the RDA
icon and then clicking on the Manual selection in the Calibration area of the RDA Control/Status
window. This window can also be opened by clicking on the word AUTO if it is displayed on the
Calib line in the Status Area in the lower right hand portion of the Main Menu. To select a Manual
Calibration value, use the left mouse button to simply click and drag the slider bar to the left or to
the right. The value displayed above the bar changes as the bar is moved. The selectable values
range from —10.00 dBZ on the far left to +10.00 dBZ on the far right in increments of 0.25. Letting
go of the slider bar when it is in between increments causes the Manual Calibration value to snap to
the nearest 0.25 increment. Once the desired value is displayed above the slider bar, the user must
click on the Apply button to put the selection into use. At that point, a warning_popup window
appears that restates the change that is about to take effect, informs the user that the selection will
take place at the beginning of the next volume scan, and requires the user to decide whether to
continue or cancel the selection. Clicking on the No button closes the warning_popup window and
returns the user to the Reflectivity Calibration window without applying the change. Clicking on the
Yes button closes the warning_popup window, returns the user to the previous window, either the
RDA Control/Status window or the Main Menu, while the system changes to Manual Calibration
and applies the selected calibration value at the beginning of the next volume scan. Clicking on the
Close button simply closes the Reflectivity Calibration window and returns the user to the previous
window. If the user selects a new Manual Calibration value within this window, but then clicks on
the Close button without clicking on the Apply button first, this window closes without the change
taking effect. To select a different Manual Calibration value when Manual Calibration is already in
use, either click on the Manual selection again in the Calibration area of the RDA Control/Status
window, or click on the [X.XX] calibration value that is displayed on the Calib line of the Status
Area in the lower right hand portion of the Main Menu to re—open the Reflectivity Calibration
window. To enable Automatic Calibration when Manual Calibration is in use, either click on the
Automatic selection in the Calibration area of the RDA Control/Status window, or click on the
word MANUAL if it is displayed on the Calib line of the Status Area in the lower right hand portion
of the Main Menu, and then click on the Yes button within the warning_popup window.

Raefl Calib

Figure 4-58. Reflectivity Calibration Window
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4.72.3.1.1.2 Moments. The Moments window, Figure 4-59, displays the base data moments
that are currently being transmitted from the RDA to the RPG and allows the user to change the
selection of those moments. From the Main Menu, this window is opened by clicking on the
Control button within the RDA icon and then clicking on the Moments button within the RDA
Control/Status window. The Moments button will be greyed—out, and it’s functionality desensitized
when the wideband line is disconnected or when the RDA is in Control. So, clicking on it will not
open the Moments window. This prevents any change in the selection of base data moments for
transmission under these conditions. Within the Moments window, the user can enable or disable
any or all three of the base data moments, Reflectivity, Velocity, and Spectrum Width. When the
window opens, a check mark is present in the box next to each moment that is currently being
transmitted from the RDA to the RPG, which is not to be confused with the moments that are
currently selected for transmission. So, if the Moments window is opened when the RDA is in
Standby, there will not be a check mark next to any of the moments, even though all three have
probably been selected for transmission. This is because the RDA doesn’t transmit any base data to
the RPG while it is in Standby. The user can select any combination of moments, but by default, all
three moments are enabled. Each one is a toggle type of selection. Clicking on it once deselects it
and removes the check mark from the box, and then clicking on it again selects it, causing the check
mark to appear in the box. Once the selection is complete, the user must click on the Apply button
to put the new selection into use. Next, a warning_popup window appears that restates the change
that was made, informs the user that the change will be implemented at the beginning of the next
volume scan, and requires the user to decide whether to continue or cancel the selection. Clicking
on the No button closes the warning_popup window and returns the user to the Moments window
without applying the change. Clicking on the Yes button closes the warning_popup window, returns
the user to the Moments window, and the system applies the change in the transmission of base data
moments at the beginning of the next volume scan. Clicking on Close closes the Moments window
and returns the user to the RDA Control/Status window. If the user makes a change in the Moments
window, but then clicks on the Close button without clicking on the Apply button first, this
window closes without the change taking effect. When the transmission of any moment is disabled,
it will be displayed in white on the Main Menu when the RDA is in Operate mode, and will not be
present on the Moments Enabled line at the bottom of the RDA Control/Status window.

Select Homents:
W Reflectivity
W Welocity

I W Spectrum Width I

Figure 4-59. Moments Window
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4.7.23.1.2 Alarms. Clicking on the Alarms button within the RDA icon, or clicking on any
alarm category that may be present to the left of the Radome on the Main Menu, opens the RDA
Alarms window. See Figure 4-55. This window is used to display all of the alarms that occur at the
RDA. As anew alarm is seen in the display area, it is placed at the top of the list. By default, the
window displays the 500 newest RDA alarms. This value can be adjusted by changing the
Maximum Displayable Alarms value. This field has a range from 0 to 1000. Each alarm is also
color coded and defined on the Alarm Code Color line as follows:

e Red - INOP (Inoperable)
e Orange — MM (Maintenance Mandatory)
* Yellow — MR (Maintenance Required)
e Tan - SEC (Secondary)
The headings over the alarm display area are defined as follows:
e Date — The date that the alarm occurred.
e Time - The time that the alarm occurred.
e Device — The specific area of the RDA where the alarm occurred.

e Type — E =Edge Detected, O = Occurrence, F = Filtered Occurrence as defined on
the bottom line of the window.

¢ Code — Each RDA alarm has a corresponding code number. The code numbers are
detailed in NWS EHB 6-510-1, Appendix H.

e Description — The detailed description of the actual alarm. This area also informs
the user if the alarm is being activated or cleared.

This window also provides four ways for the user to filter through the list of alarms to display only
the specific alarms desired. The Device area contains eight categories or specific areas within the
RDA where alarms occur. Clicking on any device category serves as a toggle that alternately
displays and removes a check mark as well as includes and removes that category of alarm from the
displayed list. When a check mark is present, that device category is included in the list displayed,
and when no check mark is present that device category is excluded from the list. Any combination
of device categories can be selected for display. Clicking on the None button removes all of the
check marks in the Device area, clears out the display area, and changes the name of the button from
None to All. Clicking on the All button places a check mark in every category in the Device area,
causes every available alarm to appear in the display area, and changes the name of the button from
All to None. The absence of a check mark next to any device category does not prevent that type of
alarm from being logged, but simply prevents it from being displayed. So, for example, if the user
only wanted to look at the transmitter alarms, the user could click on every other device category to
remove its check mark until only the XMT category was checked and then only the transmitter
alarms would be present in the display area. Or, the same thing could be accomplished by simply
clicking on the None button and then clicking on the XMT category.
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The Search field in the Filter Parameters area of the window can also be used to filter through all of
the alarms. This type of search only searches through the Description area of the alarm line. It does
not include the “RDA Alarm Activated/Cleared” field. It only includes the actual alarm text. In
addition, this type of search will only search through and display the types of alarms that are
currently selected in the Device area of the window. So, in order to search through all of the RDA
alarms, the user must first click on the All button in the Device area. Next, simply click on the
Search field to activate it, enter the desired character pattern to search for, then press the <CR> key.
If any alarms are found that contain the selected character string, they are displayed with the most
recent alarm at the top of the list. If no alarms are found that contain the selected character string,
the alarm display area simply goes blank. The best way to initiate a subsequent search of this type is
to first click on the Clear button to delete any characters that are still present in the Search field and
then begin all over again. To return to a full display of all alarms simply click on the Clear button.

The Filter Parameters area of the window also contains other fields that can be used to filter through
all of the alarms. One is for the date which is titled MMDDYYY, and the other one is for the time
which is titled HHMMSS. The names of these fields represent the required format of the entry.
Once the <CR> is pressed, all of the alarms that occurred before the date or time that was entered by
the user are displayed. To return to a full display of all alarms simply click on the Clear button.

4.72.3.2 Power Source. Just to the left of the RDA icon is a graphic representing the current
power source of the RDA shelter. The utility pole graphic represents the utility or commercial
power source while the shelter and fuel tank graphic represents the generator or auxiliary power
source and fuel level. A message below the graphic informs the user whether the generator is on or
off. The user can initiate a power transfer by clicking on either graphic.

47.2.4 RPG Area. In the RPG area of the Main Menu there are links to the RPG Control, RPG
Products, and RPG Status windows as well as information displayed regarding the Archive II LDM
Data.

4.724.1 RPG Icon. Near the center of the Main Menu is the RPG icon that contains buttons
labeled Control, Products, and Status for all configurations. When the RPG is configured as an
FAA Redundant system, an RMS button is also present. This button is blue when the connection
from the RPG to the RMS is good and both systems are up, and it is red when either system is down
or the connection has failed. Clicking on the RMS button brings up the RMS Messages window
which allows the user to send a free text message to the RMS or to inhibit incoming RPG and RDA
commands from the RMS. No figure is provided here, nor any further description given of the RMS
Messages window, so for more information refer to the NWS EHB 6-526 RPG Operations
Instructions Manual.

4.724.1.1 Control. Clicking on the Control button within the RPG icon brings up the RPG
Control window. See Figure 4-60. This window displays the current State and Mode of the RPG
along with the default weather mode of the RPG on startup. It can be used to Restart, Shutdown,
change the Mode, and change the default weather mode on startup of the RPG. The current State
and Mode of the RPG are displayed near the top of the window. The possible States that can been
displayed, the colors that they are highlighted in, and the meaning of each one are as follows:
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OPERATE - green — All RPG processes are running.

TRANSITION - yellow — The RPG is restarting all processes. The RPG is either
going from Operate to Shutdown/Standby, or from Shutdown/Standby to Operate.

STANDBY - yellow — All RPG processes are stopped except the MSCFE. When it is
brought back up, there will not be a clean initialization of the RPG.

SHUTDOWN - red — All RPG processes are stopped including the MSCF. When it
is brought back up, there will be a complete, clean initialization of the RPG.

FAILED - red — The RPG has failed for some reason.
POWER FAIL - red — The input power to the RPG has failed.

UNKNOWN - red - There is an operational problem in the RPG that is unknown.

The possible Modes that can been displayed, the colors that they are highlighted in, and the meaning
of each one are as follows:

OPERATE - green — The RPG’s Operate Mode is the standard mode of operation
and corresponds to the RDA’s Operational Mode. In this mode, all narrowband
lines are enabled and the user can only select the operational VCPs.

TEST - yellow — The RPG’s Test Mode is a non—standard mode of operation and
corresponds to the RDA’s Maintenance Mode. In this mode, all narrowband lines
are disabled except for the primary line and the user can select all of the VCPs
including the Maintenance VCP 300.

The Mode area contains two buttons, Operate and Test. The current mode is desensitized,
preventing selection of the mode that the RPG is already in. To select the other RPG Mode of
operation, click on its button and then click on Continue in the warning_popup window that
appears. To change from Test to Operate mode a normal VCP must first be selected and activated.

Clicking on the All Task button in the Restart area of the window restarts all of the RPG tasks or
processes. This can be done while the system is in either the OPERATE or the STANDBY state.

Clicking on the Options button in the Restart area of the window brings up the RPG Init Options
window which, by default, is locked when it initially opens. See Figure 4-61. This is used to
initialize various RPG components. The Activate button and the Initialization Options area are
only sensitized when the window is unlocked by clicking on the lock button and entering the correct
password. The only state in which items are selectable is SHUTDOWN. Within the Initialization
Options area is the following list of items that perform the various maintenance tasks described:
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RPG System Status Log: Deletes all messages from the RPG system status log
file

Hydromet: Initializes the hydromet database; excluding the rain gage database.

Gage Database: Initializes the rain gage database only.

Product Database: Decletes all products from the RPG products database.

RDA Alarm Log: Deletes all RDA alarm messages in the RDA alarms log file but
does not delete RDA alarm messages in the system status log file.

RPG State Data: Initializes RPG state data.

RPG Task Log Files: Deletes all messages in all RPG task log files.

Click on any combination of items to select them. Once an item is selected, clicking on the
Activate button brings up a warning_popup window that states: “You are about to initialize all of
the data selected in the Initialization Options list. Do you want to continue?”.

Clicking on No closes the warning_popup window without initializing anything. Clicking on Yes
invokes the initialization task associated with each item that is selected. Most items generate a
system log message which is displayed on the status line of the RPG Control/Status window.
Clicking on the Close button closes the RPG Init Options window and returns the user to the RPG
Control window.

Clicking on the Standby button in the Shutdown area of the RPG Control window while the RPG
is in the OPERATE State stops all of the RPG tasks or processes except the MSCEF.

Clicking on the Off button in the Shutdown area of the RPG Control window while the RPG is in
the OPERATE State stops all of the RPG tasks or processes including the MSCF. This transitions
the RPG to the SHUTDOWN State.

In the lower portion of the RPG Control window, the default weather mode and the startup volume
coverage patterns for each mode are displayed. To initiate a change of default weather mode or
default VCP, simply click on the padlock icon in the upper right corner of the window to open the
password window. Select a LOCA radio button and enter the appropriate authorized password
followed by the Enter key. The Default Weather Mode and Default VCP selection buttons will
become sensitized. To change the Default Weather Mode selection, simply click on the button. The
possible weather modes that can be selected are as follows::

* Precipitation (A)
e Clear Air (B)

To change the startup VCP for either mode, click the button for the desired VCP. The possible VCPs
for Mode A that can be selected are:

e 11
e 12
e 21
e 121
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The possible VCPs for Mode B that can be selected are:
e 31
e 32

When the RPG is configured as an FAA Redundant system, a Lock RMS box also appears in the
window, near the Close button. Incoming RPG commands from the RMS are enabled when there is
no check mark in the Lock RMS box. Clicking on the Lock RMS box places a check mark there,
and locks out incoming RPG commands from the RMS. To lock out incoming RDA commands
from the RMS also, a similar Lock RMS box is provided in the RDA Control/Status window.

RPG Contraol

&l11 Tasks

Options Standhby

Clear RAir (B)
1112210121
31[32

Figure 4-60. RPG Control Window
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RFPC Init Options

TE et S S 2 i s

Figure 4-61. RPG Init Options Window

4.7.2.4.1.2 Products. Clicking on the Products button within the RPG icon brings up the
RPG Products window. See Figure 4-62. Refer to NWS EHB 6-526 for the details of this window.

RFG Products

Alert f Threshold
Generation List
Load Shed Products

Selectable Parameters

Algorithms

Products in Database

Figure 4-62. RPG Products Window
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4.72.4.1.3 Status. Clicking on the Status button within the RPG icon brings up the RPG
Status window. See Figure 4-63. This window is used to display System Status Log Messages, as
well as Error, RPG Alarm, and RDA Alarm information regarding RPG software tasks. This
information is displayed in a list near the center of the window in the System Log Messages area.
By default, when the window is opened, all messages are included in the list. Scroll bars are
provided to assist the user in searching for specific messages. Two other tools are available to assist
the user in filtering through the list of messages. These are found in the Message Filter area of the
window and are called Display and Search filters. The Display line contains four color coded
sections, tan for Status and RDA Secondary Alarm, red for RPG Alarm or RDA Inoperable Alarm,
yellow for Error or RDA Maintenance Required Alarm, and orange for RDA Maintenance
Mandatory Alarm. Clicking on Status, Error, or RPG Alarm, selections serves as a toggle that
alternately displays and removes a check mark as well as includes and removes that type of message
from the displayed list. Clicking on the RDA Alarm selection brings up a submenu where four
RDA Alarms: Secondary (SEC), Maintenance Required (MR), Maintenance Mandatory (MM), and
Inoperable (INOP) can be selected for display. When a check mark is present, that type of message
is included in the list displayed, and when no check mark is present that type of message is excluded
from the list. Any combination of messages can be selected for display. The absence of a check
mark next to any type of message does not prevent that type of message from being logged, but
simply prevents it from being displayed.

The Search field in the Message Filter area of the window can also be used to filter through all of the
messages. This type of search only searches through and displays the types of messages that are
currently selected on the Display line. So, in order to search through all of the RPG messages, the
user must first ensure that there is a check mark next to all three types of messages on the Display
line. Next, simply click on the Search field to activate it, enter the desired character pattern to
search for, then press the <CR> key. If any messages are found that contain the selected character
string, they are displayed with the most recent message at the top of the list. If no messages are
found that contain the selected character string, the System Log Messages area simply goes blank.
The best way to initiate a subsequent search of this type is to first click on the Clear button to delete
any characters that are still present in the Search field and then begin all over again. To return to a
full display of all messages simply click on the Clear button. A Print Log Messages button is
provided at the top of the window to print the System Log Messages to the MSCF printer.

The current RPG State, RPG Mode of operation, and Wx Mode selected for startup are color coded
and displayed near the top of the window.

Also near the top of the window is the RPG Alarm Summary area. This area contains three
categories of RPG alarms entitled Maintenance Required, Maintenance Mandatory, and Load Shed.
Under each category a color coded list of possible alarms is displayed. A GREEN display means
that no alarm condition exists, YELLOW means that an error or warning condition exists, and RED
means that an alarm or failure condition exists.
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RPG Status

Print Log Hessages

RPG State RPG Hode Hx Hode
OPERATE OPERATE CLEAR AIR (B)

RPG ZAlarm Summary

—Haintenance Reguired— —Haintenance Mandatory— Load Shed
Distribution Control Task Failure CPu
Data Base Failure RDA Wideband Product Storage
RDA Radial
Task Failure Hedia Failure -
BDDS RPG Radial
Distribution

Hessage Filter

Prev % —-— gﬂext Display: W Status K Error & RPG Alarm RDA nlarml Search:

System Log Hessages

Hay 16,04 [16:46:14] >> Vol: 40 RDA Clock:04/21/96 14:32:41 vCP: 32

yay 18,04 [18:46:14] >> Weather Hode is now Clear Air (B)

@ay 18,04 [18:46:13] >> RDA STATUS:Vcp=R32, ISU-Disabled, ArchII-Record

yay 18,04 [18:46:13] »>> RDA STATUS:ArchII=NHot Installed

@ay 18,04 [18:46:13] »>> RDA STATUS:Oper=On-Line, Aux Pwr=0ff Gen=0ff, Vcp=RO

yay l8,04 [18:46:10] >> RPG ALARM CLEARED: RDA <-> RPG COMMUNICATIONS LINK BROKEH
@ay 18,04 [18:46:10] »> Wideband Line is CONHNECTED

yay 18,04 [18:45:27] »> Harrow Bamd line 42 has COHNHECT PENDIHG

@ay 18,04 [18:45:27] »> HNarrow Bamd line 42 is DISCONNECTED

yay 18,04 [18:45:27] >> Harrow Band line 42 experienced UHSOLICITED DISCOMHECT

@ay 18,04 [18:45:16] »> MNarrow Band line 47 is CONHECTED

@ay 18,04 [18:42:38] »> RPG WARNING CLEARED: PRODUCT DISTRIBUTION LOAD SHED

@ay 18,04 [18:42:32] »> Harrow Band line 33, Comn, RETURNED to HORMAL from WARNIHG
yay 18,04 [18:42:32] »> Harrow Band line 33, Comm. OVERLOAD CRITICAL, PRODUCTS SHED
@ay 18,04 [18:42:20] »>> RPG WARNING ACTIVATED: PRODUCT DISTRIBUTION LOAD SHED

@ay 18,04 [18:42:10] »> Harrow Band line 33, Comm. OVERLOAD HWARNING

] RPG ALARM ACTIVATED: EDA <-> RPG COMMUNICATIONS LINE BROKEH

I

@ay 18,04 [18:40:55] »> Wideband Line has FAILED
yay 18,04 [18:40:46] >> MNarrow Band line 3 has CONHECT PENDING
May 18,04 [18:40:46] »> HNarrow Band line 3 is DISCONNECTED

Figure 4-63. RPG Status Window

4.724.2 Archive Products. Archived base data is distributed via two different methods:
Archive I LDM (LAN Data Manager) and the Base Data Distribution Server (BDDS). Refer to
paragraph 4.7.3.1.6 for the control of archive products through the BDDS. The Archive II LDM
Data icon, located just below the RPG icon, is used to control the distribution of the LDM base data
archive products. Clicking on the Archive II LDM Data icon opens an Archive II LDM Data
window. See Figure 4-64.
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archive || LDM Data

Archive Level II LDH Control ———
ST Status: Active

Figure 4-64. Archive I LDM Data Window

The Archive II LDM data can be stopped and started through the Archive II LDM Data window.
This window has three control buttons: one for closing the window and two found in the Archive
Level I LDM Control box area. The upper left button is the Close button. Clicking on the Close
button will return the user to the RPG Status/Control window.

To start the Archive II LDM data flow, click on the Start button. If Archive II LDM data is not
active, the Stop Archive II button is grayed—out and desensitized. A warning_popup opens that
states: You are about to start Archive II. Do you want to continue?
Click on Yes or No. If the volume scan has already started, the Archive II LDM function will wait
until the beginning of the next volume scan before archive the data and making it available to the
users. Once the Archive II LDM data has been started and data is flowing, the connection between
the RPG and Archive II LDM Data icons will turn green.

To stop the Archive II LDM data flow, click on the Stop button. If Archive I LDM data is active,
the Start Archive II button is grayed—out and desensitized. A warning_popup opens that states: You
are about to stop Archive II. Do you want to continue? Click on Yes or
No. Stopping the archiving process and placing it in the Not Active mode will cause the connection
between the RPG and Archive II LDM Data icons to turn white.

At the right of the screen is the Status: field area with two texts available: Active with a green
background and Not Active with a yellow background.

4.7.2.5 Wideband Area. In this area of the Main Menu there is information displayed about the
status of the wideband link, the availability of the three base data moments (Reflectivity, Velocity,
and Spectrum Width), RDA Control, and links to the Wideband Status/Control window and the
MLOS Status window.

4.7.25.1 Wideband Link Data Flow. Located between the RDA and RPG icons on the Main
Menu is a graphic of three bars representing the wideband connection. Each bar represents a base
data moment. The top bar, labeled “R”, represents Reflectivity. The middle bar, labeled “V”,
represents Velocity. The bottom bar, labeled “W?”, represents Spectrum Width. The bars are color
coded and can be displayed in white, red, or green. A white display indicates that the wideband line
is connected, but there is no base data flowing. A bar displayed in red indicates that the moment has
been disabled from the Define Moments window, or that the entire wideband link has failed. See
Figure 4-59. A green display indicates that the wideband line is connected and there is base data
flowing. When no bars are displayed, the wideband line is not connected. When the bars are
displayed in green, there is a small black box that moves within the bar from the left to the right
(from the RDA icon to the RPG icon) indicating that moments of base data are enabled and flowing.
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4.725.2 Wideband Status. Located just below the wideband graphic is a text message
indicating the status of the wideband link. The possible messages are as follows:

e Connected

¢ Disconnect HCI

¢ Disconnect SHUTDOWN
¢ Connect Pending

e Disconnect Pending

¢ Failure

4.7.2.5.3 RDA/RPG Interface Control/Status. Clicking on the wideband graphic opens up the
RDA/RPG Interface Control/Status window. See Figure 4-65. At the top of this window the same
current state of the wideband link as seen on the Main Menu is highlighted and color coded. The
middle portion of this window, called Wideband Control, is used to command the wideband link to
Connect or Disconnect. To do so, simply click on the desired selection and then click on
Continue in the warning_popup window. The current state of the link, either Connected or
Disconnected, is greyed—out or desensitized within the Wideband Control area, preventing the user
from selecting the state that the link is already in. The bottom portion of the window entitled
Wideband Interface Parameters contains three editable values entitled Retries, Timeouts, and
Loopback Rate (sec). Retries is defined as the number of attempts to reconnect the line before it is
marked disconnected on the status display. The range of values that can be entered in the Retries
field is 0 — 5. Timeouts is defined as the number of seconds elapsed when the response to a
communications command is considered overdue. The range of values that can be entered in the
Timeouts field is 1 — 30. Loopback Rate (sec) is defined as the number of seconds between the
automatic loopback tests between the RDA and RPG. The range of values that can be entered in the
Loopback Rate (sec) field is 60 — 300. The loopback tests can also be completely turned off by
clicking on the Disable box just to the right of the Loopback Rate (sec) field. The loopback tests is
disabled when a check mark appears in the box. When this window opens, all of these fields display
the currently selected value. Once the user changes any of these values, the Save and Undo
buttons at the top of the window become active and display normally rather than greyed—out. If the
user makes any changes to these parameters and then attempts to Close the RDA/RPG Interface
Control/Status window before clicking on either the Save and Undo buttons a warning_popup
window appears asking the question “Do you want to save your changes?”, with a Yes and a No
button to chose from. Clicking on No closes the window without saving any changes, and clicking
on Yes closes the window and saves all of the changes. Clicking on Close before making any
changes simply closes the window.
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RDA/RPG Interface Control /Status _I

Hideband cControl

_) Connect _Disconnect

Hidebhand Interface Parameters

Retries: 2

Timeouts: 10

Loopback Rate {(sec): |60| W Disable
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Figure 4-65. RDA/RPG Interface Control/Status Window

4.725.4 System Control Indicator. Just above the wideband graphic is a text message on a line
indicating which system currently has control of the RDA. The possible messages are as follows:

e RDA
e RPG
e EITHER

4.7.2.5.5 MLOS Button. For sites that have a Microwave Line—of-Site (MLOS) wideband link,
an additional button, labeled MLOS, will be present on RPG HCI Main Menu just to the right of the
Tower. Clicking on the MLOS button opens up the MLOS Status window. See Figure 4-66. This
window is used to display alarm and status information about the MLOS wideband link to aide in
troubleshooting.

MLOS Status IEE
FAS P16 Check: ( Enable | Disahle

configuration/Hessages

station Configuration FAS System Check FAS Hessages

Alarm channel Status

Station 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16

Figure 4-66. MLOS Status Window

The Enable and Disable buttons at the top of the window for FAS P16 Check are not implemented
at this time. The Configuration/Messages area in the middle of the window contains information
about each station. If a message is an alarm, it has a red background. If a message is about
functional items, like a reset, it has a green background. All other messages have a tan background.

The Alarm Channel Status area at the bottom of the window list the 16 most recent alarms. Color
coded blocks under the alarm numbers are either displayed in green to indicate a cleared alarm, or in
red containing the letter A to indicate an active alarm. Clicking on the Close button closes the
window.
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4.7.2.6 Users Area. In the Users Area of the Main Menu information is available regarding
communication line configuration and status as well as user information.

4.7.2.6.1 Users Icon. Directly to the right of the RPG icon is the Users icon that contains
buttons labeled Comms, Products, and Status.

4.7.2.6.2 Comms. Clicking on the Commes button within the Users icon opens the Product
Distribution Comms Status window. See Figure 4-67. This window contains information about
each narrowband line. The left side of the window is entitled Product Distribution Lines and is
organized into the following columns:

e Line RPG Line Number

* Type DEDIC or DIALIN

e Enabled y€s Or no

* Proto X25 or TCP

e ID When connected, the ID number of the User connected to that line.

e User Name When connected, the name given to the User connected to that line,
if that user has been assigned a name by ROC

e (lass The Class of User (N/A, RPGOP_50, RPGOP_90, 1, 2, or 4) that
uses that line.

e Status CONNECT, DISCON, CON PEND, or FAILED
o Util % of line capacity estimated to be in use.
e Rate The estimated achieved data transmission rate of the serial

narrowband line. This is displayed as a % of the nominal data
transmission rate specified by the software and serves as an estimate
of line quality.

Just below this portion of the window the user can select how to sort this data. The current selection
is indicated by having its button filled in. The selections are to sort by Line number, line Type, or
line Status. Clicking on Line sorts the information by line number in descending order with line 1
being at the top. Clicking on Type sorts the information by line type with all of the dedicated lines
being listed before the dial-in lines. Clicking on Status sorts the information by line status with
the lines that have a status of CONNECT being listed first, followed by those lines that have a status
of CON PEND, and then those lines that have a status of DISCON and FAILED.

Click the “Next” arrow or the “Prev” arrow as necessary to alternately view Lines 1 through 24 or
Lines 25 through 40.

Near the bottom of the window on the left hand side is the Line Control area. The buttons available
to the user in this area include Reset, Disconnect, Connect, and Deselect. To issue any of
these commands to a specific line number, the user must first highlight, or select, a line by clicking
anywhere on it. Once a line is highlighted, clicking on any of the buttons in the Line Control area
and answering Yes to the warning_popup window issues the command to the selected line.
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At the bottom of the Product Distribution Comms Status window is a password protected area
entitled General Parameters that contains user selected values for the following four fields:

e Retries

¢ Timeout

e Alarm (%)

*  Warning (%)

Retries are defined as the number of attempts to reconnect a line before it is marked disconnected on
the status display. Any value between 1 — 999 can be entered in the Retries field. Timeouts are
defined as the number of seconds elapsed when the response to a communications command is
considered overdue. Any value between 60 — 999 can be entered in the Timeouts field. The Alarm
(%) and Warning (%) values are Load Shedding adaptable parameters that are also changeable on
the Distribution line in the Load Shed Categories window. See Figure 4-69. If the Util column in
the Product Distribution Lines area of the window has a value greater than either of these values,
then a warning message or alarm is generated accordingly. Changing any of these values causes the
Save button at the top of the window to become active and display normally rather than greyed-out.
Clicking on the Save button at that point saves all of the changes that have been made in the
Product Distribution Comms Status window. Also, if the user tries to Close the window before
saving the changes, a warning_popup window appears asking the question “Do you want to save
your changes?”, with a Yes and a No button to chose from. Clicking on NO closes the window
without saving any changes, and clicking on Yes closes the window and saves all of the changes.
Clicking on Close before making any changes simply closes the window.

In the upper right hand corner of the window is a button containing a graphic of a black lock in the
locked position indicating that this window contains password protected adaptable parameters.
Clicking on the lock button opens up the Password window. See Figure 4-70. In the middle of the
Password window is the LOCA area that contains a selection of the level of users that are permitted
to edit the associated window. The possible selections are as follows:

e Agency (NWS, DoD, FAA)
« ROC
e URC

Clicking on either of these selections does two things. First, the selection becomes active as
indicated by the button filling in and the selection becoming outlined. Second, it changes the display
of the adaptable parameters data in the Product Distribution Comms Status window. All of the
numbers that change from black to white are the changeable parameters that the selected Authority
(LOCA) can obtain permission to change. To actually obtain permission to make changes in those
areas, the user must click on the Password field and then enter the correct, case sensitive, password
for that Authority and press <CR>. If an incorrect password is entered, a warning_popup window
appears that informs the user that an invalid password has been entered. Once the Continue button
in the warning_popup window has been clicked on, the user is then returned to the Password
window where the Password field is highlighted and ready for input. When the correct password is
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entered, the Password window closes and the user is returned to the Product Distribution Comms
Status window where the adaptable parameters that can be changed are now highlighted in light
blue. Also, the lock button now contains a graphic of a red lock in the unlocked position along with
the Authority that unlocked it. To make a change, simply click on the desired field, edit it normally
(e.g., highlight and type over the present value), and press <CR>. If the value that was entered is
not valid, a warning_popup window restates the invalid value that was entered and reminds the user
of the valid entry range. From there, simply click on the Continue button within the
warning_popup window and the user is returned to the Product Distribution Comms Status window
with the same field outlined that caused the invalid entry error. Clicking on the lock button again
returns the window to its normal display and disables the ability to make changes. The lock graphic
also changes back to being displayed in black and in the locked position. Once a valid entry has
been made, the Save button becomes active and displays normally. Any changes that have been
made must be saved before they actually take effect. Clicking on the Close button of the Product
Distribution Comms Status window closes that window. If the user attempts to close the window
before saving any changes that were made, another warning_popup window appears asking the user
“Do you want to save the changes that you made...?” and gives the user a Yes and a No button to
choose from. Clicking on the No button closes the window without saving any changes, and
clicking on the Yes button saves the changes and closes the window.

Near the upper right hand side of the Product Distribution Comms Status window is an area entitled
Line Management. This area contains the following lines:

e Line # RPG Line Number
e Type Dedicated or Dial-in
e Port Pswd The password that a User must match before it is allowed to

connect. This line is encrypted when the window is locked.
e Baud Rate The data rate used for utilization and rate estimations.
e Comm Mgr#  The software comms manager number associated with that line.
e PServer # The software p_server number associated with that line.

¢ Time Limit The maximum time that the line is allowed to stay connected
before it automatically disconnects for dial users.

e Comms Option Yes or No. Applies to X.25 users only and determines whether
packet size is 512 octets for Yes or 128 octets for No.

The Line/User Info area is right below the Line Management area and contains the following lines:

e UserlID The ID number of the User connected to that line.
e User Name The name of the User connected to that line.
e (lass The Class of User connected to that line. The available selections

are N/A, RPGOP_50, RPGOP_90, 1, or 2.
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e Method! The following distribution methods are available for Class 4:
SSET [1] - A single set of products.
RSET [2] - A single set of products repeatedly transmitted.
1TIM [3] - A one time request (OTR) for a product.
COMB [4] - A combination of both RSET [2] and 1TIM [3].

These two areas fill in with the associated information for any line that is double clicked on in the
Product Distribution Lines area of the window. The lines that are greyed out when the window is
locked are password protected adaptable parameters. These same lines are highlighted when the
window is unlocked and are editable by the LOCA who entered the password.

Near the lower right hand side of the Product Distribution Comms Status window is an area entitled
Dial-in Users. This area is used by the operator to add dial-in Users and edit current dial-in Users’
adaptable parameters. The Delete Dial-In User button is currently disabled. Details of this area of
the Product Distribution Comms Status window and how to use it can be found in the NWS EHB
6-526 RPG Operations Instructions Manual.

1. At this time, there is only one RPG that supports a Class 4 user.

4-347



NWS EHB 6-525

Product Distribution Comm
3 Restore'Update

: b : . o o
Reset Discomnect Connect Deselect i

Bdd Dial-in User

Figure 4-67. Product Distribution Communications Status Window (Sheet 1 of 2)
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Figure 4-67. Product Distribution Communications Status Window (Sheet 2 of 2)
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4.7.2.6.3 Products. Clicking on the Products button within the Users icon opens the RPG
Product Distribution Control window. See Figure 4-68. This window is used by the operator to
modify the attributes and filter the product list for each class of user. Detailed instructions of this
window and how to use it can be found in the NWS EHB 6-526 RPG Operations Instructions
Manual.

Baseline:

User Class

_J) Class 2 Users [Permission] " Class 4 Users [Distribution]

Set All Products
[T Precipitation Hode (A} [T Clear Air Mode (B)

Filter Product List

Search: ‘ Sort by: ) Product Code ( Product HHE ( Description

HHE Code A B Freq. Cut{s) Product Description

IIl 16 [0 O [ u/a |[ H/A |[Base Reflectivity: 8 level/0.54 nm | |
IIl 17 [0 O [ u/a |[ u/A |[Base Reflectivity: 8 level/1.1 nm |
IIl 18 [0 M [ u/a |[ H/A |[Base Reflectivity: 8 level/2.2 nm | -
IIl 19 M M [ /A || H/A [[Base Reflectivity: 16 lewvel/0.54 nm |

IIl 20 M [ [ H/A || H/A |[Base Reflectivity: 16 level/1.1 nm |
IIl 21 [0 O [ u/a || H/A |[Base Reflectivity: 16 level/2.2 nm |

22 [0 O [ u/a || u/a |[Base Velocity: 8 level/0.13 nm |

23 [0 O [ wu/a |[ u/a |[Base Velocity: 8 level/0.27 nm |

24 [0 O [ nu/a || u/A |[Base Velocity: 8 level/0.54 nm |

25 WM W [ /A || H/A |[Base Velocity: 16 level/0.13 nm |

26 [0 M [ m/a |[ H/A |[Base Velocity: 16 level/0.27 nm |

21 W M [ /A || H/A |[Base Velocity: 16 level/0.54 nm |
[sn| 28 W M [ H/A |[ H/A |[Base Spectrum HWidth: 8 level/0.13 nm |

Figure 4-68. RPG Product Distribution Control Window

4.7.2.6.4 Narrowband Data Flow. In between the RPG and Users icons on the Main Menu is a
graphic of a green bar that represents the narrowband connections. Additionally, a small black box
moves repeatedly within the bar from left to right representing the flow of product data. Clicking on
this graphic opens the Product Distribution Comms Status window described in paragraph 4.7.2.6.2.

4.7.2.7 Status Areas. The Main Menu has two status areas, one at the bottom with three lines
(Feedback, Status, and Alarms), and one near the lower right hand corner beneath the Users icon.
This area displays information pertaining to the Precipitation Category, VAD Update, Auto PRF,
Calibration, Load Shedding, Audio Alarms, and RDA Messages, plus Adapt Times on FAA systems.

4.72.7.1 Precip Cat. This line displays either the word NONE in green, the word LIGHT in
yellow, or the word SIG in red. Clicking on any of the words opens the Precipitation Status window.

4.72.7.2 VAD Update. This line displays either the word ON in green or the word OFF in
yellow. The user initiates a change of this selection by clicking on either word.
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4.7.2.7.3 Auto PRE.. This line displays either the word ON in green or the word OFF in yellow.
The user initiates a change of this selection by clicking on either word.

4.7.2.7.4 Calib. This line displays a highlighted calibration value in brackets, and either the

word AUTO in green, or the word MANUAL in yellow. When the wideband 